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Canberra ACT 
24 January 2017 

Dear Mr President 
Dear Mr Speaker 

The Australian National Audit Office has undertaken an independent performance audit 
in the Department of Agriculture and Water Resources titled Implementation of the 
Biosecurity Legislative Framework. The audit was conducted in accordance with the 
authority contained in the Auditor-General Act 1997. Pursuant to Senate Standing 
Order 166 relating to the presentation of documents when the Senate is not sitting, I 
present the report of this audit to the Parliament. 

Following its presentation and receipt, the report will be placed on the Australian 
National Audit Office’s website—http://www.anao.gov.au. 

Yours sincerely 

Grant Hehir 
Auditor-General 

The Honourable the President of the Senate 
The Honourable the Speaker of the House of Representatives 
Parliament House 
Canberra  ACT 
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Summary and recommendations 
Background 

 Australia is one of the few countries in the world to remain free from some of the 1.
world’s most damaging pests and diseases.1 This status means that Australia and its agriculture 
industries have a comparative advantage in export markets around the world. The increasing 
volumes of international travellers and trade from a growing number of countries have the 
potential to impact on Australia’s ability to protect its economy, environment and human health 
from exotic pests and diseases.  

 In June 2016, the Australian Government introduced a new biosecurity legislative 2.
framework—comprising the Biosecurity Act 2015 (the Act)2, four related Acts and delegated 
legislation (including regulations, declarations and determinations)—to manage the risk of pests 
and diseases entering Australian territory and causing harm to animal, plant and human health, 
the environment and the economy. The new framework, which replaced the arrangements 
established under the century-old Quarantine Act 1908, is being implemented in three stages 
over five years, with Stage 1 relating to the period leading up to commencement of the 
framework on 16 June 2016. 

Audit objective and criteria 
 The objective of the audit was to assess the effectiveness of the Department of 3.

Agriculture and Water Resources' implementation of the new biosecurity legislative framework.  

 To form a conclusion against this objective, the ANAO adopted the following high-level 4.
criteria: 

• Was a robust governance and project management framework in place to support 
implementation of the new framework? 

• Was the development of delegated legislation, administrative practice and business 
processes, effective and timely?  

• Did the engagement with internal and external stakeholders support the transition to 
the new framework? 

Conclusion 
 The arrangements established by the Department of Agriculture and Water Resources 5.

effectively supported the implementation of the new biosecurity legislative framework in 
accordance with legislated timeframes.  

 A sound planning approach, governance structure and assurance review program was 6.
established by the department to support the implementation of the biosecurity legislative 

1  These include bovine spongiform encephalopathy (BSE, commonly known as mad cow disease), foot and 
mouth disease and Karnal bunt (a fungus affecting grains of wheat, durum and triticale).  

2  The Act was passed by the Parliament in May 2015 and received royal assent on 16 June 2015. In recognition of 
the extent of the changes arising from the introduction of the new framework, the Act included the provision for 
the delayed implementation of framework requirements (12 months after the Act received royal assent). 
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framework. Nevertheless, issues relating to the delayed establishment of the Board and 
weaknesses in performance reporting adversely impacted on oversight and monitoring 
arrangements. While the framework commenced operating on 16 June 2016 as required by 
legislation, more effective oversight and monitoring would have better positioned the 
department to deliver framework elements as originally planned. Further, there is scope for the 
department to review its approach to assessing the benefits to be derived from the new 
legislative framework. 

 The arrangements established by the department to support the operation of the new 7.
biosecurity legislative framework from 16 June 2016, including the development of policy and 
delegated legislation, creation of instructional material and the delivery of training for staff, 
implementation of IT system modifications and engagement with stakeholders, were, in the 
main, effective. There were, however, delays encountered in finalising a number of key 
activities, which ultimately reduced the time available to deliver important elements of the 
program, such as aspects of stakeholder engagement and IT system modifications. These delays 
also led to the reprioritisation of some implementation activities, including instructional 
material and IT changes, with delivery to occur in latter stages. 

Supporting findings 

Program planning and oversight 
 The approach adopted by the department to plan the implementation of the new 8.

framework was appropriate, with extensive planning documentation developed that outlined 
timeframes and roadmaps, roles and responsibilities, risk management approaches, assurance 
arrangements, and monitoring and reporting requirements. A robust governance structure was 
also designed, which provided a sound framework in which to coordinate the divisional level 
projects and integrate the delivery of enabling functions, such as stakeholder engagement and IT 
changes. 

 Notwithstanding the establishment of an appropriate planning approach and governance 9.
structure, issues relating to the delayed establishment of the Board and weaknesses in 
performance reporting adversely impacted on oversight and monitoring arrangements. 
Ultimately, weaknesses in oversight and monitoring arrangements put at risk the department’s 
ability to implement the new legislative framework in accordance with fixed timelines. More 
effective oversight and monitoring arrangements could have better mitigated this risk. 

 The series of assurance reviews that was conducted in the latter period of Stage 1 program 10.
implementation played a key role in highlighting to senior management the emerging risks to 
successful implementation of the new legislative framework. The department’s responsiveness to 
the reviews and the actions subsequently taken to prioritise implementation activities enabled the 
department to meet the set deadline of 16 June 2016 for the commencement of the new 
framework. Earlier commencement of these reviews—the first review was not undertaken until 
December 2015—would have provided more timely assurance and allowed more time for 
corrective actions to be taken. 

 The department adopted a sound approach to post implementation monitoring and 11.
evaluation for the implementation program, including an external post implementation review 
and a range of mechanisms designed to provide assurance in relation to Stage 1 
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Summary and recommendations 

implementation’s achievements and remaining activities to be prioritised for Stage 2. In 
addition, the department endorsed a Benefits Realisation Framework in December 2016, which 
is still to be finalised. In finalising the Framework, the department should ensure that the 
measures inform an assessment of those benefits that are directly attributable to the new 
legislative framework and of the expected cost savings (estimated by the department to be 
$6.9 million each year averaged over 10 years). 

 The department has appropriately captured the lessons learned from the program of 12.
work undertaken to implement the new biosecurity legislative framework. The successful 
implementation of latter stages of the biosecurity legislative framework will be heavily 
dependent on the department applying the lessons that it has learned from the initial stage of 
program implementation. 

Program delivery 
 The department finalised the required delegated legislation in order to meet the 13.

timeframe for the commencement of the new framework. Delays encountered in the 
development process reduced the time available to undertake subsequent implementation 
activities, such as the development of instructional material and the delivery of training, and 
stakeholder consultation. 

 The arrangements established by the department to amend and develop instructional 14.
material and to deliver training to assist staff to fulfil their requirements under the new 
legislation were appropriate. 

 The department effectively engaged with stakeholders, including relevant government 15.
entities and key industry bodies. The majority of stakeholders indicated that they were, overall, 
satisfied with the level and quality of the department’s engagement in relation to the 
introduction of the new framework. 

 The relevant departmental IT systems affected by the new framework were modified to 16.
accommodate new requirements by 16 June 2016, but the timeframe available to undertake the 
modifications was condensed due to delays in finalising policy positions. As a consequence, the 
scope of some planned changes was reduced and there were deficiencies identified in the 
documentation of scope changes and testing.  

Recommendations 
Recommendation 
No. 1 
Paragraph 2.29 

The Department of Agriculture and Water Resources should: 

(a) finalise and implement the Benefits Realisation Framework as a 
priority; and 

(b) ensure that the Benefits Realisation Framework is effective in 
assessing the impact of the introduction of the new biosecurity 
legislative framework and the value of the reduction in costs and 
regulatory burden for external stakeholders. 

Department of Agriculture and Water Resources’ response: Agreed. 
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Summary of entity response 
 The Department of Agriculture and Water Resources’ summary response to the report is 17.

provided below, while its full response is at Appendix 1. 

Implementation of the Biosecurity Legislative Framework was successful. The Biosecurity 
Act 2015 (the Biosecurity Act) took effect on 16 June 2016 with trade unimpeded, biosecurity 
risk mitigated and our clients and staff well-positioned to understand and comply with the new 
legislation. 

The department agrees with the ANAO’s assessment that it effectively engaged with 
stakeholders. The department undertook extensive engagement with stakeholders, other 
government agencies, clients and staff in the lead up to 16 June 2016 to ensure readiness to 
operate under the new framework. The department also agrees with the ANAO’s finding that 
staff were appropriately supported and trained to operate under the new framework. 

The department acknowledges there were challenges in the early stages of implementation 
which hindered the establishment of a formal programme structure prior to the initiation of 
projects. It also impacted the early establishment of robust programme level reporting to 
support effective monitoring and oversight. However, the Programme Assurance Activities 
completed during the course of the implementation were successful in identifying the risks. This 
allowed mitigation activities to be put in place that effectively managed the risks and supported 
the department’s successful implementation of the Biosecurity Legislative Framework. The 
department is continuing this robust programme and governance approach in the ongoing 
implementation of the biosecurity legislative framework as well as other departmental 
programmes of work. 
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Audit Findings 
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1. Background 
Introduction 

 Australia is one of the few countries in the world to remain free from some of the world’s 1.1
most damaging pests and diseases.3 This status means that Australia and its agricultural industries 
have a comparative advantage in export markets around the world. The increasing volumes of 
international travellers and trade from a growing number of countries have the potential to 
impact on Australia’s ability to protect its economy, environment and human health from exotic 
pests and diseases.  

 Until June 2016, the Quarantine Act 1908 (Quarantine Act) was the key piece of legislation 1.2
to manage biosecurity4 in Australia. Since the introduction of the Quarantine Act over a century 
ago, it has been amended more than 50 times to cater for changing demands on the biosecurity 
system. These amendments resulted in complex legislation that contained overlapping provisions 
and powers.  

 To address issues relating to the complexity of biosecurity legislation, the Australian 1.3
Government has commissioned a number of reviews over time aimed at reforming the biosecurity 
system, including a comprehensive review of Australia’s quarantine and biosecurity arrangements 
in 2008 (the Beale Review).5 The Beale Review recommended significant reforms to strengthen 
the biosecurity system, including the development of new biosecurity legislation. 

 In response to the wide-ranging recommendations arising from the Beale review, the 1.4
Australian Government introduced the Biosecurity Bill into the Parliament in 2012. The 2012 Bill 
lapsed as a result of the 2013 federal election when the Parliament was prorogued. A second 
revised Biosecurity Bill was later introduced in 2014, which was passed by the Parliament in 
May 2015 and received royal assent on 16 June 2015. The Act commenced 12 months after the 
date of royal assent, on 16 June 2016. 

New legislative framework 
 The Biosecurity Act 2015 (the Act) establishes the regulatory framework for the 1.5

management of the risk of pests and diseases entering Australian territory and causing harm to 
animal, plant and human health, the environment and the economy. The Act was designed to 
better support Australia’s agricultural productivity and marine industries, while also helping to 
protect Australia’s environment and human, animal and plant health. While the Act does not 
substantially change the operational functions under the previous Quarantine Act, it establishes a 
move towards a principle-based approach to regulation and supports the department's risk-based 
approach to biosecurity intervention. It also includes substantive change relating to compliance 
and enforcement powers (see Box 1).  

3  These include bovine spongiform encephalopathy (BSE, commonly known as mad cow disease), foot and 
mouth disease and Karnal bunt (a fungus affecting grains of wheat, durum and triticale).  

4  Biosecurity is defined as the protection of the economy, environment and human health from the negative 
impacts associated with entry, establishment or spread of exotic pests (including weeds) and diseases. 

5  Beale, R, Fairbrother, J, Inglis, A and Trebeck, D, One Biosecurity, A working partnership, The independent 
review of Australia’s quarantine and biosecurity arrangements, Report to the Australian Government, 2008. 
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Box 1: Key principles underpinning the Act 

The Act establishes new requirements and regulatory powers to manage biosecurity risks 
associated with goods, people and conveyancesa entering Australian territory. It is 
underpinned by the following six key principles: 

• Legislation for a strong agricultural industry–the Act contains new powers that allow 
for the management of a wider range of pests and diseases already present in 
Australian territory and noxious weeds that may pose a threat to agricultural 
industries or the environment. The Act also extends the coverage of existing powers so 
that the biosecurity risks posed by invasive pests can be more effectively managed. 

• Clear legislation to manage biosecurity risks–the legislative framework clearly sets 
out the powers that can be exercised by officials, as well as the requirements of those 
being regulated. 

• Increasing efficiency and decreasing regulation–the Act is outcomes-focused and 
based on a key principle of minimising regulatory impact, while still achieving the best 
biosecurity outcome. 

• Improving compliance–the Act contains: a modern compliance framework with new 
and improved tools to enable more effective and efficient targeting of non-compliant 
behaviour or activities, while reducing the burden on those that are compliant; and a 
range of enforcement options, including infringement notices, civil penalties, 
enforceable undertakings and criminal sanctions. 

• Providing protection from public health risks–the Act contains a range of biosecurity 
measures to manage the public health risk posed by serious communicable diseases. 

• Meeting Australia’s international obligations–the Act allows for the management of 
biosecurity risks in a manner that is consistent with Australia’s international 
obligations. 

 Conveyances are aircraft, vessels, vehicles, trains and any other means of transport. Note a:
Source:  ANAO based on Parliament of the Commonwealth of Australia, Biosecurity Bill 2014–Explanatory 

Memorandum, pp. 8–11. 

 The Act operates in conjunction with three Biosecurity Charging Imposition Acts.6 In 1.6
addition, where significant changes are anticipated under the Act, the Biosecurity (Consequential 
Amendments and Transitional Provisions) Act 2015 includes provisions to facilitate the transition 
to new requirements. In particular, it allows for all existing notices, directions, permits and 
permissions issued under the Quarantine Act to remain in force after 16 June 2016. It also 
provides for additional periods to ensure that stakeholders and clients comply with new 
requirements. For example, most sea ports and airports that were declared as ‘first port’ under 
the Quarantine Act have three years from commencement to ensure that they comply with the 
new requirements for first points of entry under the Act.  

6  The Biosecurity Charges Imposition (General) Act 2015, the Biosecurity Charges Imposition (Customs) 
Act 2015, and the Biosecurity Charges Imposition (Excise) Act 2015 provide the legislative framework to 
impose charges to recover the costs in relation to matters connected with the administration of the Act.  
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Background 

 The Act, the four related Acts and the delegated legislation7 constitute the biosecurity 1.7
legislative framework. The framework is administered jointly by the Department of Agriculture 
and Water Resources and the Department of Health.8 

Arrangements for the introduction of the new legislative framework 
 In recognition of the extent of the changes arising from the introduction of the new 1.8

framework9, the Act included the provision for the delayed implementation of framework 
requirements (12 months after the Act received royal assent on 16 June 2015). This provision was 
included in the Act to allow the department time to communicate the new requirements to 
stakeholders, industry participants and the general public. It was also included to allow the 
department to provide relevant information and training to departmental staff and for 
consultation to occur with industry and state and territory governments regarding shared 
responsibilities and obligations.  

 The biosecurity legislative framework provides flexibility for the department to adopt the 1.9
most appropriate systems to manage biosecurity risks. As indicated previously, some of the 
changes and new powers included must be implemented from the date of commencement on 
16 June 2016, while others can be implemented over time as business capacity allows. Some 
powers also have additional delayed commencement arrangements prescribed under the Act.  

 Accordingly, the department has adopted a staged approach to the implementation 1.10
process over five years:  

• Stage 1—related to the period leading up to commencement of the legislative 
framework on 16 June 2016. The focus of this stage was on the development and 
implementation of priority changes to administrative practices to enable core biosecurity 
operations to continue without regulatory failure, and to support staff, clients and 
stakeholders to comply upon commencement of the new legislation; 

• Stage 2—relates to the period from 17 June 2016 to 30 June 2018. The focus of this 
stage is on the continued rollout of delayed, transitional or phased implementation 
provisions of the Act. It will also deliver activities determined by the department as not 
critical for core biosecurity operations under the Act as at 16 June 2016; and 

• Stage 3—commencing in July 2018, the focus of this stage is to be determined by the 
department prior to the completion of Stage 2. 

7  Delegated legislation refers to legislation made by government agencies and the Governor-General under 
authority of Acts of Parliaments, which delegate this power to agencies. The most common form of delegated 
legislation is a regulation which is used for legislation of general application emanating from a government 
department. Other delegated legislation includes determinations and declarations. (University of Melbourne, 
Guide to the Australian Commonwealth legislation: Delegated Legislation. Available from 
http://unimelb.libguides.com/c.php?g=402921&p=2741636 [accessed 3 November 2016]. 

8  The Department of Health is responsible for policy under the human biosecurity chapter of the Act and is 
required to provide input into the operation of other parts of the Act where appropriate, including the 
biosecurity emergencies chapter. The Department of Health’s responsibilities under the Act were not 
examined as part of this audit. 

9  The introduction of the new legislative framework affects many of the department’s clients and stakeholders, 
including industry, and federal, state and territory government entities. The introduction of the new 
legislative framework directly impacts on the department’s biosecurity workforce, as well as related 
corporate areas within the department.  
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 An overview of the timeline for the development and implementation of the biosecurity 1.11
legislative framework is provided in Figure 1.1.  

Figure 1.1: Biosecurity legislative framework development and implementation timeline 

2012 2018

Jan-13 Jan-14 Jan-15 Jan-16 Jan-17 Jan-18
To 2021:
Phase 3 
Implementation

Nov-14
Bill No. 2 

introduced
Jun-15

Bill receives royal assent

Jun-16
Act commences

Nov-13
Bill No. 1
 lapses

Sep-13
Federal Election

Nov-12
Bill No. 1 

introduced

May-15
Bill passes Parliament

Jun-16 - Jun-18
Phase 2 

Implementation

Jun-15 - Jun-16
Phase 1 

Implementation  
Source: ANAO based on departmental information. 

 The costs associated with the implementation of the new biosecurity legislative framework 1.12
are to be sourced from the department’s existing budget. A program brief endorsed by the 
department in October 2014 estimated these costs at $10.8 million over four years (2014–15 to 
2017–18). 

Audit approach 

Objective, criteria and methodology 
 The objective of the audit was to assess the effectiveness of the Department of Agriculture 1.13

and Water Resources' implementation of the new biosecurity legislative framework.  

 To form a conclusion against this objective, the ANAO adopted the following high-level 1.14
criteria: 

• Was a robust governance and project management framework in place to support 
implementation of the new framework? 

• Was the development of delegated legislation, administrative practice and business 
processes, effective and timely?  

• Did the engagement with internal and external stakeholders support the transition to 
the new framework? 

 The ANAO examined documentation held by the department, interviewed relevant staff, 1.15
and visited a selection of premises where biosecurity activities are conducted. The ANAO also 
conducted two separate consultation processes in August-September 2016. Forty-eight industry 
bodies were invited to contribute their views on the effectiveness of the department’s 
implementation of the new framework, with 10 either providing a written submission or 
participating in a telephone interview. Three additional industry submissions were also received 
through the ANAO website’s public contribution facility. The ANAO also invited representatives 
from relevant Commonwealth, state and territory government entities to provide comments. All, 
but one, participated in a telephone interview. 
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Background 

Scope 
 The scope of the audit included an examination of the activities conducted by the 1.16

department to prepare for the commencement of the legislation on 16 June 2016. The audit also 
considered the impact of the department’s implementation strategies on external stakeholders 
(industry and Commonwealth, state and territory government entities) and departmental staff. 
The preparedness of the key IT systems impacted by the legislative changes was also examined. 

 The audit was conducted in accordance with the ANAO’s Auditing Standards at a cost to 1.17
the ANAO of approximately $267 000.  
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2. Program planning and oversight 
Areas examined 
The ANAO examined the governance and project management arrangements established by 
the Department of Agriculture and Water Resources (the department) to support the 
implementation of the biosecurity legislative framework, including planning processes and 
oversight, monitoring and assurance arrangements. The ANAO also examined the arrangements 
established by the department to determine whether program objectives were achieved and 
whether the lessons learned were captured to inform the delivery of latter stages of program 
implementation.  
Conclusion 
A sound planning approach, governance structure and assurance review program was 
established by the department to support the implementation of the biosecurity legislative 
framework. Nevertheless, issues relating to the delayed establishment of the Board and 
weaknesses in performance reporting adversely impacted on oversight and monitoring 
arrangements. While the framework commenced operating on 16 June 2016 as required by 
legislation, more effective oversight and monitoring would have better positioned the 
department to deliver framework elements as originally planned. Further, there is scope for the 
department to review its approach to assessing the benefits to be derived from the new 
legislative framework. 
Areas for improvement 
The ANAO made one recommendation aimed at better positioning the department to 
determine the impact of the introduction of the new biosecurity legislative framework. The 
department should also continue to embed enhanced oversight and management 
arrangements adopted for the latter part of Stage 1 implementation. 

Were planning processes appropriate? 

The approach adopted by the department to plan the implementation of the new framework was 
appropriate, with extensive planning documentation developed that outlined timeframes and 
roadmaps, roles and responsibilities, risk management approaches, assurance arrangements, and 
monitoring and reporting requirements. A robust governance structure was also designed, which 
provided a sound framework in which to coordinate the divisional level projects and integrate the 
delivery of enabling functions, such as stakeholder engagement and IT changes. 

 In anticipation of the passage of the 2012 Bill, the department commenced planning 2.1
activities for the implementation of the proposed legislative framework for biosecurity. These 
activities were ceased when the 2012 Bill lapsed as a result of the 2013 federal election. When the 
Biosecurity Bill was re-introduced into the Parliament in November 2014, the department 
identified the need for a sound implementation approach given the anticipated scale of the 
proposed legislative changes. To underpin such an approach, the department developed: 

• a change assessment, which was completed in May 2014. A change assessment is used 
by the department to assist in determining the level of controls required to manage 
change activities. The 2014 change assessment received the highest rating (‘high’) and 
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Program planning and oversight 

identified that the program would have a significant impact on all aspects of the 
department’s business;  

• a business case to help ensure that the department was sufficiently prepared for the 
implementation of the new legislative framework. The business case: set out the scope 
and expected business benefits of the implementation program; outlined the risks, costs 
and resources for four alternative implementation options; and presented the 
arguments in support of the recommended option. The recommended option, which 
received senior management endorsement in May 2014, required approval of a program 
brief by October 2014 and an implementation plan by November 2014;  

• a program brief, which was approved by the Deputy Secretary in October 2014. This brief 
further developed the option recommended in the business case, based on the 
assumption that the legislation would receive royal assent in March 2015. It outlined the 
overall approach to implementation, based on the identification of a suite of projects on 
subject matter areas of the legislation (for instance, ballast water and sediment; 
conditions and permits for goods). The projects were prioritised, depending on the level 
of change that the new legislation would impose. The brief also specified the governance 
structure, the program risks, revised budget and high level schedule; 

• a Biosecurity Legislation Implementation Framework, which was endorsed by senior 
management in July 2015 (discussed in the next paragraph); and 

• a program assurance framework for the first stage of implementation (discussed later 
from paragraph 2.10) in October 2015 to provide assurance that risks were being 
appropriately mitigated and that relevant legislative requirements for commencement 
would be implemented. The framework detailed three levels of assurance, at project and 
program levels, combining reviews and audits.  

 The structures established to provide governance over the implementation program (see 2.2
Figure 2.1), which were described in the implementation framework, comprised: 

• a Biosecurity Legislation Implementation Board (the Board) established as the primary 
governance body responsible for overseeing the implementation program. The Board, 
which was chaired by the Deputy Secretary responsible for biosecurity10, reported to the 
department’s Executive Management Committee.11 Other members of the Board 
included: the First Assistant Secretaries of the five divisions involved in program 
implementation; the Chief Information Officer; the Chief Financial Officer; and the 
General Counsel; 

• an Implementation Office, which was led by an Assistant Secretary and was responsible for 
reporting on program-level implementation progress to the Board. The Implementation 

10  There were a number of changes in key senior management roles over the course of implementation, with 
three different Board Chairs over this time. The Deputy Secretary who was the initial Board Chair 
subsequently joined the ANAO as Deputy Auditor-General in July 2015. Given the Deputy Auditor-General’s 
previous role within the department, the ANAO established appropriate arrangements to manage potential 
issues relating to conflict of interest. 

11  The Executive Management Committee is the department’s key advisory body to the Secretary. The 
Committee’s key functions include monitoring performance against strategies and priorities and providing 
appropriate oversight of risk management. 
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Office was responsible for managing the day-to-day aspects of program implementation, 
including monitoring the program schedule, managing program risk and assurance 
arrangements and integrating the program’s diverse functions; and 

• Project Sponsors (at the First Assistant Secretary level) and Project Managers for each of 
the 23  projects to be delivered across five divisions.  

Figure 2.1: Implementation program governance structure 
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Source: ANAO based on departmental information. 

 The Biosecurity Legislation Implementation Framework also included provision for the 2.3
establishment of a reporting and tolerance threshold framework, which was intended to 
identify—in a timely manner—risks to project and program schedules, scope and resources (see 
Figure 2.2).  

Figure 2.2: Reporting framework 
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Source: ANAO based on departmental information. 
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Were effective oversight and monitoring arrangements implemented? 

Notwithstanding the establishment of an appropriate planning approach and governance 
structure, issues relating to the delayed establishment of the Board and weaknesses in 
performance reporting adversely impacted on oversight and monitoring arrangements. 
Ultimately, weaknesses in oversight and monitoring arrangements put at risk the department’s 
ability to implement the new legislative framework in accordance with fixed timelines. More 
effective oversight and monitoring arrangements could have better mitigated this risk. 

 The department initially planned to finalise an implementation plan for the biosecurity 2.4
legislative framework by December 2014. An initial plan was prepared in May 2015, but did not 
receive senior management endorsement. A subsequent Biosecurity Legislation Implementation 
Framework was not finalised until July 2015—which was after several of the 23 projects had 
commenced. Further, the establishment of the Biosecurity Legislation Implementation Board was 
not completed until July 2015 (the Board’s revised Terms of Reference were not endorsed until 
July 2015 and no meeting minutes were taken between February and May 2015).  

 In addition to delayed implementation of elements of the planning framework, there were 2.5
also issues affecting the timeliness and quality of performance reporting. In framing its 
performance reporting requirements, the Board requested that reports only include deliverable 
and milestone information where the overall project status was at risk. Further, the Board 
required that a single program overview report be provided to the Board and the Executive 
Management Committee, with the timing of the report to align with the Executive Management 
Committee meeting schedule.  

 These decisions contributed to the Board receiving information in the Program Status 2.6
Reports (which consolidated the information provided in each individual Project Monthly Status 
Report) that was often delayed and was generally out-of-date. For example, the first Program 
Status Report that was presented to the Board was provided on 18 September 2015 and reported 
on the period July–August 2015. On 9 December 2015, the Board was provided with a Program 
Status Report that covered the period from October–November 2015, but did not receive further 
updated information until February 2016.  

 The effectiveness of performance reporting was also questionable. While the Program 2.7
Status Reports documented delays and concerns in relation to meeting timeframes as early as 
October 2015, the overall risk rating of the program was maintained at ‘green’ and ‘on track’ until 
the March 2016 Board meeting—three months before the commencement of the new legislative 
framework. Further, the status reports submitted to the department’s Executive Management 
Committee after reviews had been conducted under the program assurance framework 
(discussed later in this chapter) did not sufficiently highlight the extent of emerging risks to 
meeting the deadline for implementation of the new framework.  

 The quality of program reporting was also questioned in two internal audits undertaken to 2.8
review the processes and practices relating to the implementation of the new legislative 
framework (the resulting reports were finalised in March and May 2016). These audits found that 
a lack of information from some divisions limited the Implementation Office’s ability to effectively 
monitor progress and report on program and project level activities. They also found that the 
Board had insufficient visibility and scrutiny over the operations of individual projects, which 
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ultimately impacted on its capacity to ensure that the projects were fit-for-purpose in 
underpinning the achievement of higher level program objectives.  

 Further, some projects were found to have been implemented in isolation, with 2.9
dependencies (between projects or between business areas and projects) not fully appreciated 
across the program of work being undertaken. In particular, delays in the development of policy 
positions and delegated legislation had a significant impact on the identification of training needs, 
the development of instructional material12, the implementation of a program of communication 
and engagement, and the updating of IT systems (discussed further in Chapter 3).  

Was a sound assurance framework established for program 
implementation? 

The series of assurance reviews that was conducted in the latter period of Stage 1 program 
implementation played a key role in highlighting to senior management the emerging risks to 
successful implementation of the new legislative framework. The department’s responsiveness 
to the reviews and the actions subsequently taken to prioritise implementation activities 
enabled the department to meet the set deadline of 16 June 2016 for the commencement of 
the new framework. Earlier commencement of these reviews—the first review was not 
undertaken until December 2015—would have provided more timely assurance and allowed 
more time for corrective actions to be taken. 

 The Program Assurance Framework that was developed for the program of work to 2.10
implement the new legislative framework is provided at Figure 2.3.  

Figure 2.3: Assurance framework 
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 Over the course of Stage 1 program implementation, the department conducted six 2.11
assurance activities between December 2015 and June 2016 (see Table 2.1). 

12  Instructional material includes all written work instructions, procedures, help cards and IT process 
instructions. Departmental policy requires that all instructional material is held in the department’s 
Instructional Material Library that is accessible through the department’s intranet site. 
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Table 2.1: Assurance reviews, December 2015 to June 2016 
Short title Objective Date 

Quality Review 1 To verify that there were no significant gaps in the program of 
work underway to implement the requirements of the Act. 

December 2015 

Quality Review 2 To assess whether program products that provide staff and 
clients with the tools and knowledge to operate under the Act 
were in place or would be delivered according to the agreed 
delivery schedules, and were in line with the department's 
compliance posture and legislative requirements for 
commencement. 

March 2016 

Internal Audit 
Interim Status Paper 

To assess whether the department had established 
appropriate project management and monitoring 
arrangements to support the successful implementation of 
the biosecurity legislation—Initial Assessment. 

March 2016 

Business Readiness 
Assessment 

To identify whether the department was ready for 
commencement: it was compliant with legislation; staff had 
the right capabilities; implementation risks were mitigated; 
and clients and stakeholders had received appropriate 
support.  

March 2016 

Internal Audit Final 
Report  

To assess whether the department had established 
appropriate project management and monitoring 
arrangements to support the successful implementation of 
the biosecurity legislation—Key Learnings. 

May 2016 

Quality Review 3 To identify whether: staff and clients understood the impact 
of the new legislation and their roles and responsibilities; and 
there were any gaps in staff and client awareness. 

3 June 2016 

Source: ANAO from departmental information. 

 The first review, which was conducted in December 2015, was undertaken to verify that 2.12
there were no significant gaps in the program of work underway to implement the new legislative 
framework. The review identified that insufficient information was available to enable the 
comprehensive tracking of the implementation of legislation clauses at the project level. The 
review, using selective walkthroughs and testing, identified a risk that gaps between projects 
could affect the implementation of some legislative clauses. The review report included six 
recommendations for improvement.  

 In response to the review’s recommendations, the department modified a legislation 2.13
implementation risk matrix that had previously been developed to support implementation. The 
modifications included identifying, for each subclause of the Act: a primary owner; whether the 
subclause needed to be implemented on or after 16 June 2016; and a risk rating for not 
implementing the subclause. The matrix was maintained throughout the implementation process, 
and assisted the department to mitigate the risk of non-compliance because of a failure to 
implement relevant legislative clauses. As at 3 June 2016, the Implementation Office reported to 
the Board that there were no subclauses that had a residual risk rating of high or extreme. 

 The Quality Review 2, the Internal Audit Interim Status Paper and the Business Readiness 2.14
Assessment were completed in March 2016. These assurance activities clearly indicated that there 
was a significant risk that the department would not be ready for the commencement of the new 
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legislative framework on 16 June 2016. In particular, the reports resulting from these activities 
variously stated that: 

[There is no evidence that] staff and clients will have the full suite of tools and knowledge to 
operate under the Biosecurity Act at commencement. … No assurance can be provided that 
program products reflect the [department’s] compliance posture, agreed policy positions and 
legislative requirements. … We have identified a number of gaps [in the program of work].13 

There is a heightened risk that implementation of required activities will not be completed to the 
required standard by 16 June 2016.14 

[The department is] not ready for implementation. There is a high risk or certainty of multiple 
aspects of readiness not yet addressed.15 

 These assurance activities also provided an overview of the issues that had been 2.15
encountered by the department during the implementation process for the new legislative 
framework, with this information instrumental in prompting the department to undertake urgent 
remedial action to address the identified imminent risk of failure of the program. In response to 
the issues raised, the department:  

• undertook a risk-based analysis of activities that were required to be completed before 
commencement (‘must-haves’) and activities that could be postponed and included in 
Stage 2 of the implementation process (17 June 2016 to 30 June 2018); 

• conducted a ‘re-baselining’ of the commencement roadmap and critical path to ensure 
that all projects and business area deliverables were aligned against the same schedule;  

• reviewed the format and content of the program status report; and  
• established a working group with representation at the Assistant Secretary level from 

the key areas of the department involved in the implementation (the ‘AS Working 
Group’). This group met daily and then three-times a week from March 2016 until the 
commencement of the legislation.  

 The internal audit work undertaken in May 2016, which followed up on the previous 2.16
internal audit work conducted in March 2016, was designed to identify the key learnings for 
current and future programs across the department. It confirmed that the range of issues 
experienced during Stage 1 implementation had put the program at ‘serious risk of not achieving 
implementation targets’. However, the report concluded that, as a result of the corrective actions 
undertaken from March 2016, the department was well positioned to ‘deliver core capabilities to 
enable primary biosecurity operations to continue upon legislative commencement’. 

 The Quality Review 3, which was completed on 3 June 2016, incorporated surveys and 2.17
interviews to determine whether staff and stakeholders were aware of their roles and 
responsibilities and whether they were ready for the commencement of the legislation. The 
review concluded that there were no significant gaps in understanding and awareness of the 

13  Department of Agriculture and Water Resources, Biosecurity Legislation Implementation Quality Review 2, 
February 2016, pp. 2 and 5.  

14  Department of Agriculture and Water Resources, Implementation of the Biosecurity Legislation Internal Audit 
Interim Status Paper, March 2016, p. 3. 

15  Apis, Biosecurity Legislation Implementation Programme—Business Readiness Assessment, March 2016, p. 4.  
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legislative requirements, but made three recommendations designed to improve understanding 
among staff and stakeholders regarding their roles, responsibilities and obligations prior to 
commencement. The review also recommended a follow-up staff survey three weeks after the 
commencement of the new legislative framework, and a formal review of lessons learned from 
the implementation project (discussed at paragraph 2.20). A status update was provided to the 
Board on 16 June 2016 confirming that all recommendations had been addressed.  

 Notwithstanding the appropriateness of the framework established to provide assurance 2.18
regarding implementation progress, there was scope for the department to have given further 
consideration to the timing of assurance activities. Given that Stage 1 implementation had a 
clearly defined and limited timeframe (12 months from the endorsement of the framework by the 
Board in July 2015 to the commencement of the legislation on 16 June 2016), there would have 
been benefit in the department conducting an earlier progress review, focused on verifying the 
conformity of project deliverables with the implementation schedule. 

Did the department establish a sound approach to post 
implementation monitoring and evaluation? 

The department adopted a sound approach to post implementation monitoring and 
evaluation for the implementation program, including an external post implementation 
review and a range of mechanisms designed to provide assurance in relation to Stage 1 
implementation’s achievements and remaining activities to be prioritised for Stage 2. In 
addition, the department endorsed a Benefits Realisation Framework in December 2016, 
which is still to be finalised. In finalising the Framework, the department should ensure that 
the measures inform an assessment of those benefits that are directly attributable to the new 
legislative framework and of the expected cost savings (estimated by the department to be 
$6.9 million each year averaged over 10 years). 

Post-implementation review 
 At the program level, the assurance framework included the provision for a post 2.19

implementation review, which was completed in August 2016 by an external provider. While 
recognising that the implementation process had faced significant challenges, the review 
concluded: 

The commencement deadline of 16 June 2016 was met, with trade unimpeded, biosecurity risk 
mitigated and the department positioned to execute lawful decisions in accordance with the new 
legislation.16 

 The review adopted a forward-looking focus and made ten recommendations to guide 2.20
Stage 2 and Stage 3 of implementation. The recommendations outlined the importance of robust 
and early planning, the collaborative development of a program blueprint and adherence to the 
planned schedule and implementation processes. 

16  Apis, Biosecurity Legislation Implementation Programme—Stage 1 Post Implementation Review Report, p. 3. 
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Project and program levels assurance activities 
 At project and program levels, assurance mechanisms included: 2.21

• a register to capture those activities that were not completed at Stage 1 and that were 
required to be prioritised for the next stage of the implementation; 

• a survey of biosecurity staff to assess their level of understanding of the legislation and of 
their responsibilities. The survey was undertaken from August–September 2016. The 
results from this survey were compared with a similar survey conducted in early June 2016 
as part of Quality Review 3 (the results of the surveys are discussed further in Chapter 3);  

• a risk matrix, discussed earlier at paragraph 2.13, which was used to determine 
legislative conformity;  

• project closure reports at the divisional level and for the program. These closure reports 
identify the lessons learned from Stage 1 implementation, remedial activities for Stage 2, 
outstanding risks and opportunities for improvement; and 

• a series of mechanisms, including issues registers, verification plans and evaluations, that 
aim to: identify issues encountered by service delivery staff post 16 June 2016; 
determine service delivery gaps and areas for further improvement; monitor biosecurity 
staff’s use of the new enforcement powers; evaluate the impact of the communication 
activities; and assess the quality of new and updated instructional material. 

Benefits realisation  
 The department expects that the introduction of the new legislative framework will 2.22

generate a range of benefits to the department, as well as industry, individuals and the wider 
agricultural community, including:  

• reduced compliance costs, administrative burden and greater regulatory certainty for 
businesses and individuals; 

• greater flexibility and certainty in administering biosecurity regulation for the department; 
and 

• reduced impact of biosecurity incursions and improved safeguards for plant and animal 
health status. 

 The reduction in the costs and regulatory burden for external stakeholders and 2.23
government is estimated by the department at $6.9 million a year averaged over ten years.17  

 To assess whether the department is well placed to realise the expected benefits, the 2.24
department is developing a Benefits Realisation Framework. The draft Framework was initially 
presented to the Board for its endorsement in February 2016, with the revised version of the 
Framework endorsed at its December 2016 meeting, six months after the commencement of the 
legislation. The endorsed version was incomplete with baseline data and some other elements still 
to be finalised. The delayed finalisation and deployment of the Framework has the potential to 

17  Department of Agriculture, Biosecurity Legislation Regulation Impact Statement, July 2014, p. 6. Available 
from < http://ris.dpmc.gov.au/2014/07/25/biosecurity-legislation-regulation-impact-statement-department-
of-agriculture/> [accessed 23 September 2016].  
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diminish its usefulness, particularly where baseline data has not been collected to measure the 
impact of legislative changes from commencement. The deployment of the Benefits Realisation 
Framework should be a key focus for the department to provide an appropriate basis on which 
anticipated benefits from the new biosecurity legislative framework can be monitored and 
reported to departmental management and to relevant stakeholders. 

 The ANAO reviewed the 12 qualitative and quantitative measures included in the final 2.25
version of the Framework and examined the underpinning rationale and assumptions developed 
by the department (see Box 2). 

Box 2: Benefit Realisation Framework measures (as at December 2016) 

Ability to deal with biosecurity risks using appropriate tools 

• Proportion of fit and proper persona tested approved arrangementsb and import permit holders (when 
policy implemented) with a record of non-compliance 

• Application of infringement notices across biosecurity import pathways 
• Proportion of first point of entryc determinations revoked or varied as a result of  

non-compliance 
• Levels of domestic ballast water non-compliance identified through audit and inspections 
• Number of arrangements with state and territories and number of state and territory government 

officers authorised as biosecurity officers 

Staff confidence to apply the legislation 

• Number of staff positive feedback on the level of confidence in new biosecurity role 

Interpretation issues and associated legal costs 

• Proportion of enforcement referrals actioned 
• Proportion of biosecurity decisions affirmed, varied or set aside following review 

Confidence from stakeholders and clients about decisions that affect them 

• Client feedback on level of confidence  

Time and effort to deal with non-compliance 

• Number of audits conducted for approved arrangements 

Regulatory overheads from participation in the biosecurity system 

• Number of standing permissions4 issued 
• Number of new entities entering into approved arrangements 

 The Act enables the Director of Biosecurity (Secretary of the department) to require people seeking to import Note a:
goods under permit, or entities wishing to enter an approved arrangement, to answer questions relating to 
their (and their associates’) fitness and propriety. This is subject to verification by the department. 

 ‘Approved arrangements’ are voluntary arrangements between industry stakeholders (operators) and the Note b:
department that allow operators to manage imported goods’ biosecurity risks in accordance with 
departmental requirements, using their own premises, facilities, equipment and people. Approved 
arrangements were introduced by the Act and replace the previous ‘quarantine approved premises’ and 
‘compliance agreements’. 

 ‘First points of entry’ are designated landing places or ports that ensure overseas aircrafts and vessels (and Note c:
any goods on board) must arrive at a place that has the appropriate facilities to effectively manage 
biosecurity risk.  

 ‘Standing permissions’ were introduced with the Act to enable multiple entries to a non-first point of entry Note d:
over a specified time period. 

Source: ANAO based on departmental information. 
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 Overall, the measures established under the Benefits Realisation Framework target those 2.26
areas of the new legislative framework expected to have the most significant impact. For some 
measures, however, variations over time may be the result of changes in the operating 
environment, rather than reflecting the impact of the legislative changes. Also, the measures 
assessing the reduction in costs and regulatory burden aim to assess whether a variation is 
observed, but are not designed to quantify the value of these variations.  

 As part of the finalisation process for the Framework, there would be benefit in the 2.27
department:  

• ensuring that the measures are designed to determine changes directly related to the 
introduction of the new legislative framework as opposed to changes in the broader 
operating environment; and 

• quantifying the value of changes in regulator costs, in addition to whether there has 
been any change observed. 

 The department advised the ANAO that it has commenced reviewing the assumptions in 2.28
the 2014 Regulatory Impact Assessment to identify whether substantive change in costs or 
benefits had resulted from the implementation of the Act on 16 June 2016. The department 
expects that this review will be completed in 2017. As the reduction in costs and regulatory 
burden for external stakeholders was one of the key benefits expected from the transition to the 
new framework, the department should ensure that the Benefits Realisation Framework includes 
appropriate measures to quantify the costs and benefits that can be measured and analyse the 
material impacts of the regulation on industry.  

Recommendation No.1  
 The Department of Agriculture and Water Resources should: 2.29

(a) finalise and implement the Benefits Realisation Framework as a priority; and 
(b) ensure that the Benefits Realisation Framework is effective in assessing the impact of 

the introduction of the new biosecurity legislative framework and the value of the 
reduction in costs and regulatory burden for external stakeholders. 

Department of Agriculture and Water Resources’ response: Agreed. 

 The department agrees with the ANAO recommendation regarding the Benefits 2.30
Realisation Framework (Framework). The implementation of the Framework is a priority for the 
department. The Framework was endorsed by the Programme Board and the measures are being 
implemented using baseline data that has been collected since commencement of the new 
legislation. The department is measuring the benefits that have been identified as flowing to 
clients, stakeholders and staff as a result of implementing the new legislation. As originally 
planned, the department is also reviewing the costings in the Regulatory Impact Statement for 
the biosecurity legislation looking for any variation in either the costs or savings with 
implementation. 
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Did the department capture the lessons learned from program 
implementation? 

The department has appropriately captured the lessons learned from the program of work 
undertaken to implement the new biosecurity legislative framework. The successful 
implementation of latter stages of the biosecurity legislative framework will be heavily 
dependent on the department applying the lessons that it has learned from the initial stage of 
program implementation. 

 The internal audit final report on the Implementation of the Biosecurity Legislation 2.31
Readiness Assessment, which was completed in May 2016 (discussed earlier at paragraph 2.16), 
focused on the identification of key learnings from Stage 1 implementation that could be used to 
inform the design and execution of current and future programs across the department. A 
summary of these key learnings was subsequently presented to the department’s Executive 
Management Committee in August 2016 and to the department’s Audit Committee in 
September 2016 (see Box 3). 

Box 3: Implementation of the biosecurity legislative framework—Key learnings 

 A defined program approach, and associated structures, should be mandated by the 1.
Executive and established early for future programs of work within the department. 

 The department should be mindful of the need for resources to support a program 2.
and enable the continuity of program activity, particularly for senior leadership roles. Key 
positions should be established early, with clear accountabilities, authority and visibility over 
the program. 

 The department should continue to promote the importance of good program 3.
management, particularly at the executive level, with the view to building the maturity of a 
program management culture. The department should invest in program management 
capabilities to support the growing number of programs of work being undertaken. 

 The program Board should be focused towards, and actively maintain, a program level 4.
view, and as appropriate, apply scrutiny at the project level, to ensure overall that activities 
are aligned. This could be coordinated through a centralised program office.  

 Programs should maintain well-defined progress reporting as a useful control to 5.
manage and communicate risks and issues. 

 Clearly establish and mandate the role of the program management office/program 6.
manager in aggregating and monitoring program progress, including projects. 

 A strong risk management strategy and plan should be established and communicated 7.
early. This should clearly articulate the program's (and projects’) approach to managing risk. 

 Future programs should establish a schedule that integrates project schedules and key 8.
dependencies. Progress against this schedule should be continually monitored and reported. 
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Box 3: Implementation of the biosecurity legislative framework—Key learnings 

 Where projects have dependencies to, and are relied on by, other projects or business 9.
areas, clear acceptance criteria for project deliverables/products should be developed by the 
dependant areas. This includes providing clarity around the required output, quality and 
schedule. Any departures from the agreed scope and schedule should be agreed by 
dependant areas and at the program level. 

 The department should be aware of, and document dependencies within the program 10.
but also those external to it. Interaction with other initiatives, programs and key operational 
activities should be understood and documented. 

 A collaborative approach to program delivery will assist in ensuring there is the 11.
necessary discussion and information sharing between stakeholders around scope, schedule 
dependencies, risk and deliverables. 

 Robust assurance mechanisms should be put in place for future projects and 12.
programs. 

 Benefits management should start as early as possible to ensure that program and 13.
project activity is appropriately aligned to benefits. Once defined, accountability around the 
deliverable of benefits should be assigned, to ensure appropriate focus. 

Source: Department of Agriculture and Water Resources. 

 A Biosecurity Legislation Implementation Framework for Stage 2 (June 2016–June 2018) 2.32
and Stage 3 (July 2018–June 2021) has been developed and was endorsed by the Board in 
June and July 2016 respectively. The framework includes the documentation of lessons learned 
from Stage 1 as part of the first step in the Stage 2 implementation process.  

 The framework established for the implementation of Stage 2 incorporates many of the 2.33
governance and program management controls that were adopted for Stage 1. In particular, the 
governance structure includes a Board chaired by a Deputy Secretary. An Implementation Office 
has continued to provide support, oversight, coordination and performance monitoring. In 
addition, the Assistant Secretary Working Group (AS Working Group), which was formed in 
March 2016 to manage Stage 1 risks, issues and dependencies, has been formally established as 
the Assistant Secretary Biosecurity Legislation Working Group and identified as a key element of 
the governance structure for Stage 2. It will be important for the Board to adopt a ‘whole-of-
program’ view of implementation and to ensure that it is provided with high quality and timely 
performance reporting to underpin its oversight responsibilities.  

 A program plan, including the description of the program of work (objectives, scope, risk 2.34
and dependencies) was endorsed by the Board in October 2016. The program and project 
schedules were, however, yet to be developed as at January 2017—six months into the two-year 
program. While Stage 2 implementation has a longer timeframe than Stage 1, it will be important 
for the department to finalise key governance documents in a timely manner and to subsequently 
control the risk of delays by adhering closely to the implementation schedule. The assurance plan, 
in particular, should include early point-in-time reviews to ensure that the implementation 
program is being delivered in accordance with established plans. In January 2017, the department 
advised that a program assurance framework, project briefs and a reporting approach (including 
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templates) were endorsed at the Board meeting of December 2016. The department also advised 
that work was underway to develop blue prints and change impact assessments.  

 In the context of lessons learned from the initial implementation activities, the 2.35
department should continue to embed enhanced oversight and management arrangements 
adopted for the latter part of Stage 1 implementation. This should include ensuring that roles, 
accountabilities and governance structures are clearly defined and effectively operating for future 
stages of the implementation of the biosecurity legislative framework and in relation to other key 
departmental-wide implementation programs. A key focus should be the early establishment of 
governance structures, underpinned by fit-for-purpose performance reporting that clearly 
outlines in a timely manner: progress against planned performance at both the project and 
program levels; and emerging risks and their impacts.  
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3. Program delivery 
Areas examined 
The ANAO examined the Department of Agriculture and Water Resources’ (the department’s) 
development of delegated legislation, creation of guidance materials and training programs, 
engagement with stakeholders and modification of relevant IT systems necessary for the 
implementation of the new biosecurity legislative framework.  
Conclusion 
The arrangements established by the department to support the operation of the new 
biosecurity legislative framework from 16 June 2016, including the development of policy and 
delegated legislation, creation of instructional material and the delivery of training for staff, 
implementation of IT system modifications and engagement with stakeholders, were, in the 
main, effective. There were, however, delays encountered in finalising a number of key activities, 
which ultimately reduced the time available to deliver important elements of the program, such 
as aspects of stakeholder engagement and IT system modifications. These delays also led to the 
reprioritisation of some implementation activities, including instructional material and 
IT changes, with delivery to occur in latter stages. 

Introduction 
 The implementation of Stage 1 of the biosecurity legislative framework involved the 3.1

department delivering a range of interdependent activities over a 12-month period, including, for 
each specific legislative function, the development of detailed policy approaches, delegated 
legislation, and administrative practice (see Figure 3.1).18  

18  Administrative practice includes the development of instructional material and training, guidelines, 
handbooks and manuals and memorandums of understanding. 
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Program delivery 

Figure 3.1: Legislative and administrative framework 

 
Source: Department of Agriculture and Water Resources. 

 As outlined earlier, the implementation of the biosecurity legislative framework affected 3.2
most areas of the department. The program delivery model selected by the department was 
underpinned by 23 projects that were to be delivered across five departmental divisions, each 
covering a specific legislative function. The key deliverables under the program included: 

• policy to underpin the legislative changes;  
• delegated legislation, including regulations, determinations and declarations (17 out of 

the 23 projects had regulations relating to their legislative function); and 
• instructional and training material.  

 The department also identified the need for supporting functions (‘enablers’) to be in 3.3
place to underpin the achievement of project objectives. The enabling functions included training, 
legal, instructional material, communications, stakeholder engagement and IT. The projects and 
the enabling functions are outlined in Figure 3.2.  
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Program delivery 

Was the delegated legislation developed in a timely manner? 

The department finalised the required delegated legislation in order to meet the timeframe 
for the commencement of the new framework. Delays encountered in the development 
process reduced the time available to undertake subsequent implementation activities, such 
as the development of instructional material and the delivery of training, and stakeholder 
consultation.  

 The department was responsible for coordinating the development and drafting of the 3.4
required delegated legislation, including the provision of drafting instructions to the Office of 
Parliamentary Council (OPC)19 to ensure instructions reflected the relevant policy positions. Once 
the draft delegated legislation had been cleared for public release, it was to be published on the 
department’s website, with relevant notifications to occur and a process for submissions to be 
established.  

 In total, 26 pieces of delegated legislation were developed to support the operation of the 3.5
new biosecurity legislative framework.20 Of these, 17 were released for public consultation and 
nine were subject to targeted consultation with relevant stakeholders.  

 A Regulation Development and Finalisation Strategy was presented to the Board on 3.6
10 July 2015 outlining the constraints and dependencies surrounding the development of 
delegated legislation. Regular updates (September 2015 and February 2016) were also provided 
to the Board on the development status of the regulations. The key constraints and dependencies 
that were identified included: 

• drafting of the delegated legislation was dependent on the policy positions being 
finalised or close to finalisation;  

• access to OPC drafting resources and time needed by OPC to develop legislation prior to 
public release (eight to ten weeks); and 

• the World Trade Organization Agreement on the Application of Sanitary and Phytosanitary 
Measures includes guidelines that recommend releasing regulations for public 
consultation for at least 60 days. While adherence to the guidelines is not mandatory, the 
department aims to follow the guidelines where possible.  

 The Biosecurity Legislation Implementation Framework, which was endorsed by the Board 3.7
in July 2015, indicated that delegated legislation would be finalised for public release in early 
October 2015. To meet this timeline, drafting needed to occur in the period up to September 2015.  

Development of delegated legislation 
 The development of all but one of the pieces of delegated legislation required to underpin 3.8

the new framework was delayed, with their release for public consultation occurring between 

19  The OPC is responsible for drafting proposed laws for introduction into both houses of Parliament. It also 
provides drafting and publishing services for departments developing delegated legislation. The OPC drafted 
all regulations and some determinations for the biosecurity legislation. 

20  Regulations relating to the Biosecurity Act 2015 (the Act) were publically released for consultation as separate 
instruments. After public consultation closed, the separate regulations were combined into a single set of 
regulations. 
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December 2015 and March 2016. Twelve of the 17 pieces of delegated legislation were not 
released for public consultation until February 2016, four months later than initially planned. 
These delays led to the finalisation and publishing of most of the regulations occurring in May and 
June 2016 (see Figure 3.3). 

Figure 3.3: Timeline for the finalisation of delegated legislation–planned vs actual  

1/7/2015 30/6/2016

Aug Sep Oct Nov Dec Jan Feb Mar Apr May Jun

Oct-15
Public consultation begins

Apr-16
Delegated legislation finalised 

May-16
Public consultation complete  

Dec-15
Public consultation complete

Jun-16
Delegated legislation finalised

Planned as at July 2015

Actual
Dec-15

Public consultation beginsa

 
Note a:  One piece of delegated legislation—the Biosecurity Import Risk Analysis (BIRA) regulation and guidelines—

was released for public comment on 31 August 2015 and closed in December 2015. All other pieces of 
delegated legislation were released between December 2015 and March 2016. 

Source: ANAO analysis of departmental information.  

 As a result of the delays in the release of delegated legislation for public consultation, 3.9
10 regulations were subject to consultation periods of less than the 60 days recommended by the 
World Trade Organization Agreement on the Application of Sanitary and Phytosanitary Measures 
(between 14 and 48 days).  

 Over 100 submissions were received during the consultation period across all pieces of 3.10
delegated legislation, with non-confidential submissions published on the department’s website. 
The department advised that all submissions were examined and all substantial issues addressed. 
Some of the key stakeholders, such as industry peak bodies or state and territory governments, 
were able to access drafts of the delegated legislation before public release, or had been able to 
discuss the implications of the legislation through broad and targeted engagement with the 
department.  

Impact of delays on program implementation 
 Delays, risks and mitigation strategies were identified and reported to the Board on 3.11

several occasions (including Board meetings of 18 September 2015 and 16 February 2016). The 
late release and finalisation of delegated legislation had a flow-on effect to other program 
deliverables, including the provision of staff training and the development of instructional 
material. The training and instructional material was not able to be developed against the finalised 
delegated legislation, with project areas outlining to the Board the difficulties encountered when 
developing instructional material on the basis of policy and procedures that had not been finalised 
in the delegated legislation (training requirements and the development of instructional material 
are discussed later in this chapter). 

 The feedback received by the ANAO from industry stakeholders and state and territory 3.12
government representatives in relation to the level of engagement and the timeliness of this 
engagement during the development of the delegated legislation was generally positive. Several 
stakeholders commented, however, that earlier finalisation of the delegated legislation would 
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have reduced industry uncertainty regarding specific operational changes (stakeholder 
engagement activities are discussed later in this chapter). The delays in finalisation of delegated 
legislation also resulted in reduced periods for public consultation and the time available for the 
department to consider feedback received.  

Were departmental staff appropriately supported and trained to 
operate under the new framework?  

The arrangements established by the department to amend and develop instructional 
material and to deliver training to assist staff to fulfil their requirements under the new 
legislation were appropriate.  

Instructional material 
 As a result of the introduction of the new biosecurity legislative framework, a large 3.13

amount of instructional material required to implement the new policies, processes and 
procedures needed to either be developed or amended. A spreadsheet developed by the 
department that listed all relevant instructional material affected by the introduction of the new 
framework contained over 1000 biosecurity-related documents that required review. The 
department estimated in August 2015 that: 

• the amendment or renewal of all instructional material affected by the biosecurity 
legislative framework, if started in July 2015, would be completed by February 2018; and 

• by the deadline for the introduction of the new framework in June 2016, 40 per cent of 
all relevant instructional material would have been completed.  

 Given the volume of material that was required to be updated or developed, the 3.14
department decided to prioritise those materials that were essential for the commencement of 
the legislation on 16 June 2016, with the remaining materials to be reviewed during subsequent 
stages of the implementation program.  

 The relevant officers across the department with responsibility for the implementation of 3.15
each of the 23 individual projects were required to identify and prepare instructional material that 
was necessary to underpin the operation of the new framework from 16 June 2016. The 
department’s Practice and Procedural Design Team supported project teams by providing advice, 
quality assurance and publication services, and for reporting on the status of instructional material 
development at the program level. 

 A Corporate Instructional Material Strategy and a Corporate Instructional Material Plan 3.16
were developed in August 2015 and included guidance on how project teams should prioritise the 
amendment or development of instructional material. Specifically, priority was to be given to 
instructional material where: 

• a new process was being created with the introduction of the new framework; 
• an existing process had changed considerably; and/or 
• current instructional material did not exist or was not clear and could result in 

non-compliance with the legislation. 
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 The strategy also outlined that other instructional material, which was not required for the 3.17
commencement of the new biosecurity legislation in June 2016, would be amended or developed 
during subsequent stages of the implementation.  

Reduction in the number of instructional material pieces updated and late finalisation  

 The July 2015 program implementation plan indicated that all instructional material 3.18
essential for the operation of the new system from 16 June 2016 was to be completed by 
December 2015. This timeframe was not met by the department. At its February 2016 meeting, the 
Board was advised that, while project teams had ‘narrowed down’ the list of instructional material 
to be amended or developed to 464 documents, work had commenced on only 72 of these.  

 Given the limited time remaining before commencement of the new framework and the 3.19
slower than planned progress in amending or developing instructional material, the Board agreed 
in February 2016 to review the strategy underpinning the prioritisation of the documents with a 
view to identifying only those materials that posed a high change risk.21 The amendment or 
development of instructional material presenting a ‘Moderate’ to ‘Low’ change risk was deferred 
to Stage 2 implementation. This reprioritisation was conducted in early March 2016 under the 
leadership of the AS Working Group (discussed earlier at paragraph 2.15). The department 
advised that, in order to gain assurance that critical instructional material had not been 
overlooked, additional workshops were conducted internally with project teams, policy owners 
and subject matter experts. The department developed two matrices that were used to capture 
progress on the instructional material deemed critical for commencement of the new framework. 

 As a result of this reprioritisation, 160 pieces of instructional material were amended 3.20
(148 documents) or developed (12 new documents) and uploaded to the Instructional Material 
Library before 16 June 2016. Around 75 per cent of the documents were made available to staff in 
the period from 1 May 2016 to 15 June 2016, which was five to six months later than the planned 
finalisation date. Further, in contrast to the department’s initial estimate that 40 per cent of the 
1000 documents requiring amendment or development would be finalised by 16 June 2016, 
160 (16 per cent) were finalised by the deadline.  

 The delays in finalising the amendment and development of instructional material meant 3.21
that the material was not always available for the training sessions conducted for staff. In practice, 
training and instructional material was being developed in parallel with training activities. As a 
consequence, staff had limited opportunity to familiarise themselves with the instructional 
material in the lead up to and during the course of training. There was also an increased risk that 
the training being delivered was not sufficiently aligned with the instructional material. This risk 
was identified by the department. The department advised that, to manage this increased risk, it 
used scenario-based training to ensure that their staff understood the changes in work practices 
under the new legislative framework.  

 A post implementation issues register was also developed for staff to report any 3.22
operational issue identified following the commencement of the new framework. As at 

21  These documents were to be selected using a risk matrix, where: low change risk was defined as documents 
requiring changes in branding, grammar, spelling, hyperlinks or contact details; moderate change risk was 
defined as documents requiring change in use of legislation, terminologies or roles; and high change risk was 
defined as documents requiring change in policy, process and procedure. 
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1 August 2016, 108 issues had been lodged by biosecurity officers. The department advised that 
as at 16 August 2016, all but 10 non-critical issues had been resolved. The department also 
advised the ANAO in November 2016 that an external review of the development and publication 
process for instructional material was underway.  

Training 
 The new biosecurity legislative framework establishes minimum training requirements for 3.23

new biosecurity officers and new biosecurity enforcement officers, with these officers to be 
authorised under the Act.22 Those officers appointed as quarantine officers under the previous 
Quarantine Act that were transitioning to the role of biosecurity officers under the new 
framework on 16 June 2016 were not required to undertake the minimum training requirements, 
on the basis of their existing training as quarantine officers.23 Nevertheless, the department 
encouraged these officers to undertake the appropriate level of training for their role. 

 The department developed the following three categories of training to deliver the 3.24
required staffing capability to support the introduction of the new framework: 

• Category A: Introduction to the Biosecurity Act 2016. An introductory e-learning course 
that was required for all biosecurity officers and biosecurity enforcement officers. Other 
staff members were also encouraged to complete the course.  

• Category B: Biosecurity Legislation Training. A classroom delivered course that included 
four learning modules, outlining the changes to the legislation. The training was required 
for all biosecurity officers and biosecurity enforcement officers.  

• Category C: Specialist Training. Role specific training developed by the department and 
an external provider. A number of role specific training courses were included: 
infringement, enforcement and ballast water courses; and scenario-based training such 
as courses aimed at cargo and airport inspectors. This training was required for officers 
undertaking specific roles. 

Training delivery process 

 The department used system data to record staff attendance at training sessions and the 3.25
completion of e-learning modules to ensure required training had been completed. As at 
14 June 2016, 87 per cent of staff or more had completed the required training (see Table 3.1).  

22  The training and qualification requirements for a person to perform the role of a biosecurity officer or a 
biosecurity enforcement officer are set in the Biosecurity (Training and Qualification Requirements for 
Biosecurity Officers and Biosecurity Enforcement Officers) Determination 2016. The requirements include a 
requirement for officers to complete a minimum of two courses: Introduction to the Biosecurity Act 2015 and 
Introduction to Administrative Decision-making. 

23  This transition was provided for under the Biosecurity (Consequential Amendments and Transitional 
Provisions) Act 2015: Schedule 4, Part 8, Section 63. 
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Table 3.1: Training completion rate (14 June 2016) 
Training 
category 

Required  
(No. of staff) 

Completed  
(No. of staff) 

Completed  
(%)  

Delivery period 

Category A 3320 3132 94 From February 2016 

Category B 2446 2424 99 From April 2016 

Category C 1779 1543 87 From May 2016 

Source: Department of Agriculture and Water Resources. 

 A number of additional e-learning courses were updated to support the implementation of 3.26
the new framework, including Good Decision Making, Evidence Handling and Regulatory Officer 
Note-taking. All departmental staff were encouraged to complete these courses, and staff with 
specific functions were required to complete courses relevant to their duties (for instance, 
biosecurity enforcement officers were required to complete Good Decision Making and officers 
delegated to issue infringement notices were required to complete Evidence Handling and 
Regulatory Officer Note-taking). Departmental data indicates that, as at 14 June 2016, 51 per cent 
of staff or more had completed the additional e-learning courses.  

 In addition to the three categories of training, the department also conducted 3.27
14 workshops in February and March 2016 to assess the impact of change on service delivery 
areas. The aim of the workshops was to familiarise subject matter experts (officers identified as 
having a detailed understanding of work processes, training and instructional material) with the 
changes being introduced to support the operation of the new framework and establish a network 
of ‘champions’ to support frontline staff through the legislative change.  

 The department also established a dedicated 24-hour telephone line and email address to 3.28
manage all staff, client and stakeholder enquiries relating to the legislation. The Implementation 
Office managed the telephone line and email address. Departmental records indicate that, during 
June and July 2016, the telephone line and email address received over 200 external and 
37 internal enquiries, with the most common queries relating to approved arrangements and 
import permits and conditions.  

Effectiveness of support provided to staff 

 The department initially planned for staff training to be conducted between February and 3.29
early June 2016. The delays in finalising other elements of the implementation program (in 
particular instructional material) impacted on some of the training courses, in particular specialist 
training (Category C) with timelines required to be compressed for the development of relevant 
training content. The courses were, however, delivered in line with the planned timeframe. 

 To assess the effectiveness of training and the level of preparedness of departmental 3.30
officers for the implementation of the new framework, the department conducted two 
evaluations.  

• The first evaluation was conducted in May 2016 as part of Quality Review 3 (discussed 
earlier at paragraph 2.17). This evaluation included a survey and a series of 12 interviews 
with staff aimed at gaining a qualitative understanding of the survey responses. The staff 
survey was emailed to 850 staff that had completed all three training categories, with 
357 responses provided (42 per cent). The survey results indicated that a majority of 
respondents (over 80 per cent) considered that they: understood their new responsibilities 
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and the impact of the biosecurity legislative framework on their role; and were confident 
that they had the necessary tools to enable them to perform their work under the new 
framework. 

• The second evaluation was conducted in September 2016 and consisted of a follow-up 
staff survey, using the same questions as the May 2016 survey.24 The survey was emailed 
to 2015 biosecurity officers, including those officers who had previously been invited to 
complete the May 2016 survey and another 1200 officers who had completed the 
required training after May 2016. A total of 641 responses were provided (32 per cent). As 
was the case with the earlier survey, the survey results indicated positive results (over 
80 per cent) from staff in relation to role clarity and the adequacy of tools and materials. A 
comparison of results between the May and September 2016 surveys also shows an 
overall improvement in the responses received.  

 Notwithstanding the positive survey results, around 20 per cent of respondents did not 3.31
consider that work instructions, systems and training developed or updated for the biosecurity 
legislation provided adequate support. The department advised the ANAO that further training, 
system updates and improvements to instructional materials are being progressed as 
business-as-usual divisional activities and as part of Stage 2 of implementation.  

Did the department engage effectively with stakeholders during the 
implementation process? 

The department effectively engaged with stakeholders, including relevant government 
entities and key industry bodies. The majority of stakeholders indicated that they were, 
overall, satisfied with the level and quality of the department’s engagement in relation to the 
introduction of the new framework.  

 Given the extent of the changes introduced by the new biosecurity legislative framework, 3.32
early and effective engagement with stakeholders—including Commonwealth and state 
government entities, industry and the general public—was a key requirement for successful 
implementation.  

Delivery of engagement activities 
 An External Media Communication Strategy was developed by the department and 3.33

endorsed by the Board in September 2015. The purpose of the strategy was to ensure that 
stakeholders would be aware of, and involved in, the changes to be introduced by the new 
biosecurity legislative framework, and also that they were well positioned to comply with relevant 
requirements from commencement. The strategy identified two key target groups:  

• Clients—comprising importers (commercial and non-commercial), customs brokers, 
freight forwarders and agents, integrated logistic suppliers, vessel and port operators, 
and travellers; and 

24  The email sent to the biosecurity officers included an invitation to provide separately to the ANAO additional 
comments relating to the department’s effectiveness in implementing the biosecurity legislation. No 
responses were received by the ANAO.  
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• Stakeholders—comprising parliamentarians, Commonwealth and state/territory 
government entities; governments of international trading nations and international 
trading partners, industry peak bodies, unions, advisory bodies, and research and 
development groups. 

 The strategy also outlined a range of communication channels to be used by the 3.34
department to communicate with stakeholders prior to the commencement of the framework on 
16 June 2016 (see Table 3.2).  

Table 3.2: External media communication activities, January–June 2016 
Communication 
channel 

Activity 

Website The website was determined as the primary communication channel and source for 
information relating to the implementation of the new framework, and contained 
extensive information on legislative changes, including the draft delegated 
legislation.  
The website also provided access to an interactive online learning tool for industry 
that outlined the framework, including an overview of the key chapters in the 
Biosecurity Act and supporting delegated legislation. The industry e-learning tool 
was an adaptation of the Introduction to the Biosecurity Act 2015 e-learning tool 
developed for staff, allowing the department to align information for both staff and 
industry and take advantage of existing resources. 
Over 16 000 views were recorded between January and July 2016, with a  
two-minute average time spent on each page. 

Media releases Ministerial and media releases were used to highlight major milestones. 
Ministerial releases:  
• February 2016—“Have your say on the new biosecurity regulations” 

Departmental releases:  

• March 2016—“New biosecurity regulations out for comment”; “Seeking views on 
draft determinations for imported goods and reportable biosecurity incidents” 

• April 2016—“Two months until new biosecurity legislation commences” 
• May 2016—“Final countdown to new and revamped biosecurity laws” 
• June 2016—“New biosecurity legislation comes into force tomorrow” 

Print advertising Print advertising was used by the department to reinforce awareness of the new 
framework and its commencement date and to redirect readers to the department’s 
website and a free-call number.  
• On 21 May 2016, advertising in 13 major newspapers. 
• In the period from May–June 2016, advertising in specialised newspapers 

(Lloyds list DCN1, Shipping Australia Journal). 

Social media 
advertising 

Facebook advertising was used by the department to target users with an interest 
in importing, biosecurity, shipping industry, import export business, cargo and 
freight transport. 
The relevant advertisement appeared over 175 000 times and was ‘clicked on’ 
1550 times between18-30 May 2016. 
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Communication 
channel 

Activity 

Online advertising Google advertisements were used by the department to target people with relevant 
interests and on targeted websites over the period 18 May–30 June 2016. 
Advertising on targeted industry websites was also undertaken by the department. 

 

Digital 
communication 
package 

The department sent an image and information package to 210 industry peak 
bodies. Twenty-eight peak bodies reported using the information in newsletters, on 
their intranets or in emails to staff and members.  

Note 1: Lloyds list DCN is a weekly Australian newspaper focused on shipping, trade, transport and logistics. 
Source: ANAO based on departmental information.  

 In addition to the external media activities undertaken, a range of communication and 3.35
direct engagement activities was conducted by the Implementation Office and departmental 
divisions, which included:  

• engagement with established stakeholder working groups and forums (such as the 
Department of Agriculture Cargo Consultative Committee, the Horse Industry Consultative 
Committee, the Ports Australia Environmental Working Group, the Biological Consultative 
Group, and the National Farmers’ Federation Biosecurity Taskforce); 

• a one-off Biosecurity Legislation Peak Industry Forum, which was convened on 
23 February 2016. The Forum was designed to provide industry representatives with the 
opportunity to meet with departmental officers and subject matter experts to discuss 
the aspects of the new framework. The forum comprised representatives from 23 peak 
industry groups, including airports and airlines, freight, cargo, importers and exporters, 
shipping, installations and petroleum participated in the forum; and 

• a series of eight biosecurity legislation information sessions, conducted in each capital 
city during March and April 2016. Over 700 clients and stakeholders from a broad range 
of industries attended the sessions. 

 The department also directly consulted with relevant Commonwealth, state and territory 3.36
government entities that would be impacted by the introduction of the new framework (including 
the Department of Health, the Department of Immigration and Border Protection and the 
Department of Defence). Key forums to engage these government entities were the National 
Biosecurity Committee, the Agriculture Ministers’ Forum and the Agriculture Senior Officials 
Committee. 

 In total, the department attended or provided talking points for approximately 70 forums 3.37
between July 2015 and June 2016. In addition, given the role of the Department of Health in the 
administration of the biosecurity legislation, significant and ongoing engagement occurred early in 
the development and implementation of the biosecurity legislation. 

Evaluation of engagement activities 
 The department conducted evaluations of its key engagement activities. These evaluations 3.38

were used to assess the effectiveness of specific activities and also to identify and address issues 
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that stakeholders and clients may encounter in relation to the new biosecurity legislative 
framework. 

 The evaluations included two surveys to assess clients’ and stakeholders’ readiness for the 3.39
new framework. The first survey was emailed in April 2016 to the 523 registered attendees to the 
Australia-wide information sessions conducted in March and April 2016. The second survey was 
emailed in June 2016 to approximately 1300 subscribers to the department’s email notice on 
notification and updates relating to the new framework.25 The majority of respondents (over 
80 per cent) indicated that they understood how the new legislative framework would impact on 
their organisations and their responsibilities under the new legislation. 

 Through the consultation process conducted by the ANAO for this audit26, the majority of 3.40
industry stakeholders and state and territory government entities indicated that they were, 
overall, satisfied with the level and quality of the department’s engagement in relation to the 
introduction of the new framework. They also indicated that information was generally timely, 
comprehensive and relevant to their industry or area of public administration. A recent 
Productivity Commission report on the regulation of Australian agriculture also noted that ‘a 
number of participants to this inquiry commented favourably on stakeholder engagement on the 
Biosecurity Act 2015 (Cwlth). The reform was conducted with good consultation and was informed 
by a transparent and high quality Risk Impact Assessment.’27  

 Notwithstanding the generally positive feedback provided by stakeholders on the 3.41
department’s engagement activities, some state and territory government entities raised 
concerns in relation to: 

• the lack of consistency across departmental project teams and difficulties encountered 
by state and territory entity representatives when key departmental implementation 
staff moved positions; and 

• the department’s consideration of regional differences. The department informed the 
ANAO that it engaged with state and territory governments and their agencies 
throughout the development and implementation of the legislation to determine 
regional pest and disease status and risk and that it is currently working with the states 
and territories to address residual issues. 

 A small number of industry stakeholders also indicated that insufficient consultation had 3.42
been conducted with them prior to the commencement of the new legislative framework, which 
meant that they were unable to sufficiently prepare for the new requirements. 

25  The April 2016 survey received 99 responses and the June 2016 survey received 117 responses.  
26  The ANAO conducted two separate consultation processes in August-September 2016. Forty-eight industry 

bodies were invited to contribute their views on the effectiveness of the department’s implementation of the 
new framework, with 10 either providing a written submission or participating in a telephone interview. Three 
additional industry submissions were also received through the ANAO website’s public contribution facility. 
The ANAO also invited representatives from relevant Commonwealth, state and territory government entities 
to provide comments. All, but one, participated in a telephone interview.  

27  Productivity Commission, Regulation of Australian Agriculture, Draft Report, July 2016, p. 494, available from 
<http://www.pc.gov.au/inquiries/completed/agriculture/draft/agriculture-draft.pdf> [accessed 
28 November 2016].  
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Program delivery 

Were modifications to IT systems timely and effective? 

The relevant departmental IT systems affected by the new framework were modified to 
accommodate new requirements by 16 June 2016, but the timeframe available to undertake 
the modifications was condensed due to delays in finalising policy positions. As a 
consequence, the scope of some planned changes was reduced and there were deficiencies 
identified in the documentation of scope changes and testing.  

 The requirements established under the new biosecurity legislative framework 3.43
necessitated modifications to a range of IT systems used by the department to manage various 
aspects of biosecurity regulation. The four key IT systems that were identified by the department 
as requiring modification to accommodate the commencement of the new framework from 
16 June 2016 are outlined in Box 4. 

Box 4: IT systems requiring modification 

Agriculture Import Management System (AIMS) 

AIMS is used by the department to record and track goods that have been imported into 
Australia and are subject to quarantine and imported food restrictions. It provides directions 
to manage biosecurity risks associated with imported cargo, records the department’s 
decision-making process, and communicates this information to the importer or broker 
together with departmental fee information.  

Biosecurity Import Conditions System (BICON) 

BICON is the Australian Government’s biosecurity import conditions database for more than 
20 000 plants, animals, minerals and biological products. BICON allows departmental staff to 
search and view import conditions, permits, onshore assessment and outcomes. The system 
also allows industry and the general public to obtain information on the conditions under 
which a commodity can be imported to Australia. It also allows industry to apply for and track 
import permits. 

Quarantine Premises Register (QPR) 

QPR is a register of quarantine premises where the import and treatment directions 
developed through AIMS can be carried out. The register includes premises under an 
approved arrangement and other premises such as ports, mail centres and biosecurity offices. 
QPR is used to select the location where a direction is to be carried out, for example an 
inspection of goods, and to administer premises.  

Mail and Passenger Systems (MAPS) 

MAPS is used for data collection and reporting purposes within airports, international mail, 
seaports and detector dog programs. 
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 The department has an established Change Management Policy that provides the 3.44
framework to govern changes to departmental IT systems. The policy includes the following 
requirements: 

• the development of a Request For Service (which is a scoping document designed to 
provide a high level overview of proposed system changes) followed by a Detailed 
Requirements Document. These documents are to be developed by the relevant business 
area in conjunction with the department’s Information Services Division;  

• system changes are to be implemented by the Information Services Division and tested 
by users (user acceptance testing) before being authorised by business owners for 
release into production;  

• instructional material and training is to be developed to support users; and 
• post-release incidents are to be identified and managed to ensure that the changes are 

effective and that any identified issues are addressed.  
 In contrast to the other activities required to implement the new framework, the 3.45

Biosecurity Legislation Implementation Framework did not clearly outline planned 
commencement dates and timelines for the delivery of IT modifications. This was primarily 
because, at the time of establishing the Framework, business areas had not advised which IT 
changes would be required. In the absence of this information, the time needed to undertake 
required system modifications was not apparent, which would have made it more difficult for the 
Board to accurately determine the impact of earlier delays on the IT enabling function. Once the 
extent of IT systems modifications became apparent in January 2016, the department identified 
key delivery milestones, including coding, testing and production release.  

 As a result of the delays in policy development at the project level, the majority of the 3.46
change activities that were required to update the four key IT systems commenced in 
January 2016. Given the delayed commencement of IT change activities, there were concerns 
expressed by the Information Services Division to the Board at that time that all required changes 
might not be able to be delivered by the deadline of 16 June 2016. The late commencement of the 
activities to update the IT systems ultimately impacted on each step of the change process:  

• In relation to the four key systems (AIMS, BICON, QPR and MAPS) requiring modification, 
a Request For Service and a Detailed Requirements Documents were developed, and 
subsequently modified to reduce the scope of changes. The department advised that, as 
a more detailed understanding of the nature of the business changes was obtained, the 
scope of changes was reduced. The limited time available also led to a reduction in the 
scope of changes to be undertaken. The process to determine the final scope of changes 
was iterative and not sufficiently documented. 

• To support the successful implementation of changes to systems, the department 
undertook user acceptance testing, as part of standard departmental change management 
practices. The results of this testing indicated that not all planned scenarios were 
completed within the allocated timeframe, which increased the risk that changes would be 
omitted, inadequately tested or errors migrated to the production environment.  
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• The relevant approvals from the business owners for the release of changes into the 
production environment were provided in Production Release Authorisations.28 Limited 
details of the system changes were recorded in the Production Release Authorisations 
and email approval, with the lack of detail making it difficult to determine the 
implementation status of all project changes. 

• A number of system changes relating to the new framework that were originally 
scheduled to be implemented during Stage 1 were not made before 16 June 2016. The 
department advised that relevant guidance to staff had been incorporated into 
instructional and training materials to enable legislative functions to be delivered, and 
that these system changes would be implemented in Stage 2. The scope of these 
changes deferred to Stage 2 was not comprehensively documented by the department.  

 Notwithstanding the weaknesses identified in the execution of some change management 3.47
practices adopted for the implementation of the new framework, only a small number of issues 
were identified after 16 June 2016 relating to functionality and content of affected IT systems. The 
impacts of these issues were considered by the department to be minor and they were addressed 
in a timely manner.  

 

Grant Hehir 
Auditor-General 

Canberra ACT 
24 January 2017 

 

 

28  A Production Release Authorisation form was not completed for the BICON release. The approval was 
provided through email correspondence. 
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