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Australian National

Audit Office

Canberra ACT
29 October 2024

Dear President
Dear Mr Speaker

In accordance with the authority contained in the Auditor-General Act 1997, | have
undertaken an independent performance audit in the National Health and Medical
Research Council. The report is titled Fraud Control Arrangements in the National Health
and Medical Research Council. Pursuant to Senate Standing Order 166 relating to the
presentation of documents when the Senate is not sitting, | present the report of this audit
to the Parliament.

Following its presentation and receipt, the report will be placed on the Australian National
Audit Office’s website — http://www.anao.gov.au.

Yours sincerely

et

Rona Mellor PSM
Acting Auditor-General

The Honourable the President of the Senate

The Honourable the Speaker of the House of Representatives
Parliament House

Canberra ACT
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AUDITING FOR AUSTRALIA

The Auditor-General is head of the
Australian National Audit Office
(ANAQO). The ANAO assists the
Auditor-General to carry out their
duties under the Auditor-General
Act 1997 to undertake
performance audits, financial
statement audits and assurance
reviews of Commonwealth public
sector bodies and to provide
independent reports and advice
for the Parliament, the Australian
Government and the community.
The aim is to improve
Commonwealth public sector
administration and accountability.

For further information contact:
Australian National Audit Office
GPO Box 707

Canberra ACT 2601

Phone:(02) 6203 7300
Email: agl@anao.gov.au

Auditor-General reports and
information about the ANAO are
available on our website:
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A Audit snapshot
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» The NHMRC's fraud control arrangements

9 Why did we do this audit?

» Fraud and corruption undermine the

integrity of and public trust in government,
including by reducing funds available for
government program delivery and causing
financial and reputational damage to
defrauded entities.

are partly effective.

The NHRMC has established partly
appropriate arrangements to oversee and
manage fraud risks.

The NHMRC has established partly effective

» All Commonwealth entities are required to mechanisms to prevent, detect and
have fraud control arrangements in place to respond to fraud and promote a culture of
prevent, detect and respond to fraud. integrity.

» The National Health and Medical Research

Council (NHMRC) is a non-corporate
Commonwealth entity which provides
assistance for public health and medical
research and training, primarily through
grants programs.

>

value of Medical Research
Endowment Account grants
administered by NHMRC in

As at August 2024, 100 research
organisations were eligible to apply for
Medical Research Endowment Account
grants, and 266 for Medical Research
Future Fund grants. 89 organisations were
eligible to apply for both.

$898.1m

2022-23.

The NHMRC's preparations for the
commencement of the revised
Commonwealth Fraud and Corruption
Policy on 1July 2024 have been largely
appropriate.

] =
§ p— What did we recommend?

» There were five recommendations to the

NHMRC. These relate to strengthening
controls for grants related fraud risks and
processes for investigations of fraud.

NHMRC agreed to all five
recommendations.

$625.5 m 1

value of grants administered by
NHMRC (on behalf of the
Department of Health and Aged
Care) in 2022-23.

substantiated case of fraud
related to the NHMRC's grants
programs between 1 July 2022
and 30 June 2024.




Summary and recommendations

Background

1. Fraud against Australian Government entities and corrupt conduct by Australian
Government officials are serious matters that can constitute criminal offences. Fraud and
corruption undermine the integrity of and public trust in government, including by reducing funds
available for government program delivery and causing financial and reputational damage to
defrauded entities.?

2. The Australian Government defines fraud as:

Dishonestly obtaining (including attempting to obtain) a gain or benefit, or causing a loss or risk of
loss, by deception or other means.?

3. Fraud against the Australian Government can be committed by government officials or
contractors (internal fraud) or by parties such as clients of government services, service providers,
grant recipients, other members of the public or organised criminal groups (external fraud).? The
Australian Government’s requirements for fraud control apply to both internal and external fraud
risks. The 2024 Commonwealth Fraud and Corruption Control Framework states that:

Fraud and corruption are risks that can undermine the objectives of every Australian Government
entity in all areas of their business, including delivery of services and programs, policy-making,
regulation, taxation, procurement, grants and internal procedures.*

4, The audit examines fraud control arrangements in the National Health and Medical
Research Council (the NHMRC). The NHMRC administers the Medical Research Endowment
Account (MREA) to provide assistance for public health and medical research and training,
primarily through grant programs.

5. The NHMRC also manages grants through the Medical Research Future Fund (MRFF) on
behalf of the Department of Health and Aged Care (Health) pursuant to a shared services
agreement.

Rationale for undertaking the audit

6. Fraud against Australian Government entities reduces available funds for public goods and
services and causes financial and reputational damage to the Australian Government.> All

1 Australian Institute of Criminology, Fraud against the Commonwealth 2021-22, AIC, Canberra, 13 June 2023,
p. 1, available from https://www.aic.gov.au/publications/sh/sb41 [accessed 15 April 2024].

2 Attorney-General’s Department, Fraud and Corruption Policy, AGD, Canberra, 1 February 2024, p. 7, available
from https://www.ag.gov.au/sites/default/files/2024-02/fraud-and-corruption-policy-effective-1-july-
2024.PDF [accessed 19 March 2024].

3 Attorney-General’s Department, Commonwealth Fraud Control Framework, AGD, Canberra, 23 August 2017,
para. 18-19, p. C7, available from https://www.ag.gov.au/sites/default/files/2020-
03/CommonwealthFraudControlFramework2017.PDF [accessed 12 April 2024]. The 2017 framework was
replaced in July 2024 by the Commonwealth Fraud and Corruption Control Framework.

4 Attorney-General's Department, Commonwealth Fraud and Corruption Control Framework 2024, AGD, 2024,
p. 6.

5 Australian Institute of Criminology, Fraud against the Commonwealth 2021-22, AIC, Canberra, 13 June 2023,
p. 21, available from https://www.aic.gov.au/publications/sbh/sb41 [accessed 15 April 2024].
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Commonwealth entities are required to have fraud control arrangements in place to prevent,
detect and respond to fraud. From 1 July 2024, this requirement also extends to corruption.

Audit objective and criteria

7. The objective of the audit was to assess the effectiveness of the NHMRC’s fraud control

arrangements.

8. To form a conclusion against this objective, the following high-level criteria were adopted.

° Have appropriate arrangements been established to oversee and manage fraud risks?

. Have appropriate mechanisms been established to prevent fraud, and promote a culture
of integrity?

° Have appropriate mechanisms been established to detect and respond to fraud?

° Has the NHMRC appropriately prepared for the commencement of the revised

Commonwealth Fraud and Corruption Control policy in July 2024?

Conclusion

9. The NHRMC's fraud control arrangements are partly effective. The NHMRC has
appropriate mechanisms in place for internal fraud control, but there are inadequate mechanisms
in place to prevent, detect and investigate fraud risks relating to grant recipients.

10. The NHMRC has established partly appropriate arrangements to oversee and manage
fraud risks. The NHMRC’s 2023-2025 Fraud and Corruption Control Framework is aligned with the
2017 Commonwealth Fraud Control Framework. The agency has established largely appropriate
oversight arrangements for the management of fraud risks. The Audit and Risk Committee did not
provide independent advice to the accountable authority on the appropriateness of the system
of risk management. The NHMRC’s 2023-2025 Fraud and Corruption Risk Assessment includes
risks relating to its core business, the administration of grant funding. The Fraud and Corruption
Control Plan is largely appropriate for internal fraud risks. It falls short of appropriately managing
external fraud risks relating to the NHMRC’s administration of grant funding. The NHMRC has not
identified and assessed all external fraud risks relating to grant funding. The NHMRC’s risk
assessment of grant related fraud risks is not based on all relevant information. Most of the
controls for grant related fraud risks rely on the cooperation of, or untested assurances from, the
grant recipients. The NHMRC has not established mechanisms to review the effectiveness of the
controls listed in the 2023-2025 Fraud and Corruption Risk Assessment.

11. The NHMRC has established partly effective mechanisms to prevent fraud and promote a
culture of integrity. The NHMRC included preventative controls for all risks identified in its
2023-2025 Fraud and Corruption Control Risk Assessment. The controls have not been assessed
for their appropriateness or effectiveness. Fraud awareness training and relevant resources are
provided to all staff. External stakeholders are made aware of the NHMRC's processes for
managing fraud risks through various publications on its website. The NHMRC’s monitoring of
compliance with annual fraud awareness training provides reasonable assurance to the
accountable authority of the completion rate. No arrangements have been put in place to ensure
that the NHMRC staff who identify, assess and manage fraud risks or investigate suspected fraud
have the relevant training or qualifications or undertake ongoing professional development.
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Summary and recommendations

12. The NHMRC has established partly appropriate mechanisms to detect and respond to
fraud. The NHMRC has not assessed the appropriateness or effectiveness of the detective controls
listed for the internal and external fraud risks identified in its 2023—-2025 Fraud and Corruption
Control Plan. The detective controls relating to the NHMRC’s administration of grants do not
provide the NHMRC with assurance on the level of compliance with reporting and investigation
obligations placed on grant recipients under the NHMRC's funding agreements. By not requiring
that investigations by grant recipients are undertaken by a qualified investigator, the NHMRC’s
procedures are inconsistent with the 2017 Commonwealth Fraud Control Framework. The fraud
and misconduct registers maintained by the NHMRC are not consistent with each other and do
not contain sufficient information to support informed decision-making and continuous
improvement activities. The NHMRC reported one instance of significant non-compliance and
advised the minister that it recovered grant funding associated with the one case where fraud
was substantiated in 2022-23 and 2023-24.

13. The NHMRC's preparations for the commencement of the revised Commonwealth Fraud
and Corruption Policy on 1 July 2024 have been largely appropriate, with change management
activities yet to be delivered. The NHMRC included a definition of corruption and reporting and
referral obligations to the National Anti-Corruption Commission in its 2023-2025 Fraud and
Corruption Control Framework. No corruption related risks were added to the Fraud and
Corruption Control Plan at this time. The NHMRC developed an implementation plan and, as at
1 July 2024, had developed a draft framework and a plan to achieve compliance with the new
policy. Over the period 2024 to 2026, the NHMRC plans to review grant fraud risks and test the
controls for selected grant fraud risks, including risks with high risk ratings.

Supporting findings

Oversight and management of fraud risks

14. The NHMRC established a Fraud and Corruption Framework that covers key elements of
the 2017 Commonwealth Fraud Control Framework. Senior officials were assigned responsibility
for fraud control activities and a Fraud and Corruption Control Officer (FCCO) was appointed. The
NHRMC’s Executive Board is responsible for, and the Audit and Risk Committee (ARC) provides
assurance over, risk management including fraud. Both the Executive Board and the ARC reviewed
the NHMRC's fraud and corruption control policy. The procedures for dealing with alleged grant
fraud are incomplete. They do not effectively support the NHMRC to conduct fraud risk
assessments based on all available information and data, or to fulfil its obligations for specific
grants administered under the shared services agreement with the Department of Health and
Aged Care. The ARC did not seek further information on the effectiveness of controls following
consideration of the reports of instances of suspected fraud. The ARC’s advice to the Chief
Executive Officer (CEO) relied on assertions from management that the agency complies with the
Commonwealth Risk Management Policy and the Commonwealth Fraud Control Framework. (See
paragraphs 2.2 to 2.15)

15. The NHMRC undertook fraud risk assessments in 2019 and 2023. The 2019 fraud risk
assessment was not updated following the launch of a new grants management IT system. The
2023-2025 Fraud and Corruption Risk Assessment included risks related to the NHMRC's
administration of grants which is one of the agency’s core functions. The risk assessment utilises
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the risk matrix for likelihood and consequence set out in the enterprise risk management
framework. The relationship between accepted risk ratings and the NHRMC’s tolerances for
specific risk categories is not documented. The NHMRC’s ARC did not consider the 2023-2025
Fraud and Corruption Control Plan in assessing the appropriateness of the 2024-25 internal audit
work program. (See paragraphs 2.16 to 2.38)

16. The NHMRC’s 2023-2025 Fraud and Corruption Control Plan included 27 fraud risks, seven
of which related to external risks. Responsibility for managing each of the controls was not listed
in the 2023-2025 Fraud and Corruption Risk Assessment. Controls for internal risks are more
clearly aligned with the identified risks than those listed for external risks in the 2023-2025 Fraud
and Corruption Control Plan. The non-mandatory reporting to the NHMRC of all instances of
alleged fraud, including where it relates to research misconduct, limits the information that the
NHMRC has regard to when conducting risk assessments for external fraud risks. The NHMRC has
not established appropriate mechanisms to gain assurance over all grant recipients’ compliance
with the terms of funding agreements or MREA grant recipients’ responses to the annual
self-assessment compliance survey. Both of these are listed as controls for external risks related
to the NHMRC’s administration of grant programs. Except for specific ICT controls, the NHMRC
has not established a mechanism to review the effectiveness of controls listed in the 2023-2025
Fraud and Corruption Risk Assessment. (See paragraphs 2.39 to 2.62)

Fraud prevention and integrity culture

17. The NHMRC’s 2023-2025 Fraud and Corruption Control Risk Assessment includes
preventative controls for all identified risks. Preventative controls for internal fraud risks directly
relate to the cause of the risk. Preventative controls for external fraud risks largely relate to
education and guidance materials for grant recipients and expected compliance with the NHMRC
funding agreement. The NHMRC has not assessed the appropriateness and effectiveness of its
preventative controls for fraud risks. Fraud risks are considered in the development of new grant
guideline opportunities. The fraud risks were not reviewed following a change in ICT systems or
based on the results of the annual compliance review for grant recipients. There are
inconsistencies in the NHMRC’s procedures for staff on preventing, detecting and dealing with
fraud. The NHMRC's strategies to mitigate the risk of fraud are stronger for internal fraud risks
than external fraud risks. (See paragraphs 3.2 to 3.24)

18. The NHMRC has fraud related guidance materials on its intranet. Fraud awareness training
must be completed by staff upon commencement with the entity and refreshed on an annual
basis. As at 30 June 2024, 189 of 244 staff had completed fraud awareness training, representing
77.5 per cent of the NHMRC’s total workforce. One of six senior executive service officers had
completed this training. The NHMRC publishes its Research Integrity and Misconduct Policy on its
website, which includes a section on fraud and other misconduct. The NHMRC’s website also
allows anonymous reports of fraud to be provided. The NHMRC has not evaluated the
effectiveness of its fraud awareness training. (See paragraphs 3.25 to 3.35)

19. The NHMRC does not carry out fraud investigations and has no qualified investigators. It
does not oversee fraud investigations conducted by grant recipients or gain assurance they have
been undertaken by qualified investigators. The NHMRC's staff who identify, assess and manage
fraud risks do not have the relevant fraud control training or qualifications. The NHMRC does not
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Summary and recommendations

have a plan in place for the professional development of staff involved in fraud and corruption
activities. (See paragraphs 3.36 to 3.46)

Fraud detection and response

20. The NHMRC listed detective controls for all but two of the risks identified in
the 2023-2025 Fraud and Corruption Control Risk Assessment. Detective controls for internal
fraud risks directly relate to the cause of the risk. Detective controls for external fraud risks largely
require the cooperation of grant recipients. Except for limited testing of ICT controls, the NHMRC
has not assessed the appropriateness and effectiveness of its detective controls for fraud risks.
The NHMRC has processes in place to receive anonymous reports of alleged fraud. A 2023-24
audit of grant applications prior to the award of funding identified 11 applications which were
ineligible that had not been detected during the NHMRC's standard application review processes.
The fraud risk assessment was not updated following the outcome of this audit. (See paragraphs
4.2 to 4.21)

21. The NHMRC'’s 2023-2025 Fraud and Corruption Control Framework contains a flowchart
of the steps to be undertaken following notification of a suspected fraud. These processes do not
relate to instances of suspected fraud by a grant recipient as they are not investigated by the
NHMRC. The funding agreements between the NHMRC and grant recipients do not provide the
NHMRC with complete information in relation to suspected frauds. The NHMRC's fraud registers
do not contain sufficient information of the investigation or decision-making process. For the one
case between 2022-23 and 2023-24 where an allegation of suspected fraud was substantiated
after investigation by the grant recipient, the NHMRC did not report the incident to the Australian
Federal Police (AFP). The NHMRC recovered $2.6 million in relation to this fraud case. (See
paragraphs 4.22 to 4.37)

22. The NHMRC has complied with its reporting obligations in its annual report and to the
Australian Institute of Criminology. For the only substantiated fraud in 2022-23 and 2023-24, the
NHMRC briefed the Minister for Health and Aged Care following a press release by the relevant
grant recipient. The NHMRC has arrangements in place with Health for the management of
suspected fraud and other research misconduct. The NHMRC maintains fraud risk registers as well
as misconduct and integrity registers, with a separate register developed for each year. These
registers do not include detailed information about the incidents and are not consistent with each
other. (See paragraphs 4.38 to 4.53)

Preparation for the revised Commonwealth Fraud and Corruption Control
Framework 2024

23. The NHMRC’s 2023-2025 Fraud and Corruption Control Framework reflects the
establishment of the National Anti-Corruption Commission in July 2023 and relevant reporting
and referral requirements. In February 2024 the NHMRC developed an implementation plan, with
key milestones and deadlines, for the commencement of the 2024 Commonwealth Fraud and
Corruption Policy. As at July 2024 the NHMRC had prepared a draft updated framework and plan
to satisfy the requirements of the 2024 Commonwealth Fraud and Corruption Policy. The NHMRC
has not developed a plan to put the revised Policy into action, including the delivery of change
management activities. (See paragraphs 5.2 to 5.10)
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24, The NHMRC plans to review ten grant fraud risks and to test the controls for four grant
fraud risks over the period 2024 to 2026. (See paragraphs 5.11 to 5.15)

Recommendations

Recommendation no. 1 The National Health and Medical Research Council ensure its fraud

Paragraph 2.34 risk assessments comply with the NHMRC's 2023-2026 Risk
Management Framework and Policy, including documentation of
estimated value of fraud as a result of identified risks occurring, and
account for all elements of its risk environment and administrative
systems.

National Health and Medical Research Council response: Agreed.

Recommendation no. 2 The National Health and Medical Research Council implement
Paragraph 2.55 risk-based mechanisms to gain independent assurance of the
effectiveness of grant recipients’ fraud risk controls.

National Health and Medical Research Council response: Agreed.

Recommendation no. 3 The National Health and Medical Research Council plan and

Paragraph 2.61 undertake regular assessments and testing of the effectiveness of
the controls and mitigating strategies listed in its Fraud and
Corruption Control Plan.

National Health and Medical Research Council response: Agreed.

Recommendation no. 4  The National Health and Medical Research Council ensure that all its
Paragraph 3.45 officials who identify, assess and manage fraud and corruption risks
possess the qualifications and skills required by the Fraud Policy.

National Health and Medical Research Council response: Agreed.

Recommendation no. 5 The National Health and Medical Research Council:

Paragraph 4.28 (a) amend the 2019 Research Integrity and Misconduct Policy to

require grant recipients to report all allegations of suspected
fraud relating to grants administered by the NHMRC; and

(b) ensure all investigations of suspected fraud relating to
grants administered by the NHMRC, including investigations
by a grant recipient, are undertaken or overseen by suitably
gualified personnel and reports are provided directly to the
NHMRC.

National Health and Medical Research Council response: Agreed.

Summary of entity response

25. The proposed audit report was provided to the NHMRC. The NHMRC's full response is
provided below.
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Summary and recommendations

The National Health and Medical Research Council (NHMRC) takes its responsibilities in relation to
fraud and corruption risk seriously. We welcome the ANAQ’s review of the efficacy of our systems
and processes to prevent, detect and respond to this risk.

A small statutory authority within the Health and Aged Care portfolio, NHMRC funds the highest
quality health and medical research and training, and issues guidelines and advice on the
prevention, diagnosis and treatment of disease, the provision of health care and on ethical issues
relating to health. NHMRC is committed to continuous improvement across all its endeavours and
recognises that ensuring the effective and efficient discharge of our responsibilities is fundamental
to maintaining community confidence in the health and medical research that underpins
Australia’s health care system.

NHMRC accepts the audit findings, conclusions and recommendation and considers that this audit
outcome presents an opportunity to further strengthen our management of fraud and corruption
risk. NHMRC agrees with all five audit recommendations and will progress implementation with
the guidance of our Executive Board and with quality assurance oversight from our independent
Audit and Risk Committee.

Key messages from this audit for all Australian Government entities

26.

Below is a summary of key messages, including instances of good practice, which have

been identified in this audit and may be relevant for the operations of other Australian
Government entities.

Governance and risk management

Entities must ensure that they have sufficient and complete information to identify, assess
and monitor all internal and external fraud risks.

To support the development of controls and mitigation strategies and an assessment of
the effectiveness of controls, fraud risks should be broken down into specific elements
relevant to the source of the risk.
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Audit findings
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1. Background

Introduction

11 Fraud against Australian Government entities and corrupt conduct by Australian
Government officials are serious matters that can constitute criminal offences. Fraud and
corruption undermine the integrity of and public trust in government, including by reducing funds
available for government program delivery and causing financial and reputational damage to
defrauded entities.®

1.2 The Australian Government defines fraud as:

Dishonestly obtaining (including attempting to obtain) a gain or benefit, or causing a loss or risk of
loss, by deception or other means.’

13 Fraud against the Australian Government can be committed by government officials or
contractors (internal fraud) or by parties such as clients of government services, service providers,
grant recipients, other members of the public or organised criminal groups (external fraud).2 In its
annual report on fraud against the Commonwealth®, the Australian Institute of Criminology
reported that, for 2022-23:

. 378,033 fraud allegations were received, including 366,196 of external fraud'?;

° 5,483 fraud investigations were commenced!!, primarily in large (1,001-10,000
employees) and extra-large (greater than 10,000 employees) entities;

° 6,915 fraud investigations were finalised?, with 3,192 fraud allegations substantiated in
full or in part®3; and

° the cost of internal fraud was estimated at $2.9 million and the cost of external fraud was
estimated at $158.1 million.*

1.4 The Australian Institute of Criminology notes that these reported fraud losses only include
those which entities were able to quantify and that losses and recoveries may be difficult to quantify

6 Australian Institute of Criminology, Fraud against the Commonwealth 2021-22, AIC, Canberra, 13 June 2023,
p. 1, available from https://www.aic.gov.au/publications/sh/sb41 [accessed 15 April 2024].

7 Attorney-General’s Department, Fraud and Corruption Policy, AGD, Canberra, 1 February 2024, p. 7, available
from https://www.ag.gov.au/sites/default/files/2024-02/fraud-and-corruption-policy-effective-1-july-
2024.PDF [accessed 19 March 2024].

8 Attorney-General’s Department, Commonwealth Fraud Control Framework, AGD, Canberra, 23 August 2017,
para. 18-19, p. C7, available from https://www.ag.gov.au/sites/default/files/2020-
03/CommonwealthFraudControlFramework2017.PDF [accessed 12 April 2024]. The 2017 Framework was
replaced in July 2024 by the Commonwealth Fraud and Corruption Control Framework.

9 Australian Institute of Criminology, Fraud against the Commonwealth 2022-23, AIC, Canberra, 13 June 2023,
available from https://www.aic.gov.au/publications/sh/sb44 [accessed 3 July 2024]. The 2022-23 Statistical
Bulletin 44 is based on responses collected from 157 Commonwealth entities between 28 August 2022 and
1 December 2023.

10 ibid., p. 6.
11 ibid., p. 7.
12 ibid., p. 9.
13 ibid., p. 11.
14  ibid., p. 16.
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Background

due to system limitations, conduct of investigations by external agencies or confidential
settlements.!®

1.5 The Commonwealth Fraud Risk Profile identifies eight fraud risk areas across corporate and
program and policy functions (Table 1.1).

Table 1.1: Fraud risk areas in the Commonwealth

Function Fraud risk area Types of fraud

Corporate Assets Theft, damage, misuse of facilities, vehicles,
equipment, and other physical assets

Corporate information Theft, misuse, disclosure of employee information,
intellectual property and other official information
Human resources Fraudulent recruitment and contracting practices and
decisions
Corporate funds Theft, misuse, misdirection of payroll, entitlements,
cash, credit cards, travel vouchers, invoicing and
procurement
Program and Program payments Fraudulent claims, theft, misdirection, misuse of
policy payments and services
Program revenue Theft, misuse, misdirection of revenue, royalties and
fees
Program information Theft, misuse, disclosure of citizen and other official

program information

Program and policy outcome | Misuse of power or position to unethically influence
decisions, policies and outcome

Source: Attorney-General's Department, Commonwealth Fraud Prevention Centre, The New Commonwealth Fraud
Risk Profile, AGD, 2022.

The Commonwealth Fraud Control Framework

1.6 The 2017 Commonwealth Fraud Control Framework provided the Australian Government’s
fraud control requirements through to 30 June 2024. It had three components (see Table 1.2).

Table 1.2: 2017 Commonwealth Fraud Control Framework components

Component name Purpose ‘ Binding effect ‘
Fraud Rule — Section 10 of the | Establishes key fraud control e Legislative instrument.
Public Governance, requirements.

e Binds non-corporate and

Performance and Accountability corporate Commonwealth

Rule 2014 (PGPA Rule)

entities.
Fraud Policy — Commonwealth | Establishes procedural e Binds non-corporate
Fraud Control Policy requirements for areas of fraud Commonwealth entities.

control, including investigations

and reporting. e Better practice for corporate

Commonwealth entities.

15 Australian Institute of Criminology, Fraud against the Commonwealth 2022-23, AIC, Canberra, 4 July 2024,
pp. 16—17, available from https://www.aic.gov.au/publications/sb/sb44 [accessed 4 July 2024].
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Component name Purpose

Binding effect

Fraud Guidance — Resource Establishes better practice e Better practice for
Management Guide 201 — guidance for fraud control non-corporate and corporate
Preventing, detecting and arrangements. Commonwealth entities.

dealing with fraud

Source: ANAO summary of 2017 Commonwealth Fraud Control Framework components.

1.7 On 1 July 2024, the 2024 Commonwealth Fraud and Corruption Control Framework came
into effect. From 1 July 2024, non-corporate Commonwealth entities are required to adhere to the
revised Fraud and Corruption Policy.'® The Fraud and Corruption Policy considers it is better practice
for corporate Commonwealth entities and Commonwealth companies. The revised framework
includes provisions to mitigate corruption risk and complements the function of the National
Anti-Corruption Commission (see Table 1.3).%” The revised framework introduces new requirements

for fraud governance, oversight arrangements and controls testing.

Table 1.3:
the 2017 Fraud Rule

New Fraud and Corruption Rule

(effective from 1 July 2024)

Comparison of the key elements of the 2024 Fraud and Corruption Rule to

Comparison with the Fraud Rule
(effective to 30 June 2024)

Entities must conduct fraud and corruption risk
assessments regularly and when there is a substantial
change in the structure, functions or activities of the
entity.

The Fraud Rule applied these requirements
to fraud but not to corruption.

Entities must develop and implement fraud and
corruption control plans as soon as practicable after
conducting a risk assessment.

The Fraud Rule applied these requirements
to fraud but not to corruption.

Entities must periodically review the effectiveness of
their fraud and corruption controls.

There was no equivalent requirement in the
Fraud Rule. The Commonwealth Risk
Management Policy 2023 requires entities to
periodically review the effectiveness of
controls.

Entities must have governance structures, processes
and officials in place to oversee and manage fraud and
corruption risks. Entities must keep records of those
structures, processes and officials.

There was no equivalent requirement in the
Fraud Rule. The Commonwealth Risk
Management Policy 2023 specifies
governance requirements.

Entities must have appropriate mechanisms for
preventing fraud and corruption by ensuring that:

e entity officials are aware of what constitutes fraud
and corruption; and

¢ risks of fraud and corruption are considered in
planning and conducting activities of the entity.

The Fraud Rule applied these requirements
to fraud but not to corruption.

16  Attorney-General’s Department, Fraud and Corruption Policy, AGD, Canberra, 1 February 2024, available from
https://www.ag.gov.au/sites/default/files/2024-02/fraud-and-corruption-policy-effective-1-july-2024.PDF

[accessed 19 March 2024].

17 The National Anti-Corruption Commission is an independent Australian Government agency that was created

under the National Anti-Corruption Commission Act 2022.
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New Fraud and Corruption Rule Comparison with the Fraud Rule

(effective from 1 July 2024) (effective to 30 June 2024)

Entities must have appropriate mechanisms for: The Fraud Rule applied these requirements

« detecting fraud and corruption, including processes | t© fraud but not to corruption.

for officials of the entity and other persons to report
suspected fraud or corruption confidentially;

e investigating or otherwise responding to fraud or
corruption or suspected fraud or corruption; and

e recording and reporting incidents of fraud or
corruption or suspected fraud or corruption.

Source: Adapted from Attorney-General’'s Department, Commonwealth Fraud Prevention Centre. Learn about the
Fraud and Corruption Control Framework available from https://www.counterfraud.gov.au/learn-about-fraud-
and-corruption-control-framework [accessed 25 June 2024].

1.8  The 2017 Fraud Rule and the 2024 Fraud and Corruption Rule apply to both the internal and

external fraud risks identified in Table 1.1. The 2024 Commonwealth Fraud and Corruption Control
Framework states that:

Fraud and corruption are risks that can undermine the objectives of every Australian Government
entity in all areas of their business, including delivery of services and programs, policy-making,
regulation, taxation, procurement, grants and internal procedures.!®

Responsibilities of accountable authorities

1.9 The Public Governance, Performance and Accountability Act 2013 (PGPA Act) and the PGPA
Rule contain specific duties and requirements for the accountable authority of a Commonwealth
entity pertaining to internal control arrangements, including for fraud control and reporting (see
Table 1.4).

Table 1.4: Fraud-related responsibilities of accountable authorities

Reference Duty or requirement ‘
PGPA Act Duty to govern the Commonwealth entity
section 15 1. The accountable authority of a Commonwealth entity must govern the entity

in a way that:

a) promotes the proper use and management of public resources for which
the authority is responsible?; and

b) promotes the achievement of the purposes of the entity; and
¢) promotes the financial sustainability of the entity.

2. In making decisions for the purposes of subsection (1), the accountable
authority must take into account the effect of those decisions on public
resources generally.

18 Attorney-General's Department, Commonwealth Fraud and Corruption Control Framework 2024, AGD, 2024,
p. 6.
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Reference Duty or requirement

PGPA Act Duty to establish and maintain systems relating to risk and control
section 16 The accountable authority of a Commonwealth entity must establish and
maintain:

a) an appropriate system of risk oversight and management for the entity;
and

b) an appropriate system of internal control for the entity;

including by implementing measures directed at ensuring officials of the entity
comply with the finance law.

PGPA Rule Preventing, detecting and dealing with fraud

section 10 The accountable authority of a Commonwealth entity must take all reasonable

(the Fraud Rule) measures to prevent, detect and deal with fraud relating to the entity, including
by:

a) conducting fraud risk assessments regularly and when there is a
substantial change in the structure, functions or activities of the entity; and

b) developing and implementing a fraud control plan that deals with identified
risks as soon as practicable after conducting a risk assessment; and

¢) having an appropriate mechanism for preventing fraud, including by
ensuring that:

i) officials of the entity are made aware of what constitutes fraud; and

i) the risk of fraud is taken into account in planning and conducting the
activities of the entity; and

d) having an appropriate mechanism for detecting incidents of fraud or
suspected fraud, including a process for officials of the entity and other
persons to report suspected fraud confidentially; and

e) having an appropriate mechanism for investigating or otherwise dealing
with incidents of fraud or suspected fraud; and

f) having an appropriate mechanism for recording and reporting incidents of
fraud or suspected fraud.

PGPA Rule Information on management and accountability
subsection 17AG(2) | The annual report must include the following:

a) information on compliance with section 10 (which deals with preventing,
detecting and dealing with fraud) in relation to the entity during the period.

b) a certification by the accountable authority of the entity that:

i) fraud risk assessments and fraud control plans have been prepared
for the entity; and

i) appropriate mechanisms for preventing, detecting incidents of,
investigating or otherwise dealing with and recording or reporting
fraud that meet the specific needs of the entity are in place for the
entity; and

iii) all reasonable measures have been taken to deal appropriately with
fraud relating to the entity.

Note a: In respect to ‘proper use’, section 8 of the PGPA Act provides that ‘proper, when used in relation to the use or
management of public resources, means efficient, effective, economical and ethical’.

Source: PGPA Act and PGPA Rule.

1.10 The Commonwealth Grants Rules and Guidelines (CGRGs) note that probity and
transparency in grants administration are achieved by ensuring that decisions are impartial,

Auditor-General Report No.9 2024-25
Fraud Control Arrangements in the National Health and Medical Research Council

20



Background

documented, and lawful; there is compliance with public reporting requirements; and there are
appropriate safeguards against fraud. The CGRGs state that accountable authorities must ensure
that the entity’s fraud procedures and practices comply with the Fraud Rule, including as they apply
to grants administration. The CGRGs further note that officials undertaking grants administration
should be aware of the procedures to follow if fraud is suspected.’®

1.11 The APS Integrity Taskforce’s 2023 report Louder than Words: An APS Integrity Action Plan
noted the need for entities to ‘gain reassurance that their integrity frameworks are effective and
that their fraud and corruption risks are mitigated’.?° The report contains a recommendation to
‘upscale institutional integrity (cultural and compliance) within agencies’.?! One of the actions
identified by the APS Integrity Taskforce to support implementation of this recommendation is for
accountable authorities to complete a self-assessment against the Commonwealth Integrity
Maturity Framework and report the results to the Secretaries Board by September 2024.

1.12 The NHMRC's April 2024 self-assessment identified its overarching integrity maturity at
Level 3 against the Commonwealth Integrity Maturity Framework. As at 4 October 2024, the
NHMRC's self-assessment had not been provided to the Secretaries Board.

1.13  ‘Prevent, detect and manage fraud and corruption’ is one of the eight integrity principles
identified by the National Anti-Corruption Commission (NACC) in the Commonwealth Integrity
Maturity Framework.?? The NACC identified in its Integrity Outlook 2023-24 that:

Minimising the incidence of internal fraud through the identification and management of fraud
risks should continue to be an ongoing focus of agencies. This can be achieved through the
development, implementation and regular review of fraud prevention and detection strategies.?3

Previous audits

1.14  The fraud control arrangements of Australian Government entities have been the subject of
previous Auditor-General reports. The most recent was tabled in 2023—-24 and examined the
Australian Taxation Office’s (ATO’s) management and oversight of fraud control arrangements for
the Goods and Services Tax (GST). The audit found that the ATO’s management and oversight of
fraud control arrangements for the GST was partly effective.?*

19 Department of Finance, Commonwealth Grants Rules and Guidelines, 2017, paragraphs 13.3 to 13.5.

20 Department of the Prime Minister and Cabinet, Louder Than Words: An APS Integrity Action Plan, APS
Integrity Taskforce, PM&C, Canberra, November 2023, p. 21, available from
https://www.pmc.gov.au/sites/default/files/resource/download/integrity-good-practice-action-plan.pdf
[accessed 5 May 2024].

21  ibid., Recommendation 12.

22 National Anti-Corruption Commission, 8 Integrity Principles and Maturity Indicators, Commonwealth Integrity
Maturity Framework, NACC, Canberra, 2023, p. 16, available from
https://www.nacc.gov.au/sites/default/files/documents/2023-08/CIMF-8-integrity-principles-and-maturity-
indicators.pdf [accessed 5 May 2024].

23 National Anti-Corruption Commission, Integrity Outlook 2022/23, NACC Canberra, 2023, p. 12.

24  Auditor-General Report No.15 2023-24, Australian Taxation Office’s Management and Oversight of Fraud
Control Arrangements for the Goods and Services Tax, ANAO, Canberra, 2024, available from
https://www.anao.gov.au/work/performance-audit/australian-taxation-offices-management-and-oversight-
fraud-control-arrangements-for-the-gst.
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1.15 A series of three Auditor-General reports on the fraud control arrangements of Australian
Government entities was published in June 2020.2° The reports concluded that:
° fraud control arrangements in the Department of Home Affairs were effective;

° fraud control arrangements in the Department of Social Services and the Department of
Foreign Affairs and Trade were largely effective; and

° each of the audited entities met the mandatory requirements of the 2017 Commonwealth
Fraud Control Framework.2®

National Medical Health and Research Council

1.16 The NHMRC is non-corporate Commonwealth entity and a statutory authority within the
Australian Government Health and Aged Care portfolio.

1.17 The NHMRC administers the Medical Research Endowment Account (the MREA) to provide
assistance for public health and medical research and training, primarily through grant programs
to:

o departments of the Australian or a state or territory government that are engaged in
medical research;

° universities for the purpose of medical research;

. institutions and persons engaged in medical research; and

° in the training of persons in medical research.?’

1.18 The NHMRC awards funding through its grant programs to universities or research
institutions that it has assessed as eligible to receive such funding, known as Administering
Institutions.?® Individual researchers can only apply for NHMRC grants via an Administering
Institution. The Administering Institution is the grant recipient, not the individual researcher, and is
bound by the terms of the funding agreement with the NHMRC, including to manage the grants
effectively and responsibly.

1.19 In 2022-23 the NHMRC reported in its annual report that it managed the peer review of
4,426 applications and the award of 717 grants across its MREA grant program for a total of
$898.1 million.®

25 Auditor-General Report No. 42 2019-20, Fraud Control Arrangements in the Department of Foreign Affairs
and Trade, ANAO, Canberra, 2020, available from https://www.anao.gov.au/work/performance-audit/fraud-
control-arrangements-the-department-foreign-affairs-and-trade; Auditor-General Report No. 43 2019-20,
Fraud Control Arrangements in the Department of Home Affairs, ANAO, Canberra, 2020, available from
https://www.anao.gov.au/work/performance-audit/fraud-control-arrangements-the-department-home-
affairs; and Auditor-General Report No. 44 2019-20, Fraud Control Arrangements in the Department of Social
Services, ANAO, Canberra, 2020, available from https://www.anao.gov.au/work/performance-audit/fraud-
control-arrangements-the-department-social-services.

26  Australian National Audit Office, Insights: Fraud Control Arrangements, ANAO, Canberra, June 2020, available
from https://www.anao.gov.au/work/insights/fraud-control-arrangements [accessed 12 April 2024].

27  National Health and Medical Research Council Act 1992, paragraph 5B(3)(b) and section 51.

28 National Health and Medical Research Council, Administering Institutions, NHMRC website, available at
https://www.nhmrc.gov.au/funding/manage-your-funding/nhmrc-funding/administering-institutions
[accessed 8 July 2024].

29 National Health and Medical Research Council, Annual Report 2022-23, p. xi.
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1.20 The NHMRC also manages grants through the Medical Research Future Fund (MRFF) on
behalf of the Department of Health and Aged Care (Health) pursuant to a shared services
agreement. Under its agreement with Health, in 2022-23 the NHMRC reported that it managed
1659 applications through 29 grant opportunities and awarded 382 grants valued at $626.5 million
from the MRFF.3° The NHMRC is required to notify Health when it becomes aware of any instances
of suspected grant non-compliance, including fraud (see paragraph 2.8). Health is responsible for
the reporting and investigation of any MRFF-related fraud allegations.

1.21 The NHMRC'’s funding and average staffing levels for 2023—-24 are provided in Table 1.5. For
2022-23, resourcing for administration and staffing was less than 6 per cent of the NHMRC's
estimated total resourcing, with approximately 94 per cent of resources administered through
grant programs.

Table 1.5: NHMRC'’s funding allocation and average staffing levels, 2023-24

Average staffing level® Total resourcing ($'000)

Departmental

2023-24 205 60,048

Administered
2023-24 N/A 1,323,574

Note a: Average staffing level is a method of counting that adjusts for casual and part-time staff to show the average
number of full-time equivalent employees.

Source: Australian Government, Portfolio Budget Statements 2024-25, Budget Paper 1.9, Health and Aged Care
Portfolio, Commonwealth of Australia, Canberra, 2023.

1.22  Fraud incidents that have been reported in the NHMRC's fraud registers from 1 July 2022 to
31 May 2024 are shown in Table 1.6.31

Table 1.6: Outcome of NHMRC fraud incident investigations, 31 July 2022 to
31 May 20242

Outcome as documented by NHMRC ‘ 2022-23 ‘ 2023-24 ‘
Internal fraud allegations - -
External fraud allegations 1° 3b
Outcomes

Fraud substantiated - 1b
Fraud not substantiated - 1
Cases open at the end of the year - 1

Note a: The outcomes shown in the table do notinclude reports of suspected fraud relating to the MRFF grants program
administered by NHMRC on behalf of the Department of Health and Aged Care (see paragraph 1.20).

Note b: This case was opened in 2021-22 and was closed in the fraud and corruption control register in October 2023.
During this period the case was closed in 2021 and then reopened in 2022 as more information became
available to the NHMRC.

Source: ANAO analysis of NHMRC fraud registers.

30 ibid., p. xi.
31 InJune 2024, NHMRC updated its fraud and corruption register to include matters that were not previously

recorded in the register. For 2023-24 there were six matters added to the register (see paragraphs 3.39 and
4.31). None of these incidents involved a fraud that had been substantiated as at 30 June 2024.

Auditor-General Report No.9 2024-25
Fraud Control Arrangements in the National Health and Medical Research Council

23



Rationale for undertaking the audit

1.23  Fraud against Australian Government entities reduces available funds for public goods and
services and causes financial and reputational damage to the Australian Government.3? All
Commonwealth entities are required to have fraud control arrangements in place to prevent, detect
and respond to fraud. From 1 July 2024, this requirement also extends to corruption.

Audit approach

Audit objective, criteria and scope

1.24 The objective of the audit was to assess the effectiveness of the NHMRC's fraud control
arrangements.

1.25 To form a conclusion against this objective, the following high-level criteria were adopted.

° Have appropriate arrangements been established to oversee and manage fraud risks?

o Have appropriate mechanisms been established to prevent fraud, and promote a culture
of integrity?

o Have appropriate mechanisms been established to detect and respond to fraud?

° Has the NHMRC appropriately prepared for the commencement of the revised

Commonwealth Fraud and Corruption Control policy in July 2024?

1.26  This audit examines the NHMRC's fraud control arrangements in 2022—23 and 2023-24. The
audit assesses the NHMRC's compliance with the 2017 Commonwealth Fraud Control Framework
and readiness to implement the Commonwealth Fraud and Corruption Control Framework 2024.

Audit methodology

1.27 The audit methodology included:

° examination of NHMRC's strategies, frameworks, policies, procedures, guidelines and
training, risk assessments, control plans, investigation processes; governance committee

meeting papers; reviews, internal audits and assurance reports; and internal and external
reporting on fraud and corruption control activities; and

° meetings with NHMRC officials.
1.28 The ANAO did not assess the effectiveness of NHMRC's fraud controls.

1.29 The audit was conducted in accordance with ANAO Auditing Standards at a cost to the ANAO
of approximately $252,570.

1.30 The team members for this audit were John McWilliam, Kim Bond, Lauren Dell, Jake
Farquharson, Michael McGillion and Alexandra Collins.

32 Australian Institute of Criminology, Fraud against the Commonwealth 2021-22, AIC, Canberra, 13 June 2023,
p. 1, available from https://www.aic.gov.au/publications/sh/sb41 [accessed 15 April 2024].
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2. Oversight and management of fraud risks

Areas examined

This chapter examines whether the National Health and Medical Research Council (NHMRC)
has established appropriate arrangements to oversee and manage fraud risks.

Conclusion

The NHMRC has established partly appropriate arrangements to oversee and manage fraud
risks. The NHMRC's 2023-2025 Fraud and Corruption Control Framework is aligned with the
2017 Commonwealth Fraud Control Framework. The agency has established largely
appropriate oversight arrangements for the management of fraud risks. The Audit and Risk
Committee did not provide independent advice to the accountable authority on the
appropriateness of the system of risk management. The NHMRC’'s 2023-2025 Fraud and
Corruption Risk Assessment includes risks relating to its core business, the administration of
grant funding. The Fraud and Corruption Control Plan is largely appropriate for internal fraud
risks. It falls short of appropriately managing external fraud risks relating to the NHMRC's
administration of grant funding. The NHMRC has not identified and assessed all external fraud
risks relating to grant funding. The NHMRC's risk assessment of grant related fraud risks is not
based on all relevant information. Most of the controls for grant related fraud risks rely on the
cooperation of, or untested assurances from, the grant recipients. The NHMRC has not
established mechanisms to review the effectiveness of the controls listed in the 2023-2025
Fraud and Corruption Risk Assessment.

Areas for improvement

The ANAO made three recommendations aimed at ensuring that all fraud risks are identified
and regularly reviewed, gaining assurance over the effectiveness of risk controls implemented
by grant recipients and assessing the effectiveness of the controls and mitigation strategies in
the NHMRC’s 2023-2025 Fraud and Corruption Risk Assessment. The ANAO identified an
opportunity for the NHMRC to improve the coverage of fraud risks within its internal audit
work program.

2.1 Section 16 of the Public Governance, Performance and Accountability Act 2013 (PGPA Act)
states that the accountable authority of a Commonwealth entity has a duty to establish and
maintain systems relating to risk and control. The 2017 Commonwealth Fraud Control Framework,
(see Table 1.2) which was in place during the time period for this audit, required accountable
authorities to conduct regular fraud risk assessments and, as soon as practicable, develop and
implement fraud control plans to deal with the identified risks.33 The requirement was restated in
the 2024 Commonwealth Fraud and Corruption Framework, with the 2024 framework requiring
fraud and corruption risk assessments to be undertaken at least every two years.3

33 Attorney-General’s Department, Commonwealth Fraud Control Framework, AGD, Canberra, 23 August 2017,
p. Al, available from https://www.ag.gov.au/sites/default/files/2020-
03/CommonwealthFraudControlFramework2017.PDF [accessed 18 March 2024].

34  Attorney-General’s Department, Commonwealth Fraud Control Framework, AGD, Canberra, March 2024,
pp. 10-11, available from https://www.counterfraud.gov.au/sites/default/files/2024-06/cfpc-framework-
2024.pdf [accessed 5 August 2024].
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Are there appropriate governance and oversight arrangements for
fraud control?

The NHMRC established a Fraud and Corruption Framework that covers key elements of the
2017 Commonwealth Fraud Control Framework. Senior officials were assigned responsibility
for fraud control activities and a Fraud and Corruption Control Officer (FCCO) was appointed.
The NHRMC's Executive Board is responsible for, and the Audit and Risk Committee (ARC)
provides assurance over, risk management including fraud. Both the Executive Board and the
ARC reviewed the NHMRC's fraud and corruption control policy. The procedures for dealing
with suspected grant fraud are incomplete. They do not effectively support the NHMRC to
conduct fraud risk assessments based on all available information and data, or to fulfil its
obligations for specific grants administered under the shared services agreement with the
Department of Health and Aged Care. The ARC did not seek further information on the
effectiveness of controls following instances of alleged fraud. The ARC’s advice to the Chief
Executive Officer (CEO) relied on assertions from management that the agency complies with
the Commonwealth Risk Management Policy and the Commonwealth Fraud Control
Framework.

Entity framework for fraud control

2.2 The 2023-2025 NHMRC Fraud and Corruption Control Framework and the 2023-2025
NHMRC Fraud and Corruption Control Plan comprise the NHMRC's Fraud and Corruption Control
Policy.?®

2.3 In August 2023, the NHMRC's CEO approved the 2023-2025 NHMRC Fraud and Corruption
Control Framework. The framework sets out the NHMRC's policies and procedures for preventing,
detecting and responding to fraud. The framework replaced the 2020-2022 version (approved in
January 2020). It was updated on 26 September 2023 for a change in the nominated FCCO.

2.4 The 2023-2025 NHMRC Fraud and Corruption Control Framework covers the key elements
of the 2017 Commonwealth Fraud Control Framework.?® The inclusion of corruption in the
2023-2025 version of the framework was to enable the NHMRC to meet its obligations under the
National Anti-Corruption Commission Act 2022 which came into effect on 1 July 2023.

Roles and responsibilities

2.5 The NHMRC Fraud and Corruption Control Framework states that it is the CEQO’s
responsibility to implement the Fraud and Corruption Control Plan and fulfil relevant reporting
requirements. It also sets out the responsibilities of the CEQ, the General Manager and Executive
Directors. The CEQ’s instrument of delegation dated 14 April 2024 delegates the function to

35 National Health and Medical Research Council, NHMRC Fraud and Corruption Control Framework 2023-2025,
available from NHMRC-Fraud-and-Corruption-Control-Framework-2023-2025.pdf [accessed 2 July 2024]. The
NHMRC subsequently approved the NHMRC Fraud and Corruption Control Framework 2024-26, discussed in
Chapter 5.

36 Attorney-General’s Department, Commonwealth Fraud Control Framework, AGD, Canberra, 23 August 2017,
available from https://www.ag.gov.au/sites/default/files/2020-
03/CommonwealthFraudControlFramework2017.PDF [accessed 12 April 2024].
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Oversight and management of fraud risks

‘implement formal measures to prevent, detect and deal with fraud’ to the General Manager, Chief
Financial Officer, Deputy Chief Financial Officer and Executive Directors.

2.6 The NHMRC’s Accountable Authority Instructions, issued by the Chief Executive Officer,
state that all officials must comply with the Commonwealth Fraud Control Policy and act in
accordance with the NHRMC's Fraud and Corruption Control Plan.

2.7 The 2023-2025 NHMRC Fraud and Corruption Control Framework names the Director,
Governance and Legal Section as the entity’s FCCO and lists the position’s responsibilities, including
the maintenance of a fraud and corruption register. In March 2024 the NHRMC advised the ANAO
that the Executive Director, Research Quality and Advice is responsible for managing reports of
suspected misconduct by a grant recipient and maintains a separate register of suspected
misconduct. The People, Property and Security Section is responsible for the management and
reporting of potential breaches of the Australian Public Service (APS) Code of Conduct, including
internal fraud. These roles were not documented in the framework.

2.8 The NHMRC's role in managing the Medical Research Future Fund (MRFF) grants program
on behalf of the Department of Health and Aged Care (Health) is not reflected in the 2023-2025
Fraud and Corruption Control Framework or Plan (see paragraph 1.20). The NHMRC is required to
notify Health when it becomes aware of any instances of potential grant non-compliance, including
fraud. A draft flowchart has been developed for managing instances where suspected research
misconduct has been identified and when Health is to be notified. The draft flowchart has not been
incorporated into the 2023-2025 Fraud and Corruption Control Framework and there is no
guidance on how reports of suspected non-compliance for MRFF grants are to be recorded in the
NHMRC's fraud or research and integrity misconduct registers. Nor does the flowchart refer to the
NHMRC's obligations under the shared services agreement with Health. The procedural document
is not clear or complete.

Fraud reporting, oversight and assurance
Executive Board

2.9 The NHMRC Executive Board, chaired by the CEQ, is the entity’s senior governance body and
is responsible for ‘leadership and oversight of organisational performance, including strategic and
sensitive discussions, managing risks and issues’. In March and July 2023, the NHMRC Executive
Board considered the draft 2023—-2025 Fraud and Corruption Control Framework, Plan and risk
assessment.

2.10 In December 2023 the Executive Board was briefed on changes to the 2023 Administering
Institution: Compliance Monitoring and Management Framework and was provided, for noting, the
results of the 2022 Administering Institution Compliance Risk Assessment (AICRA). The Institutional
Annual Compliance Report (IACR) is compiled from annual compliance self-assurance assessment
surveys completed by Medical Research Endowment Account (MREA) grant recipients (known as
Administering Institutions). The IACR is a key control for fraud risks relating to the NHMRC's
administration of its MREA grants program (see paragraphs 2.52 to 2.54). The surveys include
questions on allegations of fraud, financial control, audit findings, governance and compliance with
NHMRC and Australian Government policies, guidelines and legislation. Completion of the IACR is a
condition of the NHMRC’s MREA funding agreement. No corresponding requirement is imposed
upon the recipients of MRFF grants (known as eligible organisations) (see paragraph 1.20).
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Audit and Risk Committee

2.11 The NHMRC's Audit and Risk Committee (ARC) is responsible for providing independent
assurance to the CEO on risk oversight and management. The functions of the ARC are consistent
with the model charter for an audit committee in the Department of Finance’s Resource
Management Guide (RMG) 202 - Audit Committee.3” The ARC is to review and advise the CEO on
the appropriateness of the NHMRC's system of risk oversight and management, including the:

process for developing and implementing the entity’ fraud control arrangements consistent with
the Commonwealth Fraud Control Framework, including satisfying itself that the entity has
adequate processes for detecting, capturing and effectively responding to fraud risks.

2.12  Fraud is a standing agenda item at ARC meetings. At each meeting, the ARC receives a copy
of the fraud incident register. It does not receive a copy of the misconduct register. Between
July 2022 and June 2024, the registers provided to the ARC listed a total of three incidents relating
to grant recipients (see Table 1.6). During these two years, the ARC sought information from
management on fraud risk assessments and ratings in the context of the development of the
2023-2025 Fraud and Corruption Control Plan. The ARC did not seek further information on the
effectiveness of controls or continuous improvement actions taken following the recording of or
closure of the incidents on the register.

2.13  In March 2023 the ARC reviewed the draft 2023-2025 Fraud and Corruption Control Policy.
It was provided with the 2023-2025 Fraud Control Framework, Plan and risk assessment for noting
at its August 2023 meeting, following consideration of the documents by the Executive Board (see
paragraph 2.9). The ARC suggested a small drafting change to improve readability and sought
clarification on why grant recipients were not included in the flowchart for managing reports of
suspected fraud (see paragraph 4.23).38 Management advised the ARC that fraud detected by a
grant recipient would fall within the NHMRC’s 2019 Research Integrity and Misconduct Policy.3® No
changes were made to the flowchart following the meeting. The inconsistencies in the procedures
for investigating suspected fraud are discussed at paragraphs 4.23 to 4.26. There is no evidence that
the ARC advised the CEO about the risk associated with the absence of the Research Integrity and
Misconduct Policy procedures in the 2023-2025 Fraud and Corruption Control Policy.

2.14  InAugust 2023 the ARC provided the CEO with its statement on the committee’s assessment
of the NHMRC's risk management systems for 2022-23 and advised that:

Management has confirmed to the Committee that the entity complies with the Commonwealth
Risk Management Policy and the Commonwealth Fraud Control Framework.

2.15 The ARC did not undertake an independent assessment to support its advice on the
NHMRC's risk management systems.

37 Department of Finance, Audit Committees — Resource Management Guide No 202, available from
https://www.finance.gov.au/publications/resource-management-guides/audit-committees-rmg-202
[Accessed 5 July 2024].

38 NHMRC, NHMRC Fraud and Corruption Control Framework 2023-2025, p. 16.

39 NHMRC, NHMRC Research Integrity and Misconduct Policy 2019, available from
https://www.nhmrc.gov.au/about-us/resources/nhmrc-research-integrity-and-misconduct-policy [accessed
1 August 2024].
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Oversight and management of fraud risks

Has the entity appropriately assessed its fraud risks?

The NHMRC undertook fraud risk assessments in 2019 and 2023. The 2019 fraud risk
assessment was not updated following the launch of a new grants management IT system. The
2023-2025 Fraud and Corruption Risk Assessment included risks related to the NHMRC’s
administration of grants which is one of the agency’s core functions. The risk assessment
utilises the risk matrix for likelihood and consequence set out in the enterprise risk
management framework. The relationship between accepted risk ratings and the NHRMC’s
tolerances for specific risk categories is not documented. The NHMRC's ARC did not consider
the 2023-2025 Fraud and Corruption Control Plan in assessing the appropriateness of the
2024-25 internal audit work program.

2.16 Table 2.1 presents an assessment of the NHMRC’s approach to applying the Fraud Rule,
Guidance and Policy in relation to conducting fraud risk assessments.

Table 2.1: Assessment against the Fraud Framework — Fraud risk assessment

Standard? Source Assessment Paragraphs
Fraud control Fraud Policy, paragraph v See paragraphs 2.17
arrangements to 2.24

developed in the
context of the entity’s
overarching risk
management
framework

Risk assessment Fraud Guidance, ‘ See paragraph 2.25
considered relevant risk | paragraph 32
management and fraud
and corruption control

standards
Fraud risk assessment | Fraud Rule, paragraph See paragraphs 2.26
conducted regularly and | 10(a) to 2.28

when there is a
substantial change in
the structures, functions
or activities of the entity

Risk assessments Fraud Guidance, See paragraphs 2.29
consider significant paragraph 28 to 2.33
entity-specific risk Commonwealth Grants
factors Rules and Guidelines,

paragraphs 7.5-7.12
Outcomes of risk Fraud Guidance, See paragraphs 2.36
assessments provided paragraph 29 to 2.38

to internal audit for
consideration in annual
audit work program

Key: @ Fully compliant 4 Partly compliant m Not compliant.

Note a: For non-corporate Commonwealth entities, the Fraud Rule and Policy are mandatory and the Fraud Guidance
is better practice. Non-corporate Commonwealth entities undertake grants administration based on the
mandatory requirements and key principles of grants administration in the Commonwealth Grants Rules and
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Guidelines (CGRGs). Paragraphs 7.5 to 7.12 of the CGRGs represent better practice for non-corporate
Commonwealth entities.

Source: ANAO analysis of NHMRC documentation.

Fraud control as part of the risk management framework

2.17 The Fraud and Corruption Control Framework 2023—-2025 states that it is to be read in
conjunction with other policies, including the 2023—-2026 Risk Management Framework and Policy.

2.18 The fraud risk assessment in the 2023-2025 Fraud Control Plan complies with the
requirement to identify risks and rate them using the risk matrix in NHMRC’s 2023-2026 Risk
Management Framework and Policy. It does not meet the NHMRC's policy requirements for risk
evaluation, including identifying risk owners, evaluating risks in the context of the NHMRC's risk
appetite, identifying possible treatments, assessing mitigation strategies, and arranging for the
monitoring of controls and mitigation strategies.

2.19 The 2023-2025 Fraud and Corruption Risk Assessment identifies 27 fraud risks, most of
which relate to internal fraud (see Table 2.2). Each risk is described and assigned ratings for current
likelihood, current consequence, current risk rating and accepted risk rating. Internal controls for
each risk are categorised as either detective or preventative and rated as either effective or
moderately effective.

2.20 Therisk assessment uses the term ‘current risk rating’ to describe an overall rating based on
the likelihood and consequence rating. It does not specify if this rating is before or after the current
internal controls listed for the particular risk have been applied. The 2023-2026 Risk Management
Framework and Policy provides no basis for the assessment of the effectiveness of the internal
controls as either effective or moderately effective.

2.21 The 2023-2026 Risk Management Framework and Policy provides guidance on the five
categories of consequences to be used in evaluation of the fraud risk: catastrophic, major,
moderate, minor and insignificant. Each consequence category includes a minimum and maximum
range for the value of the fraud resulting from the risk occurring. For example, the catastrophic
consequence guidance includes the value of fraud of greater than $10 million per event. The
2023-2025 Fraud and Corruption Risk Assessment does not quantify the potential value of fraud
for each risk.

2.22  Under the NHMRC’s 2023-2026 Risk Management Framework and Policy, risk evaluation
and response involves assessing the assurance provided by existing controls against the level of risk
that can be tolerated for an activity:

Thoroughly consider (at a minimum) each risk that is rated as ‘medium’, ‘high’, or ‘extreme’.
Consider the cost and benefit of controlling the risk and if additional systems of control or
treatment are required. Consider whether the likelihood or consequences of risk are within
NHMRC's control. Record either ‘accept’ or ‘mitigate’ on the activity documentation.

2.23  The 2023-2025 Fraud and Corruption Risk Assessment does not refer to risk tolerances for
any of the identified risks or categories of risks. The ‘accepted risk rating’ is the same as the ‘current
risk rating’ in the 2023—-2025 Fraud and Corruption Risk Assessment except for the following three
risks:
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. ‘Misuse of research grant funds’, which was rated high for the current risk rating before
the application of a mitigation strategy that reduced the accepted risk rating to medium?°;

° ‘Poor management by Administering Institutions’ which was reduced from medium to low
after the application of a mitigation strategy; and

o ‘Improper contractor conduct or improper contractor management’ which is stated as
medium and the accepted risk rating as low without any mitigation strategy having been
applied.

2.24  Mitigation strategies were not applied to all four of the risks with current risk ratings of high
shown in Table 2.2. There is no rationale recorded in the 2023-2025 Fraud and Corruption Risk
Assessment as to why these risks did not require a mitigation strategy or fall within the NHMRC's
relevant risk tolerance.

Risk, fraud and corruption control standards

2.25 Paragraph 32 of the Fraud Guidance encourages entities to consider the relevant recognised
standards, including the Australian/New Zealand Standard AS/NZ ISO 31000-2009 Risk
Management—Principles and Guidelines and Australian Standard AS 8001-2008 Fraud and
Corruption Control. The Fraud and Corruption Control Framework 2023-2025 states that it has
been developed in accordance with the Commonwealth Fraud Control Framework 2017 and the
Australian Standard on Fraud and Corruption Control AS 8001:2021.

Fraud risk assessments
2.26 The 2023-2025 NHMRC Fraud and Corruption Control Framework states that:

NHMRC will conduct an assessment of fraud and corruption risk every two years and at times of
significant change, as recommended in the Commonwealth Fraud Control Framework 2017.%

2.27 The NHMRC's current fraud risk assessment is included in the Fraud and Corruption Control
Plan which was approved in August 2023. The previous fraud risk assessment was conducted in
November 2019 as part of the update to the Fraud Control Framework and Fraud Control Plan in
January 2020. These fraud risk assessments were not completed within the two-yearly timeframe
specified in the NHMRC’s 2023-2025 Fraud and Corruption Control Framework.

2.28 In January 2022, the NHMRC completed the rollout of a new grants management system,
Sapphire, and decommissioned its previous system, the Research Grants Management System.
Sapphire supports grants administration by NHMRC staff and grant-related activities including
application, assessment and award activities.*? Authorised access is given to grant recipients,
reviewers, researchers, and other eligible organisations. The fraud risk assessment that supported
the 2020 Fraud Control Plan was not updated at the time of this significant transformation to the
NHRMC’s operations.

40 The mitigation strategy is to monitor compliance by Administering Institutions through the Al [Administering
Institutions] Compliance Monitoring and Management Framework (see paragraph 2.10).
41 NHMRC, NHMRC Fraud and Corruption Control Framework 2023-2025, p. 11.

42 The NHMRC's arrangements for transitioning to Sapphire are available from
https://www.nhmrc.gov.au/sapphire [accessed 2 July 2024].
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Entity-specific fraud risk factors

2.29 The 2017 Commonwealth Fraud Control Framework states that ‘Risk assessment processes
ideally take into account all significant factors likely to affect an entity’s exposure to risk.”*3
Table 2.2 shows the 27 fraud and corruption risks in NHRMC’s 2023—-2025 Fraud and Corruption
Control Plan categorised by ANAO as either internal or external risks.

Table 2.2: Categorisation of fraud and corruption risks from NHMRC’s 2023-2025
Fraud and Corruption Control Plan

Fraud and corruption risks ANAO NHMRC's
categorisation | current
of focus of risk
fraud and rating?®
corruption
risk

Theft and misuse of application data External High

Misuse of research grant funds External High

i(éﬁ(;;s/etﬁ:?tty threats including hacking, malware, on-selling data and External High

Inappropriate influence in evidence reviews or guideline development External High

Poor management by Administering Institutions External Medium

Provision of false or misleading information to NHMRC External Medium

Undue or inappropriate influence in peer review processes External Medium

Recruitment — selection bias of delegate or panel members Internal Medium

Unauthorised committee member payments or benefits Internal Medium

Esg:i):;zgenly converting an unsuccessful application to a successful Internal Medium

Cheque book fraud Internal Medium

Manipulation of grant budget process or approval Internal Medium

Theft of, or unauthorised access to, HR information Internal Medium

Misuse of Cabcharge vouchers Internal Medium

Improper use of procurement process Internal Medium

Employee leave and attendance not recorded appropriately Internal Medium

Improper contractor conduct or improper contractor management Internal Medium

Diversion of accounts receivable funds Internal Medium

Misuse of credit cards Internal Medium

Accounts payable fraud Internal Medium

Travel fraud Internal Medium

43  Attorney-General’s Department, Commonwealth Fraud Control Framework, 23 August 2017, p. C9. paragraph
28.
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Fraud and corruption risks ANAO NHMRC's
categorisation | current
of focus of risk

fraud and rating?®
corruption
risk

Unauthorised payments from the Medical Research Endowment Internal Medium
Account (MREA)
Obtaining security clearance for personal gain Internal Low
Alteration of data in grant management systems Internal Low
Theft or misuse of NHMRC equipment, including property, tenancy and Internal Low
ICT equipment
Unauthorised employee payroll payments or employee benefits Internal Low
Misuse of personal or privileged information accessed through various

Internal Low
forms of IT systems

Note a: The NHMRC's 2023-2025 Fraud and Corruption Control Plan also includes but does not define an ‘accepted
risk’ rating. The ‘accepted risk’ rating differs from the ‘current risk’ rating for the risks ‘misuse of research grant
funds’, ‘poor management by administering institutions’ and ‘improper contractor conduct or improper
contractor management’ (see paragraphs 2.20 to 2.21).

Note b: NHMRC's 2023-2026 Risk Management Framework and Policy uses a risk rating scale of low, medium, high
and extreme.

Source: NHMRC's 2023-2025 Fraud and Corruption Control Plan.

2.30 The first three of the four risks rated as high in Table 2.2 relate to the administration of grant
funding by the NHMRC.

2.31 The other fraud risks related to the administration of grants programs are:

° ‘Poor management by Administering Institutions’;

° ‘Deliberately converting an unsuccessful application to a successful application’;
° ‘Manipulation of Grant Budget process or approval’;

° ‘Provision of false or misleading information to NHMRC’; and

° ‘Alteration of data in grant management systems’.

2.32  The 2019 Fraud Risk Assessment identified five fraud risks and associated controls involving
the Research Grants Management System operating at that time. The 2023-2025 Fraud Risk
Assessment replaced some, but not all of the references to the decommissioned Research Grants
Management System with references to Sapphire (see paragraph 2.28). Sapphire is supported by a
contracted third-party ICT service provider. In May 2024, the NHMRC’s ARC was briefed by the Chief
Information Officer on the risks associated with the NHMRC’s program of ICT investment and noted
the reputation risk if the security of Sapphire was compromised.

2.33 The 2023-2025 Fraud Risk Assessment added a new risk relating to cyber security. The
description of the risk relates to NHMRC's financial ICT system; there is no reference to Sapphire.
The NHMRC did not re-assess the likelihood or consequence of or the controls for grant related
fraud after the rollout of the Sapphire system.
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Recommendation no. 1

2.34  The National Health and Medical Research Council ensure its fraud risk assessments
comply with the NHMRC’s 2023-2026 Risk Management Framework and Policy, including
documentation of estimated value of fraud as a result of identified risks occurring, and account
for all elements of its risk environment and administrative systems.

National Health and Medical Research Council response: Agreed.

2.35 NHMRC will take steps to more fully align its fraud risk assessments with its Risk
Management Framework and Policy.

Informing internal audit of fraud risk

2.36 The NHMRC advised the ANAO that its internal audit team has not reviewed or reported on
fraud and corruption control in the last five years.

2.37 At its meeting in May 2024, the ARC was provided with the 2024-25 Internal Audit Work
Plan (the 2024-25 IAWP) proposing three audits and the 2025-26 Internal Work Plan: Forward
Years (the forward plan) which identified future potential topics. No audits of fraud control were
included in the 2024-25 IAWP. The forward plan included a proposed ‘governance review’ into risk
control implementation and a ‘compliance audit’ into the operation of the grants program. The ARC
did not consider the outcomes of the fraud risk assessment in advising the CEO on the
appropriateness of the IAWP.

Opportunity for improvement

2.38 The National Health and Medical Research Council’s internal audit work program could
routinely examine fraud risks, including through audits focusing on fraud-related matters.

Is there an appropriate fraud control plan and testing of control
effectiveness?

The NHMRC’s 2023—-2025 Fraud and Corruption Control Plan included 27 fraud risks, seven of
which related to external risks. Responsibility for managing each of the controls was not listed
in the 2023-2025 Fraud and Corruption Risk Assessment. Controls for internal risks are more
clearly aligned with the identified risks than those listed for external risks in the 2023-2025
Fraud and Corruption Control Plan. The non-mandatory reporting to the NHMRC of all
instances of alleged fraud, including where it relates to research misconduct, limits the
information that the NHMRC has regard to when conducting risk assessments for external
fraud risks. The NHMRC has not established appropriate mechanisms to gain assurance over
all grant recipients’ compliance with the terms of funding agreements or MREA grant
recipients’ responses to the annual self-assessment compliance survey. Both of these are listed
as controls for external risks related to the NHMRC’s administration of grant programs. Except
for specific ICT controls, the NHMRC has not established a mechanism to review the
effectiveness of controls listed in the 2023-2025 Fraud and Corruption Risk Assessment.

Auditor-General Report No.9 2024-25
Fraud Control Arrangements in the National Health and Medical Research Council

34



Oversight and management of fraud risks

2.39 Table 2.3 presents an assessment of the NHMRC’s approach to applying the Fraud Rule and
Guidance in relation to fraud control plans.

Table 2.3: Compliance assessment — Fraud control plan

Standard?® Source Assessment Paragraphs

Fraud control plan developed Fraud Rule, paragraph 10(b) See paragraphs
and implemented that deals with 2.40t02.41
identified risks

Controls and strategies outlined | Fraud Guidance, paragraph See paragraphs
in the plan are commensurate 39 2.42 t0 2.55
with assessed fraud risks

Mechanisms established to Fraud Guidance, paragraphs See paragraphs
review and test controls 39 and 41 2.571t02.61

effectiveness on a regular basis

Key: @ Fully compliant 4 Partly compliant m Not compliant.

Note a: For non-corporate Commonwealth entities, the Fraud Rule and Policy are mandatory and the Fraud Guidance
is better practice.

Source: ANAO analysis of NHMRC documentation.

NHMRC'’s Fraud control plan

2.40 The 2023-2025 NHMRC Fraud and Corruption Control Plan identifies fraud and corruption
risks, and the controls and mitigating strategies to treat these risks.

2.41  Fraud risk controls are intended to reduce the likelihood of fraud or its impact.**
. Preventative fraud controls prevent or limit the size of the fraud risk by reducing the
likelihood and consequences of fraud.

° Detective fraud controls can help identify when fraud has occurred. If detected early, the
impact of fraud can be reduced.

Controls and strategies align with assessed fraud risks
Internal fraud risks

2.42  The majority of the NHMRC's preventative and detective controls for internal fraud risks, as
described in the risk assessment, are commensurate with the described risks. They are also largely
consistent with the Commonwealth Fraud Prevention Centre’s common fraud control types (see
paragraphs 3.17 and 4.15).%° In other cases, the NHMRC has:

° assigned preventative controls that are in effect detective controls and assigned a
detective control that is in effect a preventative control (see paragraph 3.14); and

° nominated elements of its operating environment as preventative controls without
including additional activities to embed these requirements into the agency’s operations
(see paragraph 3.13).

44  Definitions and descriptions of fraud risk controls are available from https://www.counterfraud.gov.au/fraud-
countermeasures [accessed 1 July 2024].

45 Common fraud controls are described at https://www.counterfraud.gov.au/fraud-
countermeasures?cmtfilter=prevention [accessed 10 July 2024].
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External fraud risks

2.43  Four of the seven external fraud and corruption risks relate to the administration of the
NHMRC'’s grants programs. The Commonwealth Grant Rules and Guidelines 2017 state that probity
and transparency in grants administration is achieved by ensuring, among other things:

that grants administration by officials and grantees incorporates appropriate safeguards against
fraud, unlawful activities and other inappropriate conduct.*®

2.44  The recipients of grants administered by the NHMRC are universities, research institutes or
other organisations that have been assessed as eligible by the NHMRC.

2.45 Eligible grant recipients enter into a funding agreement with the NHMRC that, among other
things, requires them to conduct ‘research activities in an ethical manner in accordance with
NHMRC approved standards and guidelines and all applicable Australian Government and State and
Territory laws and regulations’.*” The NHMRC’s approved standards includes the 2018 Australian
Code for the Responsible Conduct of Research (the Code).*®

2.46 The Code is supported by guides, including the 2018 Guide to Managing and Investigating
Potential Breaches of the Australian Code for the Responsible Conduct of Research (the Guide).*
The Guide defines a breach as a failure to meet the principles and responsibilities of the Code and
provides examples, including ‘Fabrication, falsification, misrepresentation ... Falsification and/or

misrepresentation to obtain funding’.>®

2.47 If an allegation of misconduct or of a potential breach of the Code is made in relation to
research activities funded by the NHMRC, the grant recipient must notify the NHMRC in accordance
with the 2019 NHMRC Research Integrity and Misconduct Policy. It provides that grant recipients
must notify the NHMRC if they have received an allegation of fraud that relates to NHMRC funding:

as soon as possible and within one week of a decision by a senior employee of the grant recipient
that the allegations warrant formal investigation.®!

2.48 In practice, the NHMRC only receives notification of allegations in accordance with the
flowchart in the 2019 NHMRC Research Integrity and Misconduct Policy. The flowchart sets out the
notifications to be made to the NHRMC for research integrity matters, which may include fraud.

46 Commonwealth Grant Rules and Guidelines 2017, available from
https://www.finance.gov.au/sites/default/files/2019-11/commonwealth-grants-rules-and-guidelines.pdf
[accessed 10 July 2024].

47 The NHMRC's funding agreements are available from https://www.nhmrc.gov.au/funding/manage-your-
funding/nhmrc-funding/funding-agreement [accessed 3 July 2024] and
https://www.nhmrc.gov.au/funding/manage-your-funding/mrff-funding/mrff-eligible-organisations [accessed
21 August 2024].

48 The Code ‘establishes a framework for responsible research conduct that provides a foundation for high-quality
research’, Australian Code for the Responsible Conduct of Research, 2018, p. 1. The co-authors of the Code are
the NHMRGC, the Australian Research Council and Universities Australia. Universities Australia is an organisation
representing 39 Australian universities, including through membership of government and industry-appointed
bodies, available from https://universitiesaustralia.edu.au/about/who-we-are/ [accessed 3 July 2024].

49 The National Health and Medical Research Council, the Australian Research Council and Universities Australia,
Guide to Managing and Investigating Potential Breaches of the Australian Code for the Responsible Conduct of
Research, 2018, p. 4.

50 ibid.
51 NHMRC, Research Integrity and Misconduct Policy, 2019, p. 11.
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Oversight and management of fraud risks

The flowchart shows that no notification is required to be made to the NHMRC if the complaint
made to the grant recipient does not proceed to preliminary assessment or investigation. The
threshold for undertaking a formal investigation and therefore for notifying the NHMRC is a matter
for the grant recipient to decide. The flowchart is inconsistent with the notification requirements
set out within the 2019 NHMRC Research Integrity and Misconduct Policy. By adopting the
terminology from the Code, such as ‘research misconduct’ and ‘misuse of research funds’, the
NHMRC has not documented the relationship between academic related misconduct and the risk
of fraud and corruption. The current identification and description of fraud risks focuses on the risks
associated with the quality of research produced by grant recipients, rather than on the risk of
misappropriation of public resources provided by way of grant funding. The NHMRC has not
provided clear guidance or procedures for grant recipients to notify the NHMRC of all instances of
suspected grant fraud. As a result, the NHMRC does not have accurate or reliable data upon which
to properly assess grant related fraud risks.

2.49 Grant recipients are identified as the potential source for the majority of the external risks
in the 2023-2025 Fraud and Corruption Risk Assessment. The NHMRC's reliance on non-mandatory
reporting to the NHMRC of suspected fraud diminishes the NHMRC’s ability to assess, detect and
manage suspected fraud by grant recipients. The controls identified in the risk assessment do not
seek to mitigate this risk.

2.50 The descriptions of the controls for four of the NHMRC’s external fraud risks and one
internal risk were assessed by the ANAO for alignment with the guidance contained within the
Commonwealth Fraud Prevention Centre’s catalogue of fraud controls.>?

2.51 The majority of controls for the internal fraud risk are aligned with the fraud control
catalogue and commensurate with the cause of the identified risk. The controls included the
separation of duties (preventative control) and audit-logging of the financial management
information system (detective control).

2.52  The controls for the four external risks are aligned with the fraud control catalogue. Not all
the controls are commensurate to the identified fraud risks. Two detective controls rely on grant
recipients reporting suspected fraud, which only occurs if they decide to proceed with an
investigation (see paragraph 2.48). Six preventative controls rely on information provided by the
grant recipient themselves:

. an attestation provided upon application to become eligible to receive MREA grants, that
the potential grant recipient:

- complies with all relevant Commonwealth and state legislation;

52 The four external fraud risks were ‘Misuse of research grant funds’, ‘Poor management by Administering
Institutions’, ‘Provision of false or misleading information to NHMRC’ and ‘Theft and misuse of application
data’.

The one internal fraud risk was ‘Unauthorised payments from the Medical Research Endowment Account or
NHMRC delivered Medical Research Future Fund’.

The Commonwealth Fraud Protection Centre publishes descriptions of fraud controls and maintains a fraud
control catalogue for the assistance of Commonwealth entities, available from
https://www.counterfraud.gov.au/fraud-countermeasures [accessed 8 July 2024].
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- has sufficient and available resources for the administration and acquittal of
Commonwealth funds in accordance with the NHMRC’s MREA Funding Agreement;

- has a current risk management plan, and the capacity to comply with the
requirements of the Australian Code for the Responsible Conduct of Research and
the NHMRC's requirements for notification of research integrity matters; and

- has policies, procedures and training, staffing and infrastructure in place to ensure
any officer of the institution is not involved in any activities involving dishonesty
including potential misappropriation of monies®3;

. an attestation, provided upon application to become eligible to receive MRFF grants, that
the potential grant recipient ‘has, or if successful in securing an MRFF grant would be able
to put in place, the ability to meet all obligations under the MRFF Grant Opportunity
Guidelines and Funding Agreement, to support the administration of MRFF funding and
the conduct of MRFF-funded research’?;

. detecting and reporting discrepancies in grant payments made to them by the NHMRC;
and
° MREA grant recipients providing responses to the NHMRC’s IACR (see paragraph 2.10).

The MRFF funding agreement does not require MRFF grant recipients to complete an
equivalent survey.

2.53 The NHMRC's Institutional Annual Compliance Report (the Compliance Survey Report)
dated September 2023 analysed the responses to the 2022 annual compliance survey of all 101
MREA grant recipients. The Compliance Survey Report assigned each respondent a compliance
rating, identified those at risk of not complying with policies, and recommended actions that
NHMRC could take to raise awareness of compliance issues and the need to remain compliant to
retain their eligibility. The Compliance Survey Report is completed nine months after the calendar
year surveyed.

2.54 The IACR survey did not seek information on the fraud controls of MREA grant recipients,
including arrangements they have in place for possible fraud to be identified and whether any
suspected fraud incidents have been reported. Nor did it ask MREA grant recipients whether they
had conducted independent audits or reviews of their fraud compliance frameworks and to provide
the NHMRC with the outcomes of such. Timely information on all grant recipients’ fraud control
framework and monitoring activities would improve the NHMRC's ability to assess fraud risks.

53 NHMRC, Administering Institution Status Application Form, version 4, 14 September 2023, pp. 9-11, available
from https://www.nhmrc.gov.au/funding/manage-your-funding/nhmrc-funding/administering-institutions
[accessed 8 July 2024].

54  NHMRC, MRFF Eligible Organisation (EO) Status Certification Form, p. 9, available from
https://www.nhmrc.gov.au/funding/manage-your-funding/mrff-funding/mrff-eligible-organisations [accessed
21 August 2024].
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Oversight and management of fraud risks

Recommendation no. 2

2.55 The National Health and Medical Research Council implement risk-based mechanisms to
gain independent assurance of the effectiveness of grant recipients’ fraud risk controls.

National Health and Medical Research Council response: Agreed.

2.56 NHMRC will implement independent risk-based assurance of the effectiveness of grant
recipients’ fraud risk controls that complements current assurance activities.

Review and testing of control effectiveness
Updates to the fraud control plan

2.57 The 2023-2025 Fraud and Corruption Control Plan includes two significant updates when
compared to the 2020-2022 Plan. These are:

° references to corruption, consistent with the provisions of the National Anti-Corruption
Commission Act 2022; and

. the inclusion of an additional high fraud risk arising from cybersecurity threats including
hacking, malware, on-selling data and identity theft.

2.58 The 2023-2025 Fraud and Corruption Control Plan states that:

Specific individuals or sections of NHMRC are responsible for implementing each control action,
within the agreed timeframe.

Responsibility is not further specified and senior officers who have been assigned responsibilities
for managing the controls identified in the risk assessment are not listed. Responsibility for the
mitigating strategy for selected risks is specified.

Regular testing of fraud control effectiveness

2.59 Paragraphs 39 and 41 of the Fraud Guidance provide that mechanisms be established to test
control effectiveness on a regular basis, to help ensure that ‘control systems remain appropriate,
cost-effective and proportionate to the actual risks they are addressing’. The 2024 Commonwealth
Fraud and Corruption Control Framework requires control effectiveness testing.>®

2.60 The NHMRC has not tested the effectiveness of the controls listed in its Fraud and
Corruption Control Framework with the exception of the activities listed below in relation to specific
ICT controls:

. Penetration testing of systems supporting external access through NHMRC portals
commenced in May 2023 and concluded in May 2024. The testing was relevant to controls
for seven of the NHMRC’s 27 fraud risks. Minor vulnerabilities were identified and referred
for management and mitigation within six weeks of the date of the report. The Executive
Board was not briefed on the outcome of the testing or the recommended mitigation
work.

55 Attorney-General's Department, Commonwealth Fraud and Corruption Control Framework 2024, AGD, 2024,
p.11.
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. Phishing simulations were conducted in January 2024 and found a significant
improvement in the ability of NHMRC's staff to recognise a phishing email, when
compared to the results of the previous simulation conducted in April 2023.

Recommendation no. 3

2.61 The National Health and Medical Research Council plan and undertake regular
assessments and testing of the effectiveness of the controls and mitigating strategies listed in its
Fraud and Corruption Control Plan.

National Health and Medical Research Council response: Agreed.

2.62 NHMRC will streamline and document its fraud control assessment protocols and
implement regular testing of its controls and mitigation strategies.
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3. Fraud prevention and integrity culture

Areas examined

This chapter examines whether the National Health and Medical Research Council (NHMRC)
has established appropriate mechanisms to prevent fraud and promote a culture of integrity.

Conclusion

The NHMRC has established partly appropriate mechanisms to prevent fraud and promote a
culture of integrity. The NHMRC included preventative controls for all risks identified in its
2023-2025 Fraud and Corruption Control Risk Assessment. The controls have not been
assessed for their appropriateness or effectiveness. Fraud awareness training and relevant
resources are provided to all staff. External stakeholders are made aware of the NHMRC's
processes for managing fraud risks through various publications on its website. The NHMRC's
monitoring of compliance with annual fraud awareness training provides reasonable assurance
to the accountable authority of the completion rate. No arrangements have been put in place
to ensure that the NHMRC staff who identify, assess and manage fraud risks or investigate
suspected fraud have the relevant training or qualifications or undertake ongoing professional
development.

Area for improvement

The ANAO made one recommendation aimed at ensuring fraud control staff are appropriately
trained.

3.1 The 2017 Commonwealth Fraud Control Framework requires accountable authorities to
establish appropriate mechanisms for preventing fraud, including by ensuring that entity officials
are made aware of what constitutes fraud°®, and that officials engaged in fraud control activities
receive appropriate training or attain necessary qualifications.>’ Grants administration by officials
and grantees should incorporate appropriate safeguards against fraud and should comply with the
Fraud Rule.”® The Fraud Guidance states that ‘Fraud prevention involves putting into place effective
accounting and operational controls, and fostering an ethical culture that encourages all officials to
play their part in protecting public resources.”>®

56 AGD, Commonwealth Fraud Control Framework, AGD, 23 August 2017, p. Al, available from
https://www.ag.gov.au/sites/default/files/2020-03/CommonwealthFraudControlFramework2017.PDF
[accessed 18 March 2024].

57 AGD, Commonwealth Fraud Control Framework, AGD, Canberra, 23 August 2017, p. B2, available from
https://www.ag.gov.au/sites/default/files/2020-03/CommonwealthFraudControlFramework2017.PDF
[accessed 18 March 2024].

58 Department of Finance, Commonwealth Grants Rules and Guidelines 2017, Finance, 24 July 2023, paragraphs
13.3 to 13.5, available from https://www.finance.gov.au/sites/default/files/2019-11/commonwealth-grants-
rules-and-guidelines.pdf [accessed 15 October 2024]. Non-corporate Commonwealth entities (NCCEs)
undertake grants administration based on the mandatory requirements and key principles of grants
administration in the Commonwealth Grants Rules and Guidelines (CGRGs). Paragraph 13.4 of the CGRGs is
mandatory for NCCEs, while paragraph 13.5 is better practice for NCCEs.

59 AGD, Commonwealth Fraud Control Framework, AGD, Canberra, 23 August 2017, p. C12, available from
https://www.ag.gov.au/sites/default/files/2020-03/CommonwealthFraudControlFramework2017.PDF
[accessed 18 March 2024].
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Have appropriate mechanisms been established to prevent fraud?

The NHMRC’s 2023-2025 Fraud and Corruption Control Risk Assessment includes preventative
controls for all identified risks. Preventative controls for internal fraud risks directly relate to
the cause of the risk. Preventative controls for external fraud risks largely relate to education
and guidance materials for grant recipients and expected compliance with the NHMRC funding
agreement. The NHMRC has not assessed the appropriateness and effectiveness of its
preventative controls for fraud risks. Fraud risks are considered in the development of new
grant guideline opportunities. The fraud risks were not reviewed following a change in ICT
systems or based on the results of the annual compliance review for grant recipients. There
are inconsistencies in the NHMRC’s procedures for staff on preventing, detecting and dealing
with fraud. The NHMRC's strategies to mitigate the risk of fraud are stronger for internal fraud
risks than external fraud risks.

3.2 Table 3.1 presents an assessment of the NHMRC’s approach to applying the Fraud Rule,
Guidance and Policy in relation to fraud prevention.

Table 3.1: Assessment against the Fraud Framework — Fraud prevention

Entity maintains appropriately Fraud Policy, paragraph 1 See paragraph
documented instructions and 3.3
procedures to assist officials to
prevent, detect and deal with

fraud

Entity has considered strategies | Fraud Guidance, paragraph ‘ See paragraph
to mitigate the risk of identity 42 3.4

fraud

Entity has developed Fraud Rule, paragraph See paragraphs
mechanisms to ensure fraud risk | 10(c)(ii) 3.5t03.9

is considered in planning and
conducting entity activities

Entity’s preventative controls are | Fraud Rule, paragraph 10(c) See paragraphs
appropriate and effective® 3.10t0 3.24
Key: @ Fully compliant 4 Partly compliant m Not compliant.

Note a: For non-corporate Commonwealth entities, the Fraud Rule and Policy are mandatory and the Fraud Guidance
is better practice.

Note b: ANAO did not test the effectiveness of the controls. The analysis is based on the NHMRC's description of the
controls in their 2023-2025 Fraud and Corruption Risk Assessment.

Source: ANAO analysis of NHMRC documentation.

Documented instructions to prevent, detect and deal with fraud

33 The 2023-2025 NHMRC Fraud and Corruption Control Framework sets out the mechanisms
to assist officials to prevent and detect fraud across the agency. It also includes a fraud incident
reporting form and a flowchart of the processes for dealing with a suspected fraud. The flowchart
refers to alleged or suspected fraud to be assessed and investigated by NHRMC, not that by a grant
recipient (see paragraphs 4.23 to 4.25). The flowchart does not include the steps to be undertaken
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Fraud prevention and integrity culture

in relation to a Medical Research Future Fund (MRFF) grant managed by NHMRC on behalf of the
Department of Health and Aged Care (see paragraph 2.8).

Mitigating the risk of identity fraud

3.4 The NHMRC utilises the Australian Government’s document verification service for identity
documents for of all new staff employed by the agency.

Fraud risk considered within NHMRC's activities

3.5 The ANAO examined a selection of NHMRC risk assessments of its proposed grant guidelines
for the 2024 Investigator, Synergy and ldeas grants programs. The selected assessments addressed
the three broad categories of risk in respect of grants programs as set out in the 2017
Commonwealth Grant Rules and Guidelines (CGRGs), including fraud risks relating to ‘grant program
or grant opportunity risk; grantee risk; and grant activity risk’.6°

3.6 For example, the 2024 Grant Guidelines Risk Assessment for the Ideas Grants program
included the risk that:

NHMRC is unable to prevent and investigate cases of research misconduct, unethical research,
fraud or misrepresentation by researchers.

3.7 The risk was assessed as having a possible likelihood and a major consequence, resulting in
a high risk rating. Risk mitigation strategies listed in the risk assessment included grant recipients’
compliance with the terms of the NHMRC Funding Agreement and relevant ethical standards and
approvals; the ‘rigorous review’ of applications by NHMRC officials and by experts; compliance with
the Australian Code for the Responsible Conduct of Research 2018%%; and the monitoring of
performance through self-assessment Institutional Annual Compliance Reports (IACR) (see
paragraphs 2.52 to 2.54).

3.8 The grant opportunity risk assessment noted 'Fraud or misrepresentation in the area is
typically rare'. The grant opportunity risk assessment was conducted after the 2023-2025 Fraud
and Corruption Risk Assessment was completed but did not refer to the fraud risks identified in the
2023-2025 Fraud and Corruption Control Plan or the controls for those risks. The assessments did
not refer to the external fraud risk of ‘Provision of false or misleading information to NHMRC’ which
was rated with medium current risk rating.

3.9 Following receipt of the IACR, the NHMRC undertakes a desktop review of the responses to
ensure completeness and produces a report summarising the outcomes of the surveys (see
paragraphs 2.52 to 2.54) and a risk assessment report with recommendations to improve grant
recipients’ compliance with funding agreements (see paragraph 2.10). The risk assessment report
is provided to the Executive Board. Neither the NHMRC's analysis of the responses contained within
the IACRs, nor any follow-up action taken by NHMRC, is used to assess fraud risks relating to grant
recipients.

60 Department of Finance, Commonwealth Grants Rules and Guidelines 2017, p. 18, paragraph 7.8.

61 The Code is available from https://www.nhmrc.gov.au/about-us/publications/australian-code-responsible-
conduct-research-2018 [accessed 1 July 2024].
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Appropriateness and effectiveness of preventative controls

3.10 The NHMRC has assigned 166 preventative controls for the 27 fraud risks identified in the
NHMRC Fraud and Corruption Control Plan. The NHMRC rated 102 preventative controls as
‘effective’ and 64 as ‘moderately effective’.

Internal fraud risks

3.11 The NHMRC's fraud risk assessment identified 20 internal fraud risks: 15 were assigned a
medium current risk rating and five were assigned a low current risk rating. The majority of the
NHMRC's preventative fraud controls, as described in the risk assessment, relate directly to the root
cause of the identified risk they are intended to control. Of the 121 listed preventative controls for
internal risks, the risk assessment stated 82 (or 68 per cent) were effective and 39 controls (or
32 per cent) were moderately effective.

3.12 The majority of the NHMRC’s preventative controls for internal fraud risks are consistent
with the Commonwealth Fraud Prevention Centre’s catalogue of fraud controls.®?

° The segregation of duties for 15 controls. For example, invoices are entered into the
financial management system by one officer, payment can only be approved by another
officer.

. System workflows for two controls. For example, cheques require two signatories.

° Defined decision-making powers for 18 controls. For example, a designated delegate

needs to approve and sign off on all procurement documents.

° System or physical access controls for 15 controls, sometimes in conjunction with defined
decision-making powers. For example, spare and loan IT equipment is kept secured in the
ICT secure storage locations with access limited to authorised staff and the NHMRC service
provider.

° Vouching for two controls. For example, physically confirming the receipt of goods before
raising a request for payment.

° Maintaining accurate information and data for three controls. For example, maintaining
registers of approved vendors to whom payments can be made through the financial
management system.

. Regular review for eight controls. For example, the annual review of each credit card
holder to ensure business requirements are still current.

° Self-disclosure and reporting processes for three controls. For example, by requiring a
declaration of interest from all contractors upon commencement, annually and at any
time the need arises.

° Identity checks are cited as controls for four risks and police checks are applied to 13 risks
as suitability assessments for new staff and labour hire engagements.

. Procedural guidance and staff training are cited as controls for 10 risks.

3.13 Controls that directly affect a risk are distinct from elements of the normal operating
environment that may indirectly impact on risk. For example, as a non-corporate Commonwealth

62 Common fraud controls are described at https://www.counterfraud.gov.au/fraud-countermeasures [accessed
10 July 2024].
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entity that employs staff under the Public Service Act 1999, the Australian Public Service (APS) Code
of Conduct is part of the NHMRC's operating environment. The ‘expectation of following the APS
Code of Conduct and PGPA Act duties of officials’ is listed as a preventative control for 20 risks. In
the absence of additional activities that embed these requirements into the agency’s operations,
such as specific training, policies and procedures or restrictions on systems access restrictions, the
expectation of compliance alone is not an effective preventative control.

3.14 For seven risks, the risk assessment lists a preventative control, such as the monthly
acquittal of credit card purchases, that is in effect a detective control. One control listed as
detective, the dual sign-off before a grant payment run can be completed, is in effect a preventative
control.

External fraud risks

3.15 The NHMRC's fraud risk assessment included seven external fraud risks, of which four are
rated high and three are rated medium. Three of the NHMRC's high rated external fraud risks relate
to the grant programs it administers, which accounted for $1.5 billion expenditure in 2022-23 (see
paragraphs 1.19 and 1.20).

3.16  Of the 45 listed preventative controls for external risks, 20 controls (or 44 per cent) were
stated as effective and 25 controls (or 56 per cent) were moderately effective.

3.17 The 20 preventative controls that the NHMRC assessed as effective are consistent with the
Commonwealth Fraud Prevention Centre’s catalogue of fraud controls®3:

o seven relate to cybersecurity threats (through measures such as system or physical access
controls);

. three involve identifying conflicts of interest (self-disclosure); and

. three involve the independent peer assessment of grant applications (expert oversight).

3.18 The remaining preventative controls that the NHMRC assessed as effective took the form of
procedural instructions or guidance, consistent with the contractual clauses category within the
Commonwealth Fraud Prevention Centre’s catalogue of fraud controls, including:

. providing grant recipients with cost guidelines and the answers to frequently asked
guestions on the NHMRC website;

° reminding grant recipients of their responsibilities through the NHMRC website, the
annual compliance self-assessment survey, emails and conferences;

° reminding grant recipients not to misuse research funds in the text of the grant funding
schedule attached to the grant recipient’s funding agreement;

. relying on grant recipients to adhere to the terms of their funding agreements with the
NHMRC; and

63 Common fraud controls are described at Commonwealth Fraud Prevention Centre, Discover the common
fraud control types, available from https://www.counterfraud.gov.au/fraud-
countermeasures?cmtfilter=prevention [accessed 10 July 2024].
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° relying on grant recipients to adhere to the Australian Code for Responsible Conduct of
Research.®*

3.19 Of the 25 preventative controls that the NHMRC reported as moderately effective, 21 were
consistent with the Commonwealth Fraud Prevention Centre’s catalogue of fraud controls,
including (among others) six cyber and ICT security controls and three conflict-of-interest controls.
In other instances, the NHMRC:

° twice listed elements of its operating environment as preventative controls without the
benefit of additional activities to embed these requirements into the agency’s operations
(see paragraph 3.13); and

° listed two controls that were detective rather than preventive.

3.20 The NHMRC relies on grant recipients to certify the particulars of grant applications, and to
make reasonable efforts to ensure they are complete and correct and comply with all eligibility and
other application requirements. The NHMRC advised the ANAO in April 2024 that it conducts
preliminary checks based on information it has about the researchers on file and other public
information to verify their identities. The standard operating procedures for registering grant
recipients in the grants management systems do not include details of such checks.

3.21 Six of the preventative controls in relation to the NHMRC's external fraud risks rely on the
cooperation of the grant recipient. The effectiveness of such controls, and in turn the accuracy of
the risk assessment, is substantially reduced when the NHMRC has insufficient data and evidence
with which to gain assurance over grant recipients' compliance with the funding agreement (see
paragraphs 2.52 to 2.54).

3.22 There is no instruction or guidance material that sets out how the controls listed in the
NHMRC's fraud risk assessment were assessed for effectiveness, or the decision-making criteria as
to whether the conclusion should be reported as effective or moderately effective (see paragraph
2.20). There is no evidence the ratings of effective and moderately effective have been confirmed
by any regular assessment or evaluation.

3.23 As discussed at paragraph 2.60, the NHMRC has not tested the effectiveness of controls,
with the exception of the specific ICT testing. The NHMRC has not undertaken routine or periodic
testing of controls with a view to establishing that they are appropriate, commensurate to the fraud
risk and have been effectively implemented.

3.24 The absence of such testing limits the assurance the accountable authority can gain over the
accuracy of the risk assessment and the appropriateness and effectiveness of the 2023-2025 Fraud
and Corruption Control Plan, particularly in relation to the risks associated with the grant programs
administered by the NHMRC.

64 National Health and Medical Research Council, Australian Research Council and Universities Australia,
Australian Code for the Responsible Conduct of Research 2018, available from
https://www.nhmrc.gov.au/about-us/publications/australian-code-responsible-conduct-research-2018.
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Are appropriate mechanisms in place to promote fraud awareness and
a culture of integrity?

The NHMRC has fraud related guidance materials on its intranet. Fraud awareness training
must be completed by staff upon commencement with the entity and refreshed on an annual
basis. As at 30 June 2024, 189 of 244 staff had completed fraud awareness training,
representing 77.5 per cent of the NHMRC's total workforce. One of six senior executive service
officers had completed this training. The NHMRC publishes its Research Integrity and
Misconduct Policy on its website, which includes a section on fraud and other misconduct. The
NHMRC’s website also allows anonymous reports of fraud to be provided. The NHMRC has not
evaluated the effectiveness of its fraud awareness training.

3.25 Table 3.2 presents an assessment of the NHMRC’s approach to applying the Fraud Rule and
Guidance in relation to fraud awareness and developing a culture of integrity.

Table 3.2: Assessment against the Fraud Framework — Fraud awareness

Standard? Source Assessment ‘ Paragraphs
Entity has developed Fraud Rule, paragraph ‘ See paragraph 3.26
appropriate mechanisms to 10(c)(i)

ensure staff are aware of what
constitutes fraud, such as a
strategy statement or control
plan accessible to staff

Fraud Guidance,
paragraphs 36 and 44

Entity has developed suitable | Fraud Guidance, paragraph See paragraphs 3.27
fraud and integrity training for | 46 to 3.29

staff

Entity has established Fraud Guidance, ‘ See paragraphs 3.30
outreach programs to inform paragraphs 49, 59 and 60 to 3.34

clients, providers and the
public about its fraud control
arrangements

Entity has undertaken Fraud Guidance, paragraph B See paragraph 3.35
monitoring and evaluation of 47
the effectiveness of fraud and
integrity awareness initiatives

Key: @ Fully compliant 4 Partly compliant m Not compliant.

Note a: For non-corporate Commonwealth entities, the Fraud Rule and Policy are mandatory and the Fraud Guidance
is better practice.

Source: ANAO analysis of NHMRC documentation.
Fraud awareness

3.26 The NHMRC's intranet, which is available to all staff, has a page titled ‘Fraud and Corruption
Control’. This page:

° provides definitions of fraud and corruption control;

° provides links to the NHMRC 2023-2025 Fraud and Corruption Control Framework and
Plan, which include definitions of ‘fraud’ and ‘corruption’;
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. advises that all NHMRC staff are required to complete mandatory training on Learnhub
and to refresh their training each November;

° names the NHMRC Fraud and Corruption Control Officer;

° advises staff what to do if a staff member has a concern about suspected internal or
external fraudulent conduct; and

° provides links to the Fraud Incident Report template, the Fraud Reporting Checklist, and
the Grants Administration Counter Fraud Toolkit (prepared by the Commonwealth Fraud
Prevention Centre).

Fraud and integrity training

3.27 The NHMRC's mandatory training package includes fraud awareness training to be
completed upon induction and then annual refresher fraud awareness training. The requirement to
complete mandatory refresher training each November is timed to coincide with the Australian
Government’s annual Fraud Awareness Week and reminder emails are sent to all staff.

3.28 The NHMRC reported to the Australian Institute of Criminology, as part of the annual fraud
census, that 140 staff had completed fraud awareness training in 2022-23.%°

3.29 The NHMRC advised the ANAO that, as at 30 June 2024, 189 of 244 staff had completed
fraud awareness training. This represents 77.5 per cent of the NHMRC’s total workforce, which
includes staff on extended leave. One of six senior executive service officers had completed this
training. There is no process in place to ensure that the officials who have been delegated
responsibility for fraud risk management (including the General Manager, Chief Financial Officer,
Executive Directors and Deputy Chief Financial Officer) undertake the mandatory refresher training
or undertake additional training.

Outreach programs

3.30 The NHMRC's 2023-2025 Fraud and Corruption Control Framework is available on its
website.®®* The NHMRC’s website also provides information on policies with which grant recipients
must comply, including the Australian Code for the Responsible Conduct of Research and the
NHMRC Research Integrity and Misconduct Policy.®” The Research Integrity and Misconduct Policy
includes a grant recipient’s responsibilities in relation to an alleged fraud and the steps the NHMRC
undertakes when allegations of such misconduct are made.

3.31 The NHMRC’s website states:

NHMRC does not investigate allegations of research misconduct or potential breaches of the
Australian Code for the Responsible Conduct of Research 2018 (the Code). This is the responsibility
of the relevant research institution, as stated in the Code.®®

65 NHMRC reported in its 2022-23 annual report that it has 232 staff. NHMRC, Annual Report 2022-23, p. iii.

66 NHMRC Fraud and Corruption Control Framework 2023-2025, available from
https://www.nhmrc.gov.au/sites/default/files/documents/attachments/resources/NHMRC-Fraud-and-
Corruption-Control-Framework-2023-2025.pdf [accessed 30 June 2024].

67 NHMRC Research Integrity and Misconduct Policy 2019, available from https://www.nhmrc.gov.au/about-
us/resources/nhmrc-research-integrity-and-misconduct-policy [accessed 30 June 2024].

68 NHMRC website, available from https://www.nhmrc.gov.au/research-policy/research-integrity/our-policy-
research-integrity [accessed 20 June 2024].
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3.32 A downloadable fact sheet on research integrity on the NHMRC’'s webpage provides
information in relation to both allegations of research integrity and fraud.®® The fact sheet states
that an allegation of fraud related to NHMRC funding can be provided directly to the NHMRC by
email (email address provided) and that:

Allegations of fraud may overlap with complaints or allegations that a researcher may have
breached the Code (for example, where it is alleged that falsified data were used in a grant
application). If this is the case, the allegations may trigger an institutional investigation of a
potential breach of the Code, and may also be considered by the Fraud Control Officer under the
provisions of the Fraud Control Framework.

3.33 In June 2024, the NHMRC updated its website to allow members of the public to report
complaints and misconduct anonymously through the ‘contacts’ page.”® From 15 July 2024, the
research integrity page of NHMRC's website was updated to refer to this option for making
complaints.”! As at 27 July 2024 the NHMRC research integrity factsheet had yet to be updated to
reflect this change.

3.34 The NHMRC's funding agreement with grant recipients contains provisions that require
them to notify the NHMRC of potential breaches of the Australian Code for the Responsible Conduct
of Research, including fraud.

Monitoring and evaluation of fraud awareness initiatives

3.35 The NHMRC has not evaluated the effectiveness of the fraud and integrity training provided
to staff.

Has appropriate training been provided to officials with fraud control
responsibilities?

The NHMRC does not oversee fraud investigations conducted by grant recipients or gain
assurance they have been undertaken by qualified investigators. No NHMRC staff are qualified
to conduct investigations. The NHMRC's staff who identify, assess and manage fraud risks do
not have the relevant fraud control training or qualifications. The NHMRC does not have a plan
in place for the professional development of staff involved in fraud control activities.

3.36 Table 3.3 presents an assessment of the NHMRC’s approach to applying the Fraud Rule,
Guidance and Policy in relation to training and qualifications for officials with fraud control
responsibilities.

69 NHMRC, Factsheet 1: What should | do if | suspect a researcher may be doing the wrong thing, available from
https://www.nhmrc.gov.au/research-policy/research-integrity/our-policy-research-integrity [accessed
3 July 2024].

70  Contact Form, Complaints and Reports available from https://www.nhmrc.gov.au/about-us/contact-us,
[accessed 20 June 2020].

71 NHMRC, Our policy on research integrity — Anonymous reports — fraud and corruption, available from

https://www.nhmrc.gov.au/research-policy/research-integrity/our-policy-research-integrity [accessed
27 July 2024].
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Table 3.3: Assessment against the Fraud Framework — Fraud training

Standard?® Source Assessment Paragraphs

Entity fraud investigations are Fraud Policy, paragraph 9 [ | See paragraphs
carried out by appropriately 3.37t0 3.40
qualified staff or external

investigators

Entity ensures officials primarily | Fraud Policy, paragraph 2 See paragraphs
engaged in fraud control 3.41103.43
activities possess or attain
relevant qualifications or training
to effectively carry out their

duties
The entity’s fraud control Fraud Guidance, paragraph See paragraphs
officials have completed a 56 3.41103.43

Certificate IV in Government
Security or Diploma of
Government (Fraud Control)

The entity’s fraud control Fraud Guidance, paragraph See paragraph
officials undertake ongoing 57 3.42
professional development

Key: @ Fully compliant 4 Partly compliant m Not compliant.

Note a: For non-corporate Commonwealth entities, the Fraud Rule and Policy are mandatory and the Fraud Guidance
is better practice.

Source: ANAO analysis of NHMRC documentation.

Fraud investigator qualifications

3.37 The 2022 Australian Government Investigations Standards (AGIS) provide that, for
investigations within the Australian Government, ‘a vocational and educational training (VET)
gualification must be obtained, unless another qualification or internal training is determined as
equivalent’.”? Australian recognised qualifications are: Certificate IV in Government Investigations;
Diploma of Government Investigations; or Advanced Diploma of Government Investigations.” The
AGIS identifies the Certificate IV as the foundational qualification and the Diploma as the
supervisory qualification.”* The AGIS provides that ‘entities must ensure foundational qualifications
(or equivalency) are obtained prior to supervisory qualifications.’”>

3.38 No NHMRC staff are qualified to undertake fraud investigations. In March 2024 the NHMRC
advised the ANAO that, if it needed to conduct such an investigation, it would engage appropriately
gualified investigators. Consistent with the requirements of the 2017 Commonwealth Fraud Control
Framework, the 2023—-2025 Fraud and Corruption Control Plan states that external providers
engaged by the NHMRC to undertake fraud investigations must meet at least the minimum

72  The Australian Government Investigations Standards — October 2022, The Australian Government
Investigations Standards — October 2022, paragraph 1.3.1, p. 4, available from
https://www.ag.gov.au/sites/default/files/2022-12/Australian-Government-Investigations-Standard-2022.pdf
[accessed 6 June 2024].

73  ibid.
74  ibid.
75 ibid.
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competency requirements of a Certificate IV in Government (Fraud Control Investigation) or
Diploma of Government (Fraud Control Investigation).

3.39 The NHRMC's fraud incident registers recorded three reports of suspected external fraud
and no reports of suspected internal fraud between July 2022 and 31 May 2024 (see Table 1.6). In
June 2024, the NHMRC included in its 2023-24 fraud incident register other possible fraud matters
not previously recorded in its fraud incident registers. These were incidents that were under
preliminary examination. There were six such incidents for 2023-24, two of which involved a
potential internal fraud (see paragraph 4.31). The register recorded that none of these incidents
involved substantiated fraud as at 30 June 2024 (three had been closed and three, including the
two potential internal fraud related matters, were under review).

3.40 Allegations of fraud relating to grant recipients are investigated by the relevant institution,
not the NHMRC, although the NHMRC may undertake ‘preliminary assessments’ (see paragraph
4.30). The NHMRC has not overseen investigations by grant recipients in relation to suspected grant
related fraud or taken any steps to satisfy itself the investigation was conducted in accordance with
the Australian Government Investigations Standard.

Fraud control official qualifications

3.41 The Commonwealth Fraud Prevention Centre’s website lists the qualifications
recommended by the Commonwealth Fraud Control Framework for officials undertaking fraud
control activities and states’®:

Commonwealth officials primarily employed in fraud control should:
. receive additional training and obtain professional qualifications

. continue to have ongoing professional development to further develop and update their
expertise and skills

. refresh their knowledge and skills at least every three years.

3.42 In June 2024 the NHMRC advised the ANAO that, prior to May 2024, its Fraud and
Corruption Control Officers (FCCO) did not have ‘any specific training and/or qualifications’ and that
the current FCCO completed the Commonwealth Fraud Prevention Centre’s five-day Counter Fraud
Practitioner Training Program in May 2024.

3.43 No other NHMRC officials involved in fraud control activities, have the recommended
training and qualifications. This includes those officials with specific responsibilities listed in the
2023-2025 Fraud and Corruption Control and staff completing the fraud risk assessment,
developing procedural guidance for staff or with responsibility for the preventative and detective
controls for fraud risks.

Professional development relating to fraud control

3.44 The NHMRC did not have plans in place for the professional development of staff involved
in fraud and corruption activities.

76 Commonwealth Fraud Prevention Centre, Learn about training, available from
https://www.counterfraud.gov.au/access-tools-and-guidance/learn-about-training [accessed
6 September 2024].
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Recommendation no. 4

3.45 The National Health and Medical Research Council ensure that all its officials who identify,
assess and manage fraud and corruption risks possess the qualifications and skills required by the
Fraud Policy.

National Health and Medical Research Council response: Agreed.

3.46 NHMRC will ensure that officials who identify, assess and manage fraud and corruption
risks meet the requirements specified in the Fraud and Corruption Policy.
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4. Fraud detection and response

Areas examined

This chapter examines whether the National Health and Medical Research Council (NHMRC)
has established appropriate mechanisms to detect and respond to fraud.

Conclusion

The NHMRC has established partly appropriate mechanisms to detect and respond to fraud.
The NHMRC has not assessed the appropriateness or effectiveness of the detective controls
listed for the internal and external fraud risks identified in its 2023—2025 Fraud and Corruption
Control Plan. The detective controls relating to the NHMRC’s administration of grants do not
provide the NHMRC with assurance on the level of compliance with reporting and investigation
obligations placed on grant recipients under the NHMRC's funding agreement. By not requiring
that investigations by grant recipients are undertaken by a qualified investigator, the NHMRC's
procedures are inconsistent with the 2017 Commonwealth Fraud Control Framework. The
fraud and misconduct registers maintained by the NHMRC are not consistent with each other
and do not contain sufficient information to support informed decision-making and continuous
improvement activities. The NHMRC reported one instance of significant non-compliance and
advised the minister that it recovered grant funding associated with the one case where fraud
was substantiated in 2022—-23 and 2023-24.

Areas for improvement
The ANAO made one recommendation aimed at ensuring allegations of fraud are reported to
the NHMRC and investigations are undertaken by suitably qualified investigators. The ANAO

also suggested strengthening procedures relating to the closure of fraud incidents; and
strengthening the recording of instances of alleged fraud.

41 The 2017 Commonwealth Fraud Control Framework requires entities to have appropriate
mechanisms for detecting, investigating, recording and reporting incidents of fraud or suspected
fraud.”’

Have appropriate mechanisms been established to detect fraud?

The NHMRC listed detective controls for all but two of the risks identified in the 2023—-2025
Fraud and Corruption Control Risk Assessment. Detective controls for internal fraud risks
directly relate to the cause of the risk. Detective controls for external fraud risks largely require
the cooperation of grant recipients. Except for limited testing of ICT controls, the NHMRC has
not assessed the appropriateness and effectiveness of its detective controls for fraud risks. The
NHMRC has processes in place to receive anonymous reports of alleged fraud. A 2023-24 audit
of grant applications prior to the award of funding identified 11 applications which were
ineligible that had not been detected during the NHMRC’s standard application review
processes. The fraud risk assessment was not updated following the outcome of this audit.

77  Attorney-General’s Department, Commonwealth Fraud Control Framework, AGD, Canberra, 23 August 2017,
p. Al, available from https://www.ag.gov.au/sites/default/files/2020-
03/CommonwealthFraudControlFramework2017.PDF [accessed 18 March 2024].
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4.2 Table 4.1 presents an assessment of the NHMRC's approach to applying the Fraud Rule and
Guidance in relation to fraud detection.

Table 4.1: Assessment against the Fraud Framework — Fraud detection

Standard? Source Assessment Paragraphs

Entity has a process for staff and | Fraud Rule, paragraph 10(d) See paragraphs
other people to confidentially 43t04.4

report suspected fraud

Entity uses other measures (e.g. | Fraud Guidance, paragraph See paragraphs
internal reviews and audits, data | 62 4.51t04.10

mining and data matching) to
detect fraud

Entity’s detective controls are
appropriate and effective

See paragraphs

Fraud Rule, paragraph 10(d) 41110 4.21

Key: @ Fully compliant 4 Partly compliant m Not compliant.

Note a: For non-corporate Commonwealth entities, the Fraud Rule and Policy are mandatory and the Fraud Guidance
is better practice. ANAO did not test the effectiveness of the controls. The analysis is based on the NHMRC's
description of the control in their 2023—-2025 Fraud and Corruption Risk Assessment.

Source: ANAO analysis of NHMRC documentation.

Reporting processes for suspected fraud

4.3 The NHMRC's procedure for facilitating and dealing with public interest disclosures is
published on its website.”® The procedure is consistent with the provisions of the Public Interest
Disclosure Act 2013 (PID Act) and is intended to guide the consideration of and, where appropriate,
the investigation of public officials’ reports of alleged wrongdoing.

4.4 Reports of suspected grant fraud may be made directly to the NHMRC or the grant recipient.
The processes for reporting alleged fraud directly to NHMRC are set out in paragraphs 3.31 to 3.33.
The NHMRC first provided an avenue for anonymous tip-offs to be received via its website in
July 2024. Procedures for dealing with them are not yet on the website or in place within the
NHMRC (see paragraph 3.33).

Other measures to detect fraud

4.5 Risk assessments when planning and conducting entity activities are considered at
paragraphs 3.5 to 3.8.

4.6 In 2023-24 the NHMRC undertook an ‘audit’ of applications received for the 2024 round of
its Investigator Grants program.”® The review was undertaken prior to the award of funding for the
round. The review assessed a targeted sample of 32 of the 88 applications that relied upon a specific

78 The procedures are available from https://www.nhmrc.gov.au/about-us/resources/procedures-facilitating-
and-dealing-public-interest-disclosures-relating-nhmrc [accessed 18 May 2024].

79 This was an activity undertaken to generate information relevant to the NHMRC's grant program rather than a
specific fraud detection activity. The activity did not comply with auditing standards. In previous years, the
NHMRC reviewed records of the eligibility claims of a sample of two per cent of applicants for the Investigator
Grants. The 2022 sample review found no ineligible applicants and the 2023 review found an error in the
eligibility records provided for one applicant. These reviews were conducted prior to the award of funding.
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eligibility criterion for researchers.®% All grant applications included the following attestation by
Administering Institutions:

| confirm | hold evidence to support this [eligibility criteria] and am able to provide it to NHMRC if
requested.

4.7 During the review, the Administering Institution was required to provide the relevant
evidence for each of the sampled applications. The review identified 11 applications that did not
meet the tested eligibility criterion, after the NHMRC's usual checks did not identify eligibility issues.
In January 2024, following the review, the NHMRC advised these applicants that they proposed to
remove them from consideration for the grants.

4.8 The brief to NHMRC’s Executive Director stated:

As this was the first time NHMRC has conducted this check of all applicants relying upon [the
relevant eligibility criteria] to be eligible, and it identified 11 ineligible applicants, it is possible that
there have been applicants to previous rounds who would have also been ineligible had this check
been implemented earlier.

49 The report of this activity was not provided to the CEO or the Audit and Risk Committee. The
NHMRC did not reassess the fraud risk of ‘Provision of false or misleading information to NHMRC’,
which has a current risk rating of medium in its 2023—-2025 Fraud and Corruption Control Plan,
following the outcome of the review.

410 As at June 2024 the NHMRC was developing a new eligibility checking tool ‘to streamline
and improve eligibility compliance checking’. In June 2024 the NHMRC advised the ANAO that it
anticipates that it will be in operation for the 2025 Investigator Grant round commencing in
September 2024.

Appropriateness and effectiveness of detective controls

4.11 The NHMRC has listed 68 detective controls for 25 of the 27 identified fraud risks in the risk
assessment contained in its 2023—2025 NHMRC Fraud and Corruption Control Plan.®* The NHMRC
rated 47 detective controls as ‘effective’ and 21 as ‘moderately effective’.

Internal fraud risks

4.12 The NHRMC’s 2023-2025 Fraud Risk Assessment identified 56 detective controls for the 20
internal fraud risks, assessing 38 as ‘effective’ and 18 as ‘moderately effective’.

4.13 The majority of NHMRC's listed detective controls for internal fraud risks are consistent with
the Commonwealth Fraud Prevention Centre’s catalogue of fraud controls.??

° Audits and reviews — such as ICT auditing, tracking and reporting on particular sections
of the grants management system to determine when changes have been made, what was
changed and by whom.

80 The eligibility criterion tested was the same as that which a peer reviewer had found as the basis for a grant
application being ineligible in the 2023 round of the grant program.

81 No detective controls were nominated for the external risk ‘poor management by Administering Institutions’,
with a current risk rating of medium or for the internal risk ‘Recruitment - selection bias of delegate or panel
members’ with a current risk rating of medium.

82  Descriptions of common control types are available from https://www.counterfraud.gov.au/fraud-
countermeasures?cmtfilter=prevention [accessed 10 July 2024].

Auditor-General Report No.9 2024-25
Fraud Control Arrangements in the National Health and Medical Research Council

55


https://www.counterfraud.gov.au/fraud-countermeasures?cmtfilter=prevention
https://www.counterfraud.gov.au/fraud-countermeasures?cmtfilter=prevention

° Reconciling records — such as expense claims for credit cards.

° Quality assurance — such as monthly reports on staff leave checked for appropriateness
by the human resources director.

External fraud risks

4.14 The NHRMC’s 2023-2025 Fraud Risk Assessment listed 12 detective controls for its external
fraud risks, assessing nine controls as ‘effective’ and three as ‘moderately effective’.

4.15 Four of the detective controls are consistent with the Commonwealth Fraud Prevention
Centre’s common detective fraud control types.

° Fraud detection software — as applied to the risk of cyber fraud by the active monitoring
of ICT systems.

° Incident reporting — such as the NHMRC's fraud incident register.

) Tip-offs and public interest disclosures.?3

4.16 Six of the detective controls are in effect preventative controls. For example, the
appointment of independent chairs and the appointment of independent observers are listed as
detective controls for the risk that ‘Assessors or panel members may use their positions to influence
other peer review participants either for or against applications’.

4.17 Two detective controls for the risk of ‘inappropriate influence in evidence review or
guideline development’ re-state the statutory duties of the NHMRC Council and the Chief Executive
Officer (CEO) (see paragraph 2.5) rather than relate to fraud detection:

° ‘Draft guidelines are put out for public consultation, as required by the NHMRC Act’
reflects the duties of the NHMRC Council to publicly consult before advising the CEO on
making regulatory and other guidelines.8*

o ‘Consideration by Council which advises NHMRC’s CEO on the release of guidelines’ refers
to the functions of the Council of the NHMRC.%

4,18 The NHMRC has not listed detective controls for the fraud risk posed by 'Poor management
by Administering Institutions’.8®

4,19 Most of the NHMRC’s detective controls for internal fraud risks, as described in the risk
assessment, focus on the source of the suspected fraud and are implemented through NHMRC
systems and procedures.

4,20 The detective controls, as described in the risk assessment, for risks associated with the
NHMRC'’s grants programs are not appropriate to the fraud risks posed by the size, scale and nature
of the NHMRC's core business of grant administration (see paragraphs 2.30 to 2.31). There is no
evidence that the NHMRC undertakes risk-based reviews of compliance with the requirement in
the funding agreements for grant recipients to maintain records of appropriate spending of grant

83 NHMRC does not investigate tip offs received in relation to potential fraud by grant recipients (see paragraphs
3.31to0 3.33).

84  National Health and Medical Research Council Act 1992, sections 9 and 13.
85 National Health and Medical Research Council Act 1992, paragraph 21(1)(a).

86 NHMRC described the risk as ‘Administering Institutions fail to manage researcher behaviour and Research
Activity. This could result in Administering Institutions not expending funds in accordance with the Funding
Agreement.’
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funds or that it has implemented risk-based detective controls, including through audited financial
statements of grants to organisations and institutions that receive large amounts of grant funding
administered by the NHMRC.

421 As discussed at paragraph 2.60, the NHMRC has not tested the effectiveness of controls,
with the exception of the penetration testing of systems supporting external access through
NHMRC portals concluded in May 2024, and phishing simulations conducted in January 2024. The
absence of such testing limits the assurance the accountable authority can gain over the accuracy
of the risk assessment and the appropriateness and effectiveness of the 2023-2025 Fraud and
Corruption Control Plan, particularly in relation to the risks associated with the NHMRC's grants
programs.

Have appropriate mechanisms been established to investigate and
respond to fraud?

The NHMRC's 2023-2025 Fraud and Corruption Control Framework contains a flowchart of the
steps to be undertaken following notification of a suspected fraud. These processes do not
relate to instances of suspected fraud by a grant recipient as they are not investigated by the
NHMRC. The funding agreements between the NHMRC and grant recipients do not provide the
NHMRC with complete information in relation to suspected frauds. The NHMRC’s fraud
registers do not contain sufficient information of the investigation or decision-making process.
For the one case between 2022-23 and 2023-24 where an allegation of suspected fraud was
substantiated after investigation by the grant recipient, the NHMRC did not report the incident
to the Australian Federal Police (AFP). The NHMRC recovered $2.6 million in relation to this
fraud case.

4.22 Table 4.2 presents an assessment of the NHMRC's approach to applying the Fraud Policy in
relation to investigating and responding to fraud.

Table 4.2: Assessment against the Fraud Framework — Fraud investigation and

response
Entity maintains appropriately Fraud Policy, paragraph 3 See paragraphs
documented procedures 4.23 to 4.27

setting out criteria for making
decisions at critical stages in
managing a suspected fraud

incident
All instances of suspected Fraud Policy, paragraphs 6 See paragraphs
fraud were investigated, unless | and 7 43010 4.31

referred to and accepted by a
law enforcement agency

Entity appropriately documents | Fraud Policy, paragraph 5 See paragraphs
decisions to use civil, 4.32t04.34
administrative or disciplinary
procedures, or to take no
further action, in response to a
suspected fraud incident
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Entity has appropriately Fraud Policy, paragraph 8 See paragraphs
referred incidents of potentially 4.35t0 4.36

serious and complex fraud to
the Australian Federal Police

Entity has taken reasonable Fraud Policy, paragraph 10 ‘ See paragraph 4.37
measures to recover financial
losses caused by illegal activity

Key: @ Fully compliant 4 Partly compliant m Not compliant.

Note a: The Fraud Policy is mandatory for non-corporate Commonwealth entities.
Source: ANAO analysis of NHMRC documentation.

Documented procedures for fraud investigation

4.23 The NHMRC's procedures for managing a suspected fraud incident are documented in a
flowchart in the 2023-2025 Fraud and Corruption Control Framework. The 2023-2025 Fraud and
Corruption Control Framework states that the processes contained within must be commenced if
the NHMRC has received or suspects an allegation of fraudulent or corrupt behaviours. The steps in
the flowchart include a preliminary inquiry, investigation, referral to the AFP and reporting to the
CEO and the Audit and Risk Committee and alternative options if the allegation does not include a
fraud relating to the NHMRC or an investigation is not required. The 2023-2025 Fraud and
Corruption Control Framework also provides additional information on when to refer a suspected
fraud to the AFP and steps to be taken if the allegation relates to the CEO. These processes are not
applied to reports of suspected fraud by grant recipients, as they are assessed and investigated by
the grant recipient under the 2019 NHMRC Research Integrity and Misconduct Policy (see
paragraphs 2.46 to 2.49). The 2019 NHMRC Research Integrity and Misconduct Policy contains a
flowchart of actions to be taken in relation to a complaint about research integrity and misconduct
and states that such complaints may also ‘overlap’ with allegations of fraud.

4.24 The flowchart in the 2023-2025 Fraud and Corruption Control Framework is inconsistent
with the 2019 NHMRC Research Integrity and Misconduct Policy when an alleged fraud relates to a
grant recipient, and does not include details of actions to be taken in relation to suspected fraud
involving the Medical Research Future Fund (MRFF) grant program (see paragraph 2.8). The
flowchart in the 2023-2025 Fraud and Corruption Control Framework is also inconsistent with the
reporting provided to the Executive Board in relation to the NHMRC's Institutional Annual
Compliance Report (IACR) for 2022 which stated:

Potential and actual breaches of the Code, including research misconduct, are referred to the
Ethics and Integrity team by an Al [Administering Institution] in line with the requirements of the
NHMRC Research Integrity and Misconduct Policy. The Ethics and Integrity team reviews the
referral and determines if there is evidence of potential fraud. With advice from the Ethics and
Integrity team the Fraud Executive determines if there is sufficient evidence to enter the allegation
into the Fraud Register as a case of potential fraud.

4.25 The terms of the funding agreements with grant recipients do not require the NHMRC to be
notified by a grant recipient of all suspected fraud allegations or those not warranting ‘formal
investigation’ (see paragraphs 2.46 to 2.49). The non mandatory reporting by grant recipients of all
instances of alleged fraud reduces the NHMRC's ability to make informed decisions on appropriate
responses (including referral to the AFP) so as to discharge its responsibility under the Fraud Rule
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or to assess the impact that such allegations may have on the effectiveness of its Fraud and
Corruption Control Plan.

4.26

The NHMRC's funding agreements and 2019 NHMRC Research Integrity and Misconduct

Policy also do not provide it with an assurance that:

(a)

(b)

4.27

a grant recipient’s investigations of suspected fraudulent misconduct is conducted by
qualified fraud investigators, as required under the Commonwealth Fraud Control
Framework; or

that such investigation is independent and consistent with the Australian Government
Fraud Investigation Standards.

The grant recipient is also not required to provide the NHMRC with any report that it

receives from its investigators.

4.28
(a)

(b)

4.29

Recommendation no. 5

National Health and Medical Research Council response: Agreed.

recipients report to it on all allegations of suspected fraud relating to NHMRC administered grants.
NHMRC will require institutions it funds to confirm that investigations of suspected fraud and
corruption are undertaken, or overseen, by suitably qualified personnel and that there is
appropriate reporting back to NHMRC.

The National Health and Medical Research Council:

amend the 2019 Research Integrity and Misconduct Policy to require grant recipients to
report all allegations of suspected fraud relating to grants administered by the NHMRC;
and

ensure all investigations of suspected fraud relating to grants administered by the
NHMRC, including investigations by a grant recipient, are undertaken or overseen by
suitably qualified personnel and reports are provided directly to the NHMRC.

NHMRC will revise its Research Integrity and Misconduct Policy to require that grant

Investigating suspected fraud

4.30

Table 1.6 shows three fraud cases reported in NHMRC's fraud registers from 1 July 2022 to

31 May 2024.

431

One case involved a fraud substantiated following an investigation by the grant recipient,
which found that grant applications were based on data that was fabricated, falsified or
unreliable.

One case involved a grant recipient receiving funding for a project under both the MREA
and MRFF programs, which was not substantiated as fraud based on a ‘preliminary
assessment’ by the NHMRC.

One case involved an anonymous allegation of the misuse of grant funds, which was under
initial investigation by the NHMRC as at 30 June 2024.

In June 2024, the NHMRC added six matters to the register (see paragraphs 1.22 and 3.39).
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. One matter was determined by the NHRMC to be a research integrity matter not involving
fraud and was closed.

° One matter was an anonymous complaint relating to an institution’s internal allocation of
grant funding. It was unclear if the funding was provided by NHMRC. The matter was under
investigation as at 30 June 2024.

° One matter involved possible conflicts of interest and financial mismanagement at a
research institute and was under review as at 30 June 2024.

° Two matters involved possible internal fraud (time sheet anomalies and an anonymous
complaint that a NHMRC staff member was using NHMRC resources for non work-related
activities). Both were under review as at 30 June 2024.

° One matter related to allegations of financial mismanagement and alleged corrupt
conduct. The NHMRC determined there was no fraud or corrupt conduct and the matter
was closed with no further action taken.

Documented decisions for response to fraud

4.32 The NHMRC's fraud registers include a summary of actions taken, including any sanctions
imposed by it on grant recipients. Decisions are not consistently documented and there are no links
to relevant correspondence or decision records.

433 The NHMRC's 2023-2025 Fraud and Corruption Control Framework provides limited
guidance on the documentation of decisions to use civil, administrative or disciplinary procedures,
or to take no further action in response to a suspected fraud incident. The flowchart (see paragraph
4.23) lists the review of internal controls and ensuring appropriate records are retained as the final
step when responding to an allegation of fraud. There is no supplementary guidance for the
consideration of lessons learnt or assessment of the effectiveness of controls following the outcome
of the investigation or action taken by NHMRC. In May 2024 the NHMRC advised the ANAO that,
since March 2018, no changes have been made to NHMRC's fraud controls as a direct result of fraud
allegations.

Opportunity for improvement

4.34 The National Health and Medical Research Council could implement mechanisms to gain
assurance that documentation of the closure of incidents of alleged fraud is consistent with the
requirements of the Commonwealth Fraud Control Framework and supports a review of the
effectiveness of the NHMRC's Fraud and Corruption Policy.

Referral of serious and complex fraud

435 The NHMRC's 2023-2025 Fraud and Corruption Control Framework includes the 2017
Commonwealth Fraud Control Framework requirement for all instances of potential serious or
complex fraud and corruption offences to be referred to the Australian Federal Police (AFP). The
framework lists the criteria the Fraud Corruption and Control Officer and the Chief Executive Officer
will consider in determining whether the matter is serious or complex. The criteria are largely

Auditor-General Report No.9 2024-25
Fraud Control Arrangements in the National Health and Medical Research Council

60



Fraud detection and response

consistent with the definition of ‘serious and complex fraud’ from the 2017 Fraud Guidance.?” The
definition has been removed from the 2024 Commonwealth Fraud and Corruption Control
Framework.

436 Theonecase between 2022-23 and 2023-24 (see Table 1.6) where fraud was substantiated,
after investigation by the grant recipient, was not referred by the NHRMC to the AFP. The rationale
for why the case did not require referral to the AFP based on the criteria in the NHMRC's
2023-2025 Fraud and Corruption Control Framework was not recorded.

Measures to recover financial losses

4.37 The NHMRC advised the Minister for Health and Aged Care that it had fully recovered grant
funding of $2.6 million for five grants in the one case where fraud was substantiated between
2022-23 and 2023-24 (see Table 1.6).

Have appropriate mechanisms been established to record and report
fraud?

The NHMRC has complied with its reporting obligations in its annual report and to the
Australian Institute of Criminology. For the only substantiated fraud in 2022—-23 and 2023-24,
the NHMRC briefed the Minister for Health and Aged Care following a press release by the
relevant grant recipient. The NHMRC has arrangements in place with Health for the
management of suspected fraud and other research misconduct. The NHMRC maintains fraud
risk registers as well as misconduct and integrity registers, with a separate register developed
for each year. These registers do not include detailed information about the incidents and are
not consistent with each other.

4.38 Table 4.3 presents an assessment of the NHMRC's approach to applying the Public
Governance, Performance and Accountability Act 2013 (PGPA Act) and the Fraud Policy in relation
to recording and reporting fraud.

Table 4.3: Assessment against the Fraud Framework — Fraud reporting

Standard? Source Assessment Paragraphs
Entity has procedures to Fraud Policy, paragraph 12 See

collect and manage paragraphs
information gathered about 4.3910 4.48
fraud

87 Thisis defined as: significant monetary or property loss to the Commonwealth; damage to the security
standing or integrity of the Commonwealth; harm to the economy, national security, resources, assets,
environment or well-being of Australia; a serious breach of trust by a Commonwealth official or contractor;
the use of sophisticated techniques or technology to avoid detection; the elements of criminal conspiracy;
bribery or corruption of a Commonwealth official or contractor; known or suspected criminal activity against
more than one entity; activities that could affect wider aspects of Commonwealth law enforcement; or
politically sensitive matters. Attorney-General’s Department, Commonwealth Fraud Control Framework, AGD,
Canberra, 23 August 2017, p. C17, available from https://www.ag.gov.au/sites/default/files/2020-
03/CommonwealthFraudControlFramework2017.PDF [accessed 1 September 2024].
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Standard? Source Assessment Paragraphs

Entity provided requested Fraud Policy, paragraph 13 O See
information to the Australian paragraphs
Institute of Criminology by 30 4.49 to 4.50

September each year to
support its annual report

Entity has reported incidents of | PGPA Act, section 19 ‘ See paragraph
fraud to relevant ministers as 451

cases of significant
non-compliance with the

finance law
Entity has met reporting PGPA Act, section 17AG ‘ See paragraph
requirements in its annual 452

report as they relate to fraud
(accountable authority
certification of Fraud Rule

compliance)
Where an investigation has Fraud Policy, paragraph 11 See paragraph
disclosed potential criminal 453

activity involving another
entity’s activities or programs,
the entity has reported the
matter to the other entity

Key: @ Fully compliant 4 Partly compliant m Not compliant.
Note a: The Fraud Policy is mandatory for non-corporate Commonwealth entities.
Source: ANAO analysis of NHMRC documentation.

Procedures to collect and manage information gathered about fraud

4.39 Incidents of fraud are reported to the NHMRC's Executive Management Board or Chief
Executive Officer, for example, where the fraud involves significant misrepresentation of research
results to support grant applications. Reports of active fraud investigations are provided to the Audit
and Risk Committee by the Fraud and Corruption Control Officer (FCCO).

Fraud incident registers

4.40 The 2023-2025 Fraud and Corruption Control Framework requires the FCCO to maintain a
fraud and corruption incident register. Incidents of suspected fraud, internal or external, are to be
recorded in the NHMRC's Fraud Incident Registers. Separate registers are maintained for each year.

441 Where a report of suspected fraud from a grant recipient is determined by the FCCO to be
a case of research misconduct and not a suspected fraud, it is stored in the research and integrity
misconduct register, not the fraud register.

Recording of fraud in the research integrity and misconduct registers

4.42 The NHMRC maintains misconduct registers of matters notified under the NHMRC 2019
Research Integrity and Misconduct Policy (see paragraph 2.47). The Research Integrity and
Misconduct registers are currently stored in Excel spreadsheets by year.
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Fraud detection and response

443  Fraud is a type of misconduct under the NHMRC’s 2019 Research Integrity and Misconduct
Policy. Until 2020, all misconduct matters, including fraud-related incidents, were recorded in the
research integrity and misconduct registers.

4.44  Since 2020, the NHMRC's FCCO has maintained separate registers for misconduct and for
incidents of corruption and fraud. Since then, the research integrity and misconduct registers have
not identified where the notified misconduct may also involve suspected fraud.

4.45 The lack of consistency between research integrity and misconduct registers and the fraud
and corruption registers creates the risk that all allegations or complaints of misconduct involving
suspected fraud are not identified and actioned appropriately.

4.46 InJune 2024, the NHMRC modified its fraud and corruption register to include more detailed
information relating to suspected fraud (see paragraphs 1.22, 3.39 and 4.31). In July 2024, the
NHMRC advised the ANAO that it expects to launch a new database for the capture and storage of
related documents, tracking and reporting on research integrity matters in August 2024.

Analysis of fraud incidents

4.47 In March 2024 the NHMRC advised the ANAO that it has not conducted any data analysis,
benchmark reviews and post transaction reviews since 1 July 2020. The fraud and corruption
registers do not contain relevant fields to support trend analysis or continuous improvement, such
as the nature of the allegation, the names of the researchers, the name of the institutions or the
type of outcomes of the investigations.

Opportunity for improvement

4.48 The National Health and Medical Research Council could develop mechanisms to gain
assurance that the Fraud and Corruption Incident Register and the Research Integrity and
Misconduct Register record all allegations or complaints of suspected misconduct involving
suspected fraud, with sufficient information to support its compliance with the Commonwealth
Fraud and Corruption Framework and continuous improvement activities.

Reporting to the Australian Institute of Criminology

4.49 Section 14 of the Fraud Policy states that Australian Government entities must provide
information to the Australian Institute of Criminology by 30 September each year to support the
Fraud Against the Commonwealth census (fraud census).®8 The Australian Institute of Criminology
advised the ANAO in June 2024 that, with the agreement of the Attorney-General’s Department,
this date was amended to the end of October and that extensions can be requested.

450 The NHMRC's compliance with reporting requirements is outlined in Table 4.4.

88 Each year, the Australian Institute of Criminology conducts the Fraud Against the Commonwealth census. The
purpose of the census is to gather information about Commonwealth entity fraud control arrangements,
fraud investigations and alternative actions, fraud losses and recoveries. Non-corporate Commonwealth
entities must complete the census in accordance with the Fraud Policy. While not mandatory for corporate
Commonwealth entities or Commonwealth companies, completing the census is considered best practice.
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Table 4.4: Compliance with fraud census submission timeframe

Financial year NHMRC submission date

2021-22 28 October 2022
2022-23 27 October 2023

Source: Australian Institute of Criminology.

Reporting incidents of fraud to relevant ministers

451 In May 2023 the NHMRC briefed the Minister for Health and Aged Care on the one
substantiated case of fraud between 2022-23 and 2023-24 (see Table 1.6 and paragraph 4.37). The
brief was provided to the minister’s office on 24 May 2023, 14 days following the media release
made by the grant recipient.? The brief annexed the media release and various other media
articles. This case concerned the fabrication of data that were relied upon to support grant
applications to the NHMRC that resulted in the award of five grants. In October 2024 the NHMRC
advised the ANAO that it follows the Department of Finance’s Resource Management Guide 214 -
Notification of significant non-compliance with the finance law to determine what constitutes a
significant non-compliance with the finance law, reporting to the minister and annual reporting
requirements.°

Annual reporting requirements

4,52 The NHMRC has met the reporting requirements set out in section 17AG of the PGPA Rule
(repeated in paragraph 97 of the Fraud Guidance) in 2022-23 and 2023-24 by including a
certification from the CEO about the agency’s compliance with the fraud rule and a separate section
on fraud in its annual reports.

Disclosures of potential criminal activity to other entities

4.53 The draft process for handling instances of suspected MRFF related fraud is described at
paragraph 2.8. The NHMRC has not recorded any instances in 2022—-23 or 2023—-24 where suspected
criminal activity involving another entity’s activities or programs has occurred.”*

89 QIMR Berghofer, Media Statement, 10 May 2023, https://www.gimrberghofer.edu.au/media-statement-2/.

90 Department of Finance, Resource Management Guide No. 214 — Notification of significant non-compliance
with the finance law, Finance, Canberra, 2024, available from
https://www.finance.gov.au/government/managing-commonwealth-resources/notification-significant-non-
compliance-finance-law-rmg-214 [accessed 10 October 2024].

91 See paragraph 2.8 for referrals by NHMRC to Health for alleged research misconduct relating to MRFF grants.
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5. Preparation for the revised Commonwealth
Fraud and Corruption Control Framework 2024

Areas examined

This chapter examines whether the National Health and Medical Research Council (NHMRC)
has appropriately prepared for the commencement of the revised Commonwealth Fraud and
Corruption Policy on 1 July 2024.

Conclusion

The NHMRC’s preparations for the commencement of the revised Commonwealth Fraud and
Corruption Policy on 1 July 2024 have been largely appropriate, with change management
activities yet to be delivered. The NHMRC included a definition of corruption and reporting and
referral obligations to the National Anti-Corruption Commission in its 2023—2025 Fraud and
Corruption Control Framework. No corruption related risks were added to the Fraud and
Corruption Control Plan at this time. The NHMRC developed an implementation plan and, as
at 1 July 2024, had developed a draft framework and a plan to achieve compliance with the
new policy. Over the period 2024 to 2026, the NHMRC plans to review grant fraud risks and
test the controls for selected grant fraud risks, including risks with high risk ratings.

Area for improvement

The ANAO made one suggestion aimed at managing the remainder of the implementation
activities to achieve compliance with the 2024 Commonwealth Fraud and Corruption Control
Framework.

5.1 From 1 July 2024, non-corporate Commonwealth entities must adhere to the revised
Commonwealth Fraud and Corruption Policy.?? Effective planning and preparation will help ensure
that entities are compliant with the revised policy.

Is there a fit-for-purpose implementation plan?

The NHMRC’s 2023—-2025 Fraud and Corruption Control Framework reflects the establishment
of the National Anti-Corruption Commission in July 2023 and relevant reporting and referral
requirements. In February 2024 the NHMRC developed an implementation plan, with key
milestones and deadlines, for the commencement of the 2024 Commonwealth Fraud and
Corruption Policy. As at July 2024, the NHMRC had prepared a draft updated framework and
plan to satisfy the requirements of the 2024 Commonwealth Fraud and Corruption Policy. The
NHMRC has not developed a plan to put the revised policy into action, including the delivery
of change management activities.

5.2 The NHMRC included corruption control in the 2023-2025 Fraud and Corruption Control
Framework in response to the commencement of the National Anti-Corruption Commission (NACC)
on 1 July 2023 (see paragraphs 2.3 and 2.4).

92 Attorney-General’s Department, Fraud and Corruption Policy, AGD, Canberra, 1 February 2024, available from
https://www.ag.gov.au/sites/default/files/2024-02/fraud-and-corruption-policy-effective-1-july-2024.PDF
[accessed 19 March 2024].
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. A definition of corruption within the meaning of section 8 of the National Anti-Corruption
Commission Act 2022 (NACC Act) was included in the framework.

° The obligation to refer to the NACC, comply with investigations undertaken by the NACC
on suspected serious or systemic corrupt conduct, and the mandatory reporting
obligations under the NACC Act were included in the framework.

° The corruption control responsibilities of the Fraud and Corruption Control Officer (FCCO)
(previously the Fraud Control Officer) were noted.

. The Fraud Incident Report and Fraud Register for new fraud incidents were updated to
include the details of corruption incidents.

53 The 2023-2025 Fraud and Corruption Control Plan did not include any new corruption risks
or controls.

Implementation plan for the revised Commonwealth Fraud and Corruption Control Policy

5.4 In February 2024 the NHMRC prepared a project plan for the implementation of the revised
Commonwealth Fraud and Corruption Control Policy. This comprised five stages, including:

. identifying whether any changes to fraud and corruption control arrangements were
required, including to the NHMRC's governance, policies and procedures, record keeping
and/or reporting;

o reporting to the Audit and Risk Committee in May 2024 on the proposed changes and on
the Committee’s earlier request for a review of risks 4 (‘Misuse of research grant funds’)
and 15 (‘Improper contractor conduct or improper contractor management’) (see
paragraph 2.23);

° obtaining approvals from the NHMRC Executive Board and Chief Executive Officer (CEO);
and
. publishing the approved documents on 1 July 2024.

5.5 An update about the revised framework and plan was provided to all staff via an intranet
news item on 3 September 2024.

5.6 The NHMRC has not developed a plan to put the revised policy into action, including the
delivery of change management activities, staff and stakeholder communication plans, updates to
training and professional development and intranet and website materials.

Updated NHMRC Fraud and Corruption Control Policy

5.7 On 1 July 2024, the NHMRC’s Executive Board considered and approved draft updates to
the Fraud and Corruption Control Framework and Plan, and priorities for reviewing risk assessments
and the effectiveness of controls. The draft framework is available on the NHMRC website.®® It
explains and provides examples of corrupt behaviour and provides details of arrangements for
members of the public to make anonymous tip-offs. On 15 July 2024, the new draft framework and
plan was approved by the Acting CEO.

93 NHMRC, Fraud and Corruption Control Framework 2024-26, available from
https://www.nhmrc.gov.au/sites/default/files/documents/attachments/resources/NHMRC-Fraud-and-
Corruption-Control-Framework-2024-2026.pdf [accessed 22 August 2024].
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Preparation for the revised Commonwealth Fraud and Corruption Control Framework 2024

5.8 The changes to the draft plan include:

° nominating lead risk and control owners;
o outlining enterprise-level fraud and corruption risks; and
° updating arrangements for responding to suspected fraud or corruption incidents to

include engaging with stakeholders, additional criteria for decision-making, and
emphasising mandatory referrals to the Australian Federal Police (AFP) and the NACC.

5.9 The draft plan requires changes to be made to mitigate the risk of grant fraud by June 2025:

Review and implement changes, as necessary, to ensure that NHMRC's Funding Agreement,
Administering Institution requirements, and Research Integrity and Misconduct Policy, properly
reflect and reinforce the obligations of grantees and NHMRC in countering fraud.

5.10 It also updated the risk assessments for the identified fraud risks of ‘Misuse of research
funds’ and ‘Poor management by Administering Institutions’, both of which relate to the risk of
grant fraud. The updates included: adding one new preventative control and three detective
controls to the risk of misuse of research funds; and adding one new preventative control and four
detective controls to the risk of poor administration by Administering Institutions.

Is there a plan to evaluate implementation of new or revised fraud and
corruption controls?

The NHMRC plans to review ten grant fraud risks and to test the controls for four grant fraud
risks over the period 2024 to 2026.

5.11  On1July 2024, the NHMRC’s Executive Board approved priorities for reviewing targeted risk
assessments and testing the effectiveness of controls. During the period 2024 to 2026, the NHMRC
plans to re-assess 10 grant fraud risks, including three with high current risk ratings:

. Cybersecurity threats including hacking, malware, on-selling data and identity theft;
. Theft and misuse of application data; and
. Misuse of research grant funds.

5.12 Over the same period, the NHMRC plans to test the controls for four grant fraud risks,
including the high rated risks of ‘Misuse of research grant funds’ and ‘Theft and misuse of
application data’, along with the medium rated risks of ‘Deliberately converting an unsuccessful
application to a successful application’ and ‘Manipulation of grant budget process or approval’.

5.13 Matters that the NHMRC has identified that require further consideration include:

° ‘periodically reviewing the effectiveness of our fraud and corruption controls’ —
developing a schedule of control testing, to determine whether the controls in place are
effective in managing their risk;

° ‘periodic (every two years) review of fraud and corruption risks at the enterprise level’ —
enterprise risks to be considered in the coming months;

° ‘having appropriate arrangements to respond to suspected fraud or corruption incidents,
including response plans’ — these can include criteria or protocols for decision-making,
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communicating with staff and the public, engaging with ministers and stakeholders (e.g.
media), and referrals or notifications to relevant agencies, e.g. the AFP, the NACC); and

° ‘requirements to have governance structures and processes to effectively oversee and
manage risks of fraud and corruption and officials responsible for managing these risks’” —
while the NHMRC’s Framework already outlines the governance arrangements, in the
future, risk assessments will identify the lead risk and control owner (program/business
owner).

5.14 Plans for the implementation of these matters have still to be developed.

Opportunity for improvement

5.15 The National Health and Medical Research Council could prepare a further
implementation plan for the remainder of the activities to achieve alignment and compliance
with the 2024 Fraud and Corruption Control Framework, including milestones, deliverables and
activity owners.

St el

Rona Mellor PSM Canberra ACT
Acting Auditor-General 29 October 2024
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Appendix 1  Entity response

:Zc Australian Government [ NHMREC
£ National Health and Medical Research Council L

Ms Rona Mellor PSM

Acting Auditor-General for Australia
Australian National Audit Office
GPO Box 707

CANBERRA ACT 2601

Dear Ms Mellor

Thank you for providing the National Health and Medical Research Council (NHMRC) with an
opportunity to comment on the Australian National Audit Office (ANAQ) report, Fraud control
arrangements in the National Health and Medical Research Council. NHMRC takes its
responsibilities in relation to fraud and corruption risk seriously and welcomed the ANAQO’s
review of the efficacy of its systems and processes to prevent, detect and respond to this risk.

A small statutory authority within the Health and Aged Care portfolio, NHMRC funds the highest
quality health and medical research and training, and issues guidelines and advice on the
prevention, diagnosis and treatment of disease, the provision of health care and on ethical issues
relating to health. NHMRC is committed to continuous improvement across all its endeavours
and recognises that ensuring the effective and efficient discharge of our responsibilities is
fundamental to maintaining community confidence in the health and medical research that
underpins Australia's health care system.

NHMRC accepts the audit findings, conclusions and recommendation and considers that this
audit outcome presents an opportunity to further strengthen our management of fraud and
corruption risk. NHMRC agrees to all five audit recommendations and will progress
implementation with the guidance of our Executive Board and with quality assurance oversight
from our independent Audit and Risk Committee.

| would like to thank ANAO for the professional and cooperative approach of its audit team in
working with my staff throughout this audit.

Yours sincerely

Professor Steve Wesselingh
Chief Executive Officer

3 October 2024

Enc.

+61 2 6217 9000

NHMRC.GOV.AU

16 MARCUS CLARKE STREET, CANBERRA ACT 2601 BUILDING

GPO BOX 1421, CANBERRA ACT 2601

NHMRCE@NHMRC.GOV.AU A HEALTHY
AUSTRALIA
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Appendix 2  Improvements observed by the ANAO

1. The existence of independent external audit, and the accompanying potential for scrutiny
improves performance. Improvements in administrative and management practices usually
occur: in anticipation of ANAO audit activity; during an audit engagement; as interim findings are
made; and/or after the audit has been completed and formal findings are communicated.

2. The Joint Committee of Public Accounts and Audit (JCPAA) has encouraged the ANAO to
consider ways in which the ANAO could capture and describe some of these impacts. The ANAQO’s
corporate plan states that the ANAQO’s annual performance statements will provide a narrative
that will consider, amongst other matters, analysis of key improvements made by entities during
a performance audit process based on information included in tabled performance audit reports.

3. Performance audits involve close engagement between the ANAO and the audited entity
as well as other stakeholders involved in the program or activity being audited. Throughout the
audit engagement, the ANAO outlines to the entity the preliminary audit findings, conclusions
and potential audit recommendations. This ensures that final recommendations are appropriately
targeted and encourages entities to take early remedial action on any identified matters during
the course of an audit. Remedial actions entities may take during the audit include:

o strengthening governance arrangements;

° introducing or revising policies, strategies, guidelines or administrative processes; and

° initiating reviews or investigations.

4, In this context, the below actions were observed by the ANAO during the course of the

audit. It is not clear whether these actions and/or the timing of these actions were planned in
response to proposed or actual audit activity. The ANAO has not sought to obtain assurance over
the source of these actions or whether they have been appropriately implemented.

° Inclusion of a link on the NHMRC’s contacts and research integrity pages for complaints
and reports of misconduct to be made anonymously (see paragraph 3.33).

° Additional fields added to the NHMRC’s fraud and corruption registers to ensure a
complete record of all issues raised by a report of a suspected fraud (see paragraph 4.46).

. The current Fraud and Corruption Control Officer (FCCO) completed the Commonwealth
Fraud Prevention Centre's five-day Counter Fraud Practitioner Training Program in
May 2024 (see paragraph 3.42).

° A new eligibility checking tool ‘to streamline and improve eligibility compliance checking’
was under development (see paragraph 4.10).

° The NHMRC's activities to prepare for the 2024 Commonwealth Fraud and Corruption
Control Framework are described in Chapter 5.
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