The Auditor-General
Auditor-General Report No.7 2024-25
Performance Audit

Fraud Control Arrangements in the Department of
Health and Aged Care

Department of Health and Aged Care

Australian National Audit Office



© Commonwealth of Australia 2024

ISSN 1036-7632 (Print)

ISSN 2203-0352 (Online)

ISBN 978-1-76033-969-2 (Print)
ISBN 978-1-76033-970-8 (Online)

Except for the content in this document supplied by third parties, the Australian National
Audit Office logo, the Commonwealth Coat of Arms, and any material protected by a trade
mark, this document is licensed by the Australian National Audit Office for use under the
terms of a Creative Commons Attribution-NonCommercial-NoDerivatives 3.0 Australia licence.
To view a copy of this licence, visit http://creativecommons.org/licenses/by-nc-nd/3.0/au/.

You are free to copy and communicate the document in its current form for non-commercial
purposes, as long as you attribute the document to the Australian National Audit Office and
abide by the other licence terms. You may not alter or adapt the work in any way.

Permission to use material for which the copyright is owned by a third party must be sought
from the relevant copyright owner. As far as practicable, such material will be clearly labelled.

For terms of use of the Commonwealth Coat of Arms, visit the Australian honours system
website at https://www.pmc.gov.au/honours-and-symbols/australian-honours-system.

Requests and inquiries concerning reproduction and rights should be addressed to:

Chief Operating Officer
Corporate Management Group
Australian National Audit Office
GPO Box 707

Canberra ACT 2601

Or via email:
communication@anao.gov.au.

080

Auditor-General Report No.7 2024-25
Fraud Control Arrangements in the Department of Health and Aged Care

2


http://creativecommons.org/licenses/by-nc-nd/3.0/au/
https://www.pmc.gov.au/honours-and-symbols/australian-honours-system
mailto:communication@anao.gov.au

Australian National

Audit Office

Canberra ACT
23 October 2024

Dear President
Dear Mr Speaker

In accordance with the authority contained in the Auditor-General Act 1997, | have
undertaken an independent performance audit in the Department of Health and Aged
Care. The report is titled Fraud Control Arrangements in the Department of Health and
Aged Care. Pursuant to Senate Standing Order 166 relating to the presentation of
documents when the Senate is not sitting, | present the report of this audit to the
Parliament.

Following its presentation and receipt, the report will be placed on the Australian National
Audit Office’s website — http://www.anao.gov.au.

Yours sincerely

Sont ol

Rona Mellor PSM
Acting Auditor-General

The Honourable the President of the Senate

The Honourable the Speaker of the House of Representatives
Parliament House

Canberra ACT
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a Audit snapshot

Auditor-General Report No.7 2024-25
Fraud Control Arrangements in the Department of Health and Aged Care

[ T

e Why did we do this audit?

» Fraud and corruption undermine the integrity The department had partly effective fraud
of and public trust in government, including control arrangements in 2022—-23 and
by reducing funds available for government 2023-24. The department undertook an
program delivery and causing financial and organisational change process in 2023-24
reputational damage to defrauded entities. that has the potential to improve

» All Commonwealth entities are required to governance and controls.

have fraud control arrangements in place to
prevent, detect and respond to fraud. As a
non-corporate Commonwealth entity, the
Department of Health and Aged Care (the
department) is obliged to meet the
requirements of the Commonwealth Fraud
Rule and Policy.

In 2022-23 and 2023-24, the management
and oversight of fraud risks was partly
appropriate.

Mechanisms to prevent fraud and promote
a culture of integrity were largely
appropriate.

Mechanisms to detect and respond to fraud
were partly appropriate.

The department’s planning for the new 2024
Commonwealth Fraud and Corruption
Control Framework was appropriate.

» In 202223, fraud tip-offs to the department
increased by approximately 27.1 per cent ; p—
compared to 2021-22 and 73.2 per cent 3 e—
compared to 2020-21. The increase was » There were five recommendations to the
largely attributed to a rise in aged care fraud department to assess fraud risks for higher
allegations. In 2023-24, 30 per cent of all tip- risk programs; consider fraud risks in the
offs were related to aged care. internal audit program; test fraud controls;
> AsatJune 2024, the department had 45 ensure fraud control officials attain relevant

number of fraud tip-offs received

fraud investigators and 17 staff undertaking
other fraud control work such as assessments
and triage of tip-offs.

1,054

in 2023-24.

133

number of fraud investigations
underway as at 30 June 2024.

qualifications; and quantify estimated losses
to fraud for all departmental programs.

The department agreed to all five
recommendations.

0

number of successful criminal
prosecutions in 2023-24.




Summary and recommendations

Background

1. Fraud against Australian Government entities and corrupt conduct by Australian
Government officials are serious matters that can constitute criminal offences. Fraud and
corruption undermine the integrity of and public trust in government, including by reducing funds
available for government program delivery and causing financial and reputational damage to
defrauded entities.?

2. The Australian Government defines fraud as:

Dishonestly obtaining (including attempting to obtain) a gain or benefit, or causing a loss or risk of
loss, by deception or other means.?

3. Fraud against the Australian Government can be committed by government officials or
contractors (internal fraud) or by parties such as clients of government services, service providers,
grant recipients, other members of the public or organised criminal groups (external fraud).? The
Australian Government’s requirements for fraud control apply to both internal and external fraud
risks. The 2024 Commonwealth Fraud and Corruption Control Framework states that:

Fraud and corruption are risks that can undermine the objectives of every Australian Government
entity in all areas of their business, including delivery of services and programs, policy-making,
regulation, taxation, procurement, grants and internal procedures.*

4, This audit examines fraud controls arrangements in the Department of Health and Aged
Care (the department), using the Indigenous Australians’ Health Programme as a case study of
how the arrangements are applied.

Rationale for undertaking the audit

5. Fraud against Australian Government entities reduces available funds for public goods and
services and causes financial and reputational damage to the Australian Government.> All
Commonwealth entities are required to have fraud control arrangements in place to prevent,
detect and respond to fraud. From 1 July 2024, this requirement also extends to corruption.

6. The Indigenous Australians’ Health Programme was selected as a case study to assess the
department’s fraud control arrangements, due to the program’s size, variety of funded activities,

1 Australian Institute of Criminology, Fraud against the Commonwealth 2021-22, AIC, Canberra, 13 June 2023,
p. 21, available from https://www.aic.gov.au/publications/sb/sb41 [accessed 15 April 2024].

2 Attorney-General’s Department, Fraud and Corruption Policy, AGD, Canberra, 1 February 2024, p. 7, available
from https://www.ag.gov.au/sites/default/files/2024-02/fraud-and-corruption-policy-effective-1-july-
2024.PDF [accessed 19 March 2024].

3 Attorney-General’s Department, Commonwealth Fraud Control Framework, AGD, Canberra, 23 August 2017,
para. 18-19, p. C7, available from https://www.ag.gov.au/sites/default/files/2020-
03/CommonwealthFraudControlFramework2017.PDF [accessed 12 April 2024]. The 2017 framework was
replaced in July 2024 by the Commonwealth Fraud and Corruption Control Framework.

4 Attorney-General's Department, Commonwealth Fraud and Corruption Control Framework 2024, AGD,
Canberra, 2024, p.6, available from https://www.counterfraud.gov.au/sites/default/files/2024-06/cfpc-
framework-2024.pdf [accessed 14 October 2024].

5 Australian Institute of Criminology, Fraud against the Commonwealth 2021-22, AIC, Canberra, 13 June 2023,
p. 21, available from https://www.aic.gov.au/publications/sb/sb41 [accessed 15 April 2024].
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and opportunity it presented to assess the department’s fraud control arrangements as they
related to grants administration. The Indigenous Australians’ Health Programme is the
department’s main overarching Aboriginal and Torres Strait Islander health program.b The
program funds initiatives to increase access to health care and improve the health of Aboriginal
and Torres Strait Islander people, and represents the Australian Government’s largest direct
expenditure on Indigenous primary healthcare.’

Audit objective and criteria

7. The objective of the audit was to assess the effectiveness of the Department of Health and
Aged Care’s fraud control arrangements, with a specific focus on the Indigenous Australians’
Health Programme.

8. To form a conclusion against this objective, the following high-level criteria were adopted.

° Have appropriate arrangements been established to oversee and manage fraud risks?

o Have appropriate mechanisms been established to prevent fraud, and promote a culture
of integrity?

o Have appropriate mechanisms been established to detect and respond to fraud?

° Has the department appropriately prepared for the commencement of the revised

Commonwealth Fraud and Corruption Control policy in July 2024?

Conclusion

9. The department had partly effective fraud control arrangements in 2022-23 and
2023-24. Key deficiencies included the lack of a current fraud risk assessment at the enterprise
level, fraud risk assessments for departmental programs, and recent testing of fraud control
effectiveness. The department undertook an organisational change process in 2023-24 that has
the potential to improve its fraud governance and controls. Planning for the commencement of
the 2024 Commonwealth Fraud and Corruption Control Framework was appropriate.

10. The department established partly appropriate arrangements to manage and oversee
fraud risks in 2022-23 and 2023-24. There were appropriate governance and oversight
arrangements for fraud control, except that consideration of fraud risks was limited to one of 39
internal audits conducted in the period. There was a largely appropriate fraud control policy
framework. Fraud risks were assessed at the enterprise level. These risks were not consistently
assessed at the divisional or program level (including for the Indigenous Australians’ Health

6 Department of Health and Aged Care, Indigenous Australians' Health Programme [Internet], Health, 2023,
available from https://www.health.gov.au/our-work/indigenous-australians-health-programme#about-the-
program [accessed 31 July 2024].

7 The Indigenous Australians’ Health Programme was last examined by the ANAO in 2017-18. Auditor-General
Report No.50 2017-18 Primary healthcare grants under the Indigenous Australians’ Health Programme
concluded that the department’s design and implementation of the primary healthcare component of the
IAHP was partially effective as it has not yet achieved all of the Australian Government’s objectives in
establishing the program. Among the findings was that there were two instances identified in the audit where
the department’s risk analysis was not effective in identifying underlying risks, including in relation to
potential fraud at one grantee organisation. Auditor-General Report No.50 2017-18, Primary Healthcare
Grants under the Indigenous Australians' Health Program, ANAO, Canberra, para. 7 and 3.8, available from
https://www.anao.gov.au/work/performance-audit/primary-healthcare-grants-under-the-indigenous-
australians-health-program [accessed 3 August 2024].
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Summary and recommendations

Programme). Enterprise level fraud risks were not reviewed regularly. There was a fraud control
plan, which was not supported by a current fraud risk assessment, regular review, or testing of
fraud control effectiveness.

11. The department’s mechanisms to prevent fraud and to promote a culture of integrity were
largely appropriate. The department established preventative controls for fraud. The
effectiveness of preventative controls was not tested in accordance with the department’s fraud
control plan. The department established largely appropriate mechanisms to promote internal
and external fraud awareness. Not all fraud control officials and investigators attained the
required minimum vocational qualifications.

12. The department’s mechanisms to detect and respond to fraud were partly appropriate.
Planned testing of the effectiveness of detective controls in 2022-23 and 2023-24 was
incomplete. Detective controls were primarily reactive in the form of referrals and tip-offs. As at
June 2024 the department was putting in place measures to increase its use of proactive detective
controls such as data analytics. Mechanisms to investigate and respond to fraud, including policies
and procedures, were developing as part of an organisational change process. In 2022-23 and
2023-24, the department took ‘no further action’ on all closed fraud referrals and tip-offs relating
to the Indigenous Australians’ Health Programme. Recorded decision-making in relation to these
matters did not fully comply with investigations procedures. The department established largely
appropriate mechanisms to record and report fraud.

13. Planning for the commencement of the 2024 Commonwealth Fraud and Corruption
Framework was appropriate. There was a fit-for-purpose implementation plan. Although the
department was not fully prepared in accordance with its implementation plan on 1 July 2024,
most elements were completed or in progress. In early July 2024 the department established a
framework to support the periodic testing of fraud controls.

Supporting findings

Oversight and management of fraud risks

14. Roles and responsibilities for fraud control were assigned; there were committees with
fraud oversight; and the accountable authority was kept informed. There was organisational
change in 2023-24 with regard to line management arrangements. As at June 2024 roles and
responsibilities were evolving and fraud control policies needed to be updated to reflect this. (See
paragraphs 2.2 to 2.16)

15. The department identified and assessed fraud risks at the enterprise level. This had not
been reviewed in accordance with 2017 Commonwealth guidance (which suggested as better
practice, a review at least every two years). Fraud risks were not consistently considered as part
of divisional and business planning. For 2024-25 divisional planning, the department introduced
a requirement that division heads certify that they have considered fraud and corruption risks in
developing their divisional plans. Fraud risks for Indigenous Australians’ Health Programme grant
programs were not consistently assessed at the design stage. One of 39 internal audits completed
in 2022-23 and 2023-24 considered fraud. (See paragraphs 2.17 to 2.36)

16. The department had a fraud control plan, which was not informed by a current fraud risk
assessment. The fraud control plan was not regularly reviewed. As at May 2024, 32 per cent of
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fraud control owners identified in the enterprise fraud and corruption risk register had left the
department. Fraud control activities outlined in the fraud control plans were not fully
implemented. The department tested the effectiveness of controls when developing its
enterprise fraud and corruption risk assessment in 2022. Six-monthly testing of the effectiveness
of controls (as required under the fraud control plan) was not done. The department finalised a
mechanism for the regular, ongoing controls testing in July 2024. (See paragraphs 2.39 to 2.51)

Fraud prevention and integrity culture

17. The department established preventative controls for fraud risks, including instructions
and procedures to assist officials to prevent, detect and deal with fraud. Mechanisms to ensure
fraud risk is considered in planning and conducting entity activities were inconsistently
implemented. The department tested the effectiveness of its preventative controls for enterprise
fraud risks in 2021. Although the Fraud and Corruption Control Plan 2021-2023 required that
controls be tested every six months, preventative controls for enterprise-level fraud risks were
not tested after 2021 (except for Community Grants Hub fraud risks in 2022). The 2021 testing
found that 57 per cent of the preventative controls for enterprise fraud risks were effective and
43 per cent were partly effective. Treatments were developed to address partly effective controls.
(See paragraphs 3.2 to 3.12)

18. Mechanisms were implemented to promote staff awareness of what constitutes fraud.
Fraud awareness and integrity training were mandatory for all staff and completion rates were
reported to executive and oversight committees. Reported completion rates in 2023 and 2024
ranged from 84 to 88 per cent overall. The department promoted fraud awareness to external
parties through outreach activities, although grant opportunity guidelines and grant agreements
for the Indigenous Australians’ Health Programme did not all refer to fraud. The effectiveness of
measures to promote fraud awareness internally and externally was largely not evaluated. (See
paragraphs 3.15 to 3.22)

19. The department’s fraud control and investigation functions were centralised in the Fraud
and Integrity Branch in April 2024. As at June 2024, 80 per cent of investigators and 76 per cent
of officials undertaking fraud control activities had the appropriate qualifications. There was no
framework for ongoing professional development. (See paragraphs 3.24 to 3.30)

Fraud detection and response

20. The department established detective controls for fraud, primarily confidential reporting
of tip-offs. For grants administered through the Community Grants Hub, there were
arrangements in place with the Department of Social Services to escalate fraud risks and
incidents. There were 12 potential fraud tip-offs and escalations relating to the Indigenous
Australians’ Health Programme in 2022-23 and 2023-24. Proactive detective controls, such as
data analytics, were developing. The department tested the effectiveness of its detective controls
for enterprise fraud risks in 2021. Although the Fraud and Corruption Control Plan 2021-2023
required that controls be tested every six months, detective controls for enterprise-level fraud
risks were not tested after 2021 (except for 2022 testing of Community Grants Hub fraud risks).
The 2021 testing found that 65 per cent detective controls were effective and 35 per cent were
partly effective. Treatments were developed to address partly effective controls. (See paragraphs
4.2 t0 4.18)
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Summary and recommendations

21. Between February 2023 and April 2024, previously devolved investigative functions were
centralised in one branch. Documented procedures to support the investigative function were
developing and at 30 June 2024 were not fully compliant with Australian Government
Investigations Standard, consistent across different investigative functions or types of external
fraud, or finalised. The audit examined 12 fraud referrals and tip-offs relating to the Indigenous
Australians’ Health Programme that were made in 2022-23 and 2023-24. One allegation was not
assessed, and as at July 2024, two matters had not been finalised. Decisions to take no further
action on the remaining nine fraud matters were largely documented. Decisions were not made
by officials with the appropriate level of seniority in seven of nine matters. There were no referrals
to the Australian Federal Police for the Indigenous Australians’ Health Programme in 2022-23 and
2023-24. Case management system records did not include estimates of loss to fraud for
non-health provider benefit external fraud matters, and these were not included in the
department’s response to the Australian Institute of Criminology’s Fraud Census. It is therefore
not possible for the department to assure itself that it has taken reasonable measures to recover
financial losses caused by external fraud in a number of the department’s programs.
(See paragraphs 4.19 to 4.41)

22. The department had standard operating procedures to collect and manage fraud
information, although many were in draft form as at June 2024. Procedures for recording
information in a fraud case management system did not require the linkage of matters with
programs, obscuring visibility of program-related fraud matters by responsible officials. This
practice is inconsistent with divisional responsibility for fraud control activities and controls. The
department completed the annual Fraud Census reporting requirements for 2022-23 with
inaccuracies. The department established a process to identify matters representing significant
non-compliance with finance law that should be reported to relevant ministers, and no fraud
matters were reported in 2022—-23 or 2023-24. The accountable authority certified in the annual
report that the department has taken all reasonable steps to deal with fraud. The Secretary’s
certification was supported by assurances from the Audit and Risk Committee. In 2022-23 and
2023-24 the Audit and Risk Committee did not implement all of its planned activities in relation
to fraud controls, and in assuring the accountable authority on the effectiveness and
appropriateness of the department’s fraud control arrangements, it largely relied on
management representations. Disclosures about fraud matters were made to other entities in
relation to internal and external health provider fraud. (See paragraphs 4.44 to 4.59)

Preparation for the 2024 Commonwealth Fraud and Corruption Control Framework

23. The department developed an implementation plan to prepare for the Commonwealth
Fraud and Corruption Control Framework. Education and awareness activities were delivered, and
existing governance arrangements were assessed and considered suitable to meet the
requirements of the new framework. On 1 July 2024 the department published revised
governance documents to meet requirements of the new framework. Of 10 implementation plan
activities due to be completed by 30 June 2024, nine had been delivered by early July. The one
exception was a revised Enterprise Fraud and Corruption Risk Assessment. (See paragraphs 5.2 to
5.7)

24, A fraud and corruption control testing framework was finalised on 4 July 2024.
(See paragraphs 5.8 to 5.10)
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Recommendations

Recommendation no. 1
Paragraph 2.32

Recommendation no. 2
Paragraph 2.37

Recommendation no. 3
Paragraph 3.13

Recommendation no. 4
Paragraph 3.28

Recommendation no. 5
Paragraph 4.42

For Portfolio Budget Statement programs presenting a high overall
fraud risk profile, the Department of Health and Aged Care
undertake detailed fraud risk assessments.

Department of Health and Aged Care response: Agreed.

The Department of Health and Aged Care ensure that fraud is
covered in the internal audit work program, in proportion to the risk
that fraud poses to the department and its programs.

Department of Health and Aged Care response: Agreed.

The Department of Health and Aged Care test the effectiveness of
preventative and other fraud controls regularly, with appropriate
intervals of control testing determined in line with the critical nature
of the control; the department’s risk appetite and tolerance; and
any changes to the internal or external operating environment of
the entity.

Department of Health and Aged Care response: Agreed.

The Department of Health and Aged Care ensure that fraud control
and investigations officials have obtained the minimum
qualifications set out in the Fraud Policy and Guidance and
Australian Government Investigations Standard.

Department of Health and Aged Care response: Agreed.

The Department of Health and Aged Care implement processes to
guantify and record estimates of losses from external fraud for all
types of external fraud and all departmental programs, where
quantification is possible.

Department of Health and Aged Care response: Agreed.

Summary of entity response

25. The proposed audit report was provided to the Department of Health and Aged Care. The
Department of Health and Aged Care’s summary response to the audit is provided below and its
full response is at Appendix 1.

The Department of Health and Aged Care (the department) welcomes the findings in the report
and accepts the recommendations directed to the department. The department is committed to
effective implementation of Australian National Audit Office (ANAO) recommendations and has
already taken steps to address the issues identified in this audit.

It was pleasing to note the ANAO found the fraud control policy framework largely appropriate
and that the audit acknowledged the work the department has done to strengthen its fraud
management, in particular by consolidating all fraud functions into a dedicated branch. These
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Summary and recommendations

arrangements are continuing to be strengthened as the branch streamlines and matures its
operations, uplifts capability and enhances its governance.

The audit found some areas for improvement, including how the department assesses fraud risk
and tests fraud controls, and ensuring currency of qualifications of its fraud control and
investigations officials. To address these findings, the department has commenced a review of its
enterprise fraud and corruption risk assessment, commenced targeted pressure testing activities,
and established a capability framework for its staff. Regular updates of the progress of this work
will be provided to the department's Audit and Risk Committee over the 2024-25 financial year.

Key messages from this audit for all Australian Government entities

26. Below is a summary of key messages, including instances of good practice, which have
been identified in this audit and may be relevant for the operations of other Australian
Government entities.

Governance and risk management

e Management of fraud risk should not be a ‘set and forget’ compliance exercise. It requires
regular, meaningful and active review and should address specific business risks. Entities
should consider if controls remain relevant and whether fraud risks are being appropriately
escalated.

e Loss to fraud should be quantified where possible, and systems and processes should be
designed to enable quantification. Quantifying fraud risks provides an evidence base to
support the accountable authority’s assessment of whether the entity’s prioritisation of
fraud risks is appropriate, the control framework is robust, and the level of resourcing
towards fraud controls is appropriate.
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Audit findings
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1. Background

Introduction

11 Fraud against Australian Government entities and corrupt conduct by Australian
Government officials are serious matters that can constitute criminal offences. Fraud and
corruption undermine the integrity of and public trust in government, including by reducing funds
available for government program delivery and causing financial and reputational damage to
defrauded entities.?

1.2 The Australian Government defines fraud as:

Dishonestly obtaining (including attempting to obtain) a gain or benefit, or causing a loss or risk of
loss, by deception or other means.®

13 Fraud against the Australian Government can be committed by government officials or
contractors (internal fraud) or by parties such as clients of government services, service providers,
grant recipients, other members of the public or organised criminal groups (external fraud).1° In its
annual report on fraud against the Commonwealth'!, the Australian Institute of Criminology
reported that, for 2022-23:

. 378,033 fraud allegations were received, including 366,196 of external fraud'?;

° 5,483 fraud investigations were commenced!?, primarily in large (1,001-10,000
employees) and extra-large (greater than 10,000 employees) entities;

° 6,915 fraud investigations were finalised'#, with 3,192 fraud allegations substantiated in
full or in part!>; and

° the quantified reported internal fraud losses were $2.9 million and the quantified reported
external fraud losses were $158.1 million.1®

14 The Australian Institute of Criminology notes that these reported fraud losses only include
those which entities were able to quantify, and that losses and recoveries may be difficult to

8 Australian Institute of Criminology, Fraud against the Commonwealth 2021-22, AIC, Canberra, 13 June 2023,
p. 1, available from https://www.aic.gov.au/publications/sh/sb41 [accessed 15 April 2024].

9 Attorney-General’s Department, Fraud and Corruption Policy, AGD, Canberra, 1 February 2024, p. 7, available
from https://www.ag.gov.au/sites/default/files/2024-02/fraud-and-corruption-policy-effective-1-july-
2024.PDF [accessed 19 March 2024].

10 Attorney-General’s Department, Commonwealth Fraud Control Framework, AGD, Canberra, 23 August 2017,
para. 18-19, p. C7, available from https://www.ag.gov.au/sites/default/files/2020-
03/CommonwealthFraudControlFramework2017.PDF [accessed 12 April 2024]. The 2017 framework was
replaced in July 2024 by the Commonwealth Fraud and Corruption Control Framework.

11 Australian Institute of Criminology, Fraud against the Commonwealth 2022-23, AIC, Canberra, 4 July 2024,
available from https: https://www.aic.gov.au/publications/sb/sb44 [accessed 4 July 2024]. The 2022-23
Statistical Bulletin is based on responses collected from 157 Commonwealth entities between 28 August 2023
and 1 December 2023.

12 ibid., p. 7.
13 ibid., p. 7.
14  ibid., p. 9.
15  ibid., p. 11.
16  ibid., p. 16.
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quantify due to system limitations, conduct of investigations by external agencies or confidential
settlements.’

1.5 The Commonwealth Fraud Risk Profile identifies eight fraud risk areas across corporate and
program and policy functions (Table 1.1).

Table 1.1: Fraud risk areas in the Commonwealth

Function Fraud risk area Types of fraud

Corporate Assets Theft, damage, misuse of facilities, vehicles,
equipment, and other physical assets

Corporate information Theft, misuse, disclosure of employee information,
intellectual property and other official information
Human resources Fraudulent recruitment and contracting practices and
decisions
Corporate funds Theft, misuse, misdirection of payroll, entitlements,
cash, credit cards, travel vouchers, invoicing and
procurement
Program and Program payments Fraudulent claims, theft, misdirection, misuse of
policy payments and services
Program revenue Theft, misuse, misdirection of revenue, royalties and
fees
Program information Theft, misuse, disclosure of citizen and other official

program information

Program and policy outcome | Misuse of power or position to unethically influence
decisions, policies and outcomes

Source: Adapted from Commonwealth Fraud Prevention Centre, Learn about the Fraud and Corruption Control
Framework [Internet],  Attorney-General's Department, Canberra, 2024, available  from
https://www.counterfraud.gov.au/learn-about-fraud-and-corruption-control-framework [accessed
25 June 2024].

The Commonwealth Fraud Control Framework

1.6 The 2017 Commonwealth Fraud Control Framework provided the Australian Government’s
fraud control requirements through to 30 June 2024. It had three components (Table 1.2).

Table 1.2: 2017 Commonwealth Fraud Control Framework components

Component name Purpose Binding effect

Fraud Rule — Section 10 of the Public Establishes key fraud | e Legislative instrument.
Governance, Performance and Accountability | control requirements.
Rule 2014 (PGPA Rule)

e Binds non-corporate and
corporate Commonwealth
entities.

17  Australian Institute of Criminology, Fraud against the Commonwealth 2022-23, AIC, Canberra, 4 July 2024, pp.
16-17, available from https://www.aic.gov.au/publications/sb/sb44 [accessed 4 July 2024].
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Component name ‘ Purpose
Fraud Policy — Commonwealth Fraud Establishes
Control Policy procedural

areas of fraud

reporting.

requirements for

control, including
investigations and

‘ Binding effect ‘

e Binds non-corporate
Commonwealth entities.

e Better practice for corporate
Commonwealth entities.

Fraud Guidance — Resource Management
Guide 201 — Preventing, detecting and
dealing with fraud fraud control

arrangements.

Establishes better .
practice guidance for

Better practice for
non-corporate and
corporate Commonwealth
entities.

Source: ANAO summary of 2017 Commonwealth Fraud Control Framework components.

1.7

On 1 July 2024, the 2024 Commonwealth Fraud and Corruption Control Framework came

into effect. From 1 July 2024, non-corporate Commonwealth entities are required to adhere to the
revised Fraud and Corruption Policy (see Table 1.3).18 The Fraud and Corruption Policy is considered
better practice for corporate Commonwealth entities and Commonwealth companies. The revised
framework includes provisions to mitigate corruption risk and complement the function of the
National Anti-Corruption Commission.'® The revised framework introduces new requirements for
fraud governance, oversight arrangements and controls testing.

Table 1.3:
the 2017 Fraud Rule

2024 Fraud and Corruption Rule

(effective from 1 July 2024)

Comparison of the key elements of the 2024 Fraud and Corruption Rule to

2017 Fraud Rule
(effective to 30 June 2024)

Entities must conduct fraud and corruption risk assessments
regularly and when there is a substantial change in the
structure, functions or activities of the entity.

The Fraud Rule applied these
requirements to fraud but not to
corruption.

Entities must develop and implement fraud and corruption
control plans as soon as practicable after conducting a risk
assessment.

The Fraud Rule applied these
requirements to fraud but not to
corruption.

Entities must periodically review the effectiveness of their
fraud and corruption controls.

There was no equivalent requirement in
the Fraud Rule. The 2023
Commonwealth Risk Management
Policy required entities to periodically
review the effectiveness of controls.

Entities must have governance structures, processes and
officials in place to oversee and manage fraud and corruption
risks. Entities must keep records of those structures,
processes and officials.

There was no equivalent requirement in
the Fraud Rule. The 2023
Commonwealth Risk Management
Policy specified governance
requirements.

18 Attorney-General’s Department, Fraud and Corruption Policy, AGD, Canberra, 1 February 2024, available from
https://www.ag.gov.au/sites/default/files/2024-02/fraud-and-corruption-policy-effective-1-july-2024.PDF
[accessed 19 March 2024].

19 The National Anti-Corruption Commission is an independent Australian Government agency that was created

under the National Anti-Corruption Commission Act 2022.

Auditor-General Report No.7 2024-25

Fraud Control Arrangements in the Department of Health and Aged Care

18



https://www.ag.gov.au/sites/default/files/2024-02/fraud-and-corruption-policy-effective-1-july-2024.PDF

Background

2024 Fraud and Corruption Rule 2017 Fraud Rule
(effective from 1 July 2024) (effective to 30 June 2024)
Entities must have appropriate mechanisms for preventing The Fraud Rule applied these
fraud and corruption by ensuring that: requirements to fraud but not to
e entity officials are aware of what constitutes fraud and corruption.

corruption; and
o risks of fraud and corruption are considered in planning

and conducting activities of the entity.
Entities must have appropriate mechanisms for: The Fraud Rule applied these
e detecting fraud and corruption, including processes for requwements to fraud but not to

corruption.

officials of the entity and other persons to report
suspected fraud or corruption confidentially;

e investigating or otherwise responding to fraud or
corruption or suspected fraud or corruption; and

e recording and reporting incidents of fraud or corruption or
suspected fraud or corruption.

Source: Adapted from Commonwealth Fraud Prevention Centre, Learn about the Fraud and Corruption Control
Framework [Internet], Attorney-General's Department, Canberra, 2024, available from
https://www.counterfraud.gov.au/learn-about-fraud-and-corruption-control-framework [accessed
25 June 2024].

1.8 The 2017 Fraud Rule and the 2024 Fraud and Corruption Rule apply to both the internal and
external fraud risks identified in Table 1.1. The 2024 Commonwealth Fraud and Corruption Control
Framework states that:

Fraud and corruption are risks that can undermine the objectives of every Australian Government
entity in all areas of their business, including delivery of services and programs, policy-making,
regulation, taxation, procurement, grants and internal procedures.?

Responsibilities of accountable authorities

1.9 The Public Governance, Performance and Accountability Act 2013 (PGPA Act) and the PGPA
Rule contain specific duties and requirements for the accountable authority of a Commonwealth
entity pertaining to internal control arrangements, including for fraud control and reporting
(Table 1.4).

20 Attorney-General's Department, Commonwealth Fraud and Corruption Control Framework 2024, AGD,
Canberra, 2024, p.6.
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Table 1.4: Fraud-related responsibilities of accountable authorities

Reference Duty or requirement

PGPA Act Duty to govern the Commonwealth entity
section 15 1. The accountable authority of a Commonwealth entity must govern the entity in a
way that:

a) promotes the proper use? and management of public resources for which the
authority is responsible; and

b) promotes the achievement of the purposes of the entity; and
c) promotes the financial sustainability of the entity.

2. In making decisions for the purposes of subsection (1), the accountable
authority must take into account the effect of those decisions on public
resources generally.

PGPA Act Duty to establish and maintain systems relating to risk and control

section 16 The accountable authority of a Commonwealth entity must establish and maintain:
a) an appropriate system of risk oversight and management for the entity; and
b) an appropriate system of internal control for the entity;

including by implementing measures directed at ensuring officials of the entity
comply with the finance law.

PGPA Rule Preventing, detecting and dealing with fraud

section 10 The accountable authority of a Commonwealth entity must take all reasonable
(the Fraud Rule) measures to prevent, detect and deal with fraud relating to the entity, including by:

a) conducting fraud risk assessments regularly and when there is a substantial
change in the structure, functions or activities of the entity; and

b) developing and implementing a fraud control plan that deals with identified
risks as soon as practicable after conducting a risk assessment; and

¢) having an appropriate mechanism for preventing fraud, including by ensuring
that:

i) officials of the entity are made aware of what constitutes fraud; and

ii) the risk of fraud is taken into account in planning and conducting the
activities of the entity; and

d) having an appropriate mechanism for detecting incidents of fraud or
suspected fraud, including a process for officials of the entity and other
persons to report suspected fraud confidentially; and

e) having an appropriate mechanism for investigating or otherwise dealing with
incidents of fraud or suspected fraud; and

f) having an appropriate mechanism for recording and reporting incidents of
fraud or suspected fraud.

Auditor-General Report No.7 2024-25
Fraud Control Arrangements in the Department of Health and Aged Care

20



Background

Reference ‘ Duty or requirement ‘
PGPA Rule Information on management and accountability

subsection The annual report must include the following:

17AG(2) a) information on compliance with section 10 (which deals with preventing,

detecting and dealing with fraud) in relation to the entity during the period.
b) a certification by the accountable authority of the entity that:

i) fraud risk assessments and fraud control plans have been prepared for
the entity; and

i) appropriate mechanisms for preventing, detecting incidents of,
investigating or otherwise dealing with and recording or reporting fraud
that meet the specific needs of the entity are in place for the entity; and

iii) all reasonable measures have been taken to deal appropriately with
fraud relating to the entity.

Note a: In respect to ‘proper use’, section 8 of the PGPA Act provides that ‘proper, when used in relation to the use or
management of public resources, means efficient, effective, economical and ethical.’

Source: PGPA Act and PGPA Rule.

1.10 The Commonwealth Grants Rules and Guidelines (CGRGs) note that probity and
transparency in grants administration are achieved by ensuring that decisions are impartial,
documented, and lawful; there is compliance with public reporting requirements; and there are
appropriate safeguards against fraud. The CGRGs state that accountable authorities must ensure
that the entity’s fraud procedures and practices comply with the Fraud Rule, including as they apply
to grants administration. The CGRGs further note that officials undertaking grants administration
should be aware of the procedures to follow if fraud is suspected.?!

1.11 The APS Integrity Taskforce’s 2023 report Louder than Words: An APS Integrity Action Plan??
noted the need for entities to gain ‘reassurance that their integrity frameworks are effective and
that their fraud and corruption risks are mitigated.” The report contains a recommendation to
‘upscale institutional integrity (cultural and compliance) within agencies.’?®> One of the actions
identified by the APS Integrity Taskforce to support implementation of this recommendation is for
accountable authorities to complete a self-assessment against the Commonwealth Integrity
Maturity Framework and report the results to the Secretaries Board by September 2024. The
Department of Health and Aged Care’s September 2024 self-assessed maturity rating against the
Commonwealth Integrity Maturity framework was Level 2 overall, where Level 1 is the lowest level
of maturity and Level 4 is the highest.

21 Department of Finance, Commonwealth Grants Rules and Guidelines, 2017, paragraphs 13.3 to 13.5.

22  Department of the Prime Minister and Cabinet, Louder Than Words: An APS Integrity Action Plan, APS
Integrity Taskforce, PM&C, Canberra, November 2023, p. 21, available from
https://www.pmc.gov.au/sites/default/files/resource/download/integrity-good-practice-action-plan.pdf
[accessed 5 May 2024].

23  ibid., Recommendation 12.
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1.12 ‘Prevent, detect and manage fraud and corruption’ is one of the eight integrity principles
identified by the National Anti-Corruption Commission (NACC) in the Commonwealth Integrity
Maturity Framework.?* The NACC identified in its Integrity Outlook 2022-23 that:

Minimising the incidence of internal fraud through the identification and management of fraud
risks should continue to be an ongoing focus of agencies. This can be achieved through the
development, implementation and regular review of fraud prevention and detection strategies.?®

Previous audits

1.13  The fraud control arrangements of Australian Government entities have been the subject of
previous Auditor-General reports. The most recent was tabled in 2023—-24 and examined the
Australian Taxation Office’s (ATO’s) management and oversight of fraud control arrangements for
the Goods and Services Tax (GST). The audit found that the ATO’s management and oversight of
fraud control arrangements for the GST was partly effective.?®

1.14 Three Auditor-General reports on the fraud control arrangements of Australian Government
entities was published in June 2020.?” The reports concluded that:

° fraud control arrangements in the Department of Home Affairs were effective;

° fraud control arrangements in the Department of Social Services and the Department of
Foreign Affairs and Trade were largely effective; and

o each of the audited entities met the mandatory requirements of the 2017 Commonwealth
Fraud Control Framework.?®

1.15 Auditor-General Report No.42 2023-24 Interim Report of Key Financial Controls of Major
Entities assessed the effectiveness of 27 Australian Government entities’ (including the Department
of Health and Aged Care’s) internal controls as they relate to the risk of misstatement in the financial
statements. Key areas of financial statements risk identified for the department included accuracy
of personal benefit health care entitlements (higher risk); accuracy of aged care subsidies (moderate

24 National Anti-Corruption Commission, 8 Integrity Principles and Maturity Indicators, Commonwealth Integrity
Maturity Framework, NACC, Canberra, 2023, p. 16, available from
https://www.nacc.gov.au/sites/default/files/documents/2023-08/CIMF-8-integrity-principles-and-maturity-
indicators.pdf [accessed 5 May 2024].

25 National Anti-Corruption Commission, Integrity Outlook 2022/23, Commonwealth of Australia, Canberra,
2023, p. 12, available from https://www.nacc.gov.au/sites/default/files/documents/2023-
10/integrity outlook 22-23 - final version for publication 0.pdf [accessed 14 October 2024].

26  Auditor-General Report No.15 2023-24, Australian Taxation Office’s Management and Oversight of Fraud
Control Arrangements for the Goods and Services Tax, ANAO, Canberra, 2024, available from
https://www.anao.gov.au/work/performance-audit/australian-taxation-offices-management-and-oversight-
fraud-control-arrangements-for-the-gst.

27  Auditor-General Report No. 42 2019-20, Fraud Control Arrangements in the Department of Foreign Affairs
and Trade, ANAO, Canberra, 2020, available from https://www.anao.gov.au/work/performance-audit/fraud-
control-arrangements-the-department-foreign-affairs-and-trade; Auditor-General Report No. 43 2019-20,
Fraud Control Arrangements in the Department of Home Affairs, ANAO, Canberra, 2020, available from
https://www.anao.gov.au/work/performance-audit/fraud-control-arrangements-the-department-home-
affairs; and Auditor-General Report No. 44 2019-20, Fraud Control Arrangements in the Department of Social
Services, ANAO, Canberra, 2020, available from https://www.anao.gov.au/work/performance-audit/fraud-
control-arrangements-the-department-social-services.

28 Australian National Audit Office, Insights: Fraud Control Arrangements, ANAO, Canberra, June 2020, available
from https://www.anao.gov.au/work/insights/fraud-control-arrangements [accessed 12 April 2024].
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risk); and accuracy and occurrence of administered grants expenses (moderate risk).?° The interim
report concluded that except for a moderate audit finding in relation to governance of legislative
compliance, legal matters and legal advice, key elements of internal control were operating
effectively to provide reasonable assurance that the department will be able to prepare financial
statements that are free from material misstatement. The effective operation of these controls for
the full financial year will be assessed by the ANAO in conjunction with additional audit procedures
during the 2023-24 final audit.3®

The Department of Health and Aged Care

1.16 The audit examines fraud risks in a non-corporate Commonwealth entity, the Department
of Health and Aged Care (the department). The department is responsible for achieving the
Australian Government’s health outcomes in the areas of health system policy, design and
innovation; health access and support services; sport and recreation; individual health benefits;
regulation, safety and protection; and ageing and aged care. This includes administering programs
and services, such as the Medicare Benefits Schedule and the Pharmaceutical Benefits Scheme, and
forming partnerships with the states and territories, as well as other stakeholders.

1.17 The department faces fraud risks across the corporate risk areas identified in the
Commonwealth Fraud Risk Profile. In addition, as a funding entity, it faces fraud risks associated
with its funding function. The department provides program payments to a wide variety of
recipients to achieve government priorities and support beneficial community outcomes. There are
risks of fraud in the provision of funding, whether through grants, procurements or other
mechanisms.3?

1.18 The department’s average staffing level for 2023-24 was 6,127.32 Table 1.5 shows the
department’s resourcing in 2023-24.

Table 1.5: Department of Health and Aged Care budget, 2023-24
‘ Total resourcing ($'000) ‘

Total resourcing for Health and Aged Care 110,652,962
— Departmental resourcing 2,139,372
— Administered resourcing 108,513,590

Source: Australian Government, Portfolio Budget Statements 2024-25, Budget Related Paper No. 1.9 — Health and
Aged Care Portfolio, pages 24 and 26, Commonwealth of Australia, Canberra, 2023, [Internet]
https://www.health.gov.au/sites/default/files/2023-05/health-portfolio-budget-statements-budget-2023-24.pdf
[accessed 14 October 2024].

1.19 This audit examines fraud controls arrangements in the department, using the Indigenous
Australians’ Health Programme as a case study of how the arrangements are applied. The

29 Auditor-General Report No.42 2023-24, Interim Report on Key Financial Controls of Major Entities, ANAO,
Canberra, 2024, Table 3.12.1, available from https://www.anao.gov.au/work/financial-statement-
audit/interim-report-key-financial-controls-major-entities-2023-24 [accessed 25 June 2024].

30 ibid., para. 3.12.25.

31 Auditor-General Report No.10 2021-22, Administration of the Research and Development Tax Incentive,
ANAO, Canberra, 2021, available from https://www.anao.gov.au/work/performance-audit/administration-
the-research-and-development-tax-incentive [accessed 14 October 2024].

32  Average staffing level is a method of counting that adjusts for casual and part-time staff to show the average
number of full-time equivalent employees.
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Indigenous Australians’ Health Programme funds initiatives to increase access to health care and
improve the health of Aboriginal and Torres Strait Islander people. The program funds work under
four streams: (1) primary health care services; (2) improving access to primary health care; (3)
targeted health activities; and (4) capital works.3® Based on GrantConnect reporting®*, the
Indigenous Australians’ Health Programme funded 24 grant programs valued at $1.3 billion over
four financial years in 2022-23 and 17 grant programs valued at $603.9 million over four financial
years in 2023-24. The department advised the ANAO in June 2024 that Indigenous Australians’
Health Programme procurements totalled $45.6 million (over 55 procurements) in 2022-23 and
$56.5 million (over 56 procurements) in 2023-24.

1.20 Table 1.6 shows the potential value of fraud, number of fraud allegations, fraud
investigations and prosecution outcomes in 2022-23 and 2023-24, as reported to the department’s
Executive Committee3> and Audit and Risk Committee3® in September 2023 and September 2024.

Table 1.6: Fraud allegations, investigations and prosecution outcomes in the
Department of Health and Aged Care, 2022-23 and 2023-24

Number of tip-offs received 1,084 1,054
Number of fraud assessments completed, of which: Not reported 1,0182
— no further action 877 336
— referred internally 162 59
— referred externally 139 416
— proceed to investigation 37 Not reported®
— part of an existing investigation 15 9
Number of active investigations at 30 June 135 133
Number of referrals with the Commonwealth Director of 11 3
Public Prosecutions (CDPP)

33 Department of Health and Aged Care, Indigenous Australians' Health Programme [Internet], Health, 2023,
available from https://www.health.gov.au/our-work/indigenous-australians-health-programme#about-the-
program [accessed 6 July 2024].

34  GrantConnect is a whole of Australian Government web-based facility that publishes grant opportunities and
reporting on awarded grants. Paragraph 5.3 of the Commonwealth Grants Rules and Guidelines state that
from 31 December 2017, an entity must report on GrantConnect information on individual grants no later
than twenty-one calendar days after the grant agreement for the grant takes effect. The reported value in
GrantConnect represents the full value of grant agreements signed during the reporting year and variations to
existing grant agreements executed during the year, including amounts agreed to be spent in future years.

35 Therole of the Executive Committee is to provide strategic direction and leadership to ensure the
achievement of outcomes documented in the department’s corporate plan and Portfolio Budget Statements.
The Executive Committee membership comprises the Secretary (Chair) and all deputy secretaries. It meets
fortnightly under its terms of reference dated August 2023.

36 The role of the Audit and Risk Committee is to provide independent advice to the Secretary and the
departmental executive on the department's financial reporting, performance reporting, system of risk
oversight and management, and system of internal control. The Audit and Risk Committee meets quarterly,
and operates under a Charter dated February 2024.
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Number and value of matters before the court at 30 June
2023

2022-23 \

17 matters with an
estimated detriment

Background

2023-24 \

12 matters with an
estimated detriment

outcomes being:

to the to the

Commonwealth of Commonwealth of

$10.2 million $17 million

Fraud prosecutions concluded by the CDPP, with the 17 Not reported

— successful criminal prosecution and conviction

15 (11 resulting in
imprisonment)

6 (3 resulting in
imprisonment)

— unsuccessful prosecution

2

Not reported

Note a: In the dashboard presented to the audit and risk committee (September 2024), the 2023-24 number of specific
fraud outcomes (N=820) did not add up to the total number of fraud assessments completed (N=1,018). The
department advised the ANAO in October 2024 that the 59 ‘internal referrals’ were matters received and
referred by the Benefits Integrity Division. There were two additional categories of fraud assessment outcome
not included in the dashboard: referred to an internal business area (N=166) and Community Grants Hub high
risk notifications (N=10).

Note b: The department advised the ANAO in October 2024 that 22 assessments were referred for investigation.
Source: As reported to the Department of Health and Aged Care Audit and Risk Committee and Executive Committee.

Rationale for undertaking the audit

1.21  Fraud against Australian Government entities reduces available funds for public goods and
services and causes financial and reputational damage to the Australian Government.3” All
Commonwealth entities are required to have fraud control arrangements in place to prevent, detect
and respond to fraud. From 1 July 2024, this requirement also extends to corruption.

1.22 The Indigenous Australians’ Health Programme was selected as a case study to assess the
department’s fraud control arrangements, due to the program’s size, variety of funded activities,
and opportunity it presented to assess the department’s fraud control arrangements as they related
to grants administration. The Indigenous Australians’ Health Programme is the department’s main
overarching Aboriginal and Torres Strait Islander health program.3® The program funds initiatives to
increase access to health care and improve the health of Aboriginal and Torres Strait Islander
people, and represents the Australian Government’s largest direct expenditure on Indigenous
primary healthcare.?®

37 Australian Institute of Criminology, Fraud against the Commonwealth 2021-22, AIC, Canberra, 13 June 2023,
p. 21, available from https://www.aic.gov.au/publications/sb/sb41 [accessed 15 April 2024].

38 Department of Health and Aged Care, Indigenous Australians' Health Programme [Internet], Health, Canberra,
2023, available from https://www.health.gov.au/our-work/indigenous-australians-health-programmettabout-
the-program [accessed 31 July 2024].

39 The Indigenous Australians’ Health Programme (IAHP) was last examined by the ANAO in 2017-18.
Auditor-General Report No.50 2017-18 Primary healthcare grants under the Indigenous Australians’ Health
Programme concluded that the department’s design and implementation of the primary healthcare
component of the IAHP was partially effective as it has not yet achieved all of the Australian Government’s
objectives in establishing the program. The audit identified two instances where the department’s risk
analysis was not effective in identifying underlying risks, including in relation to potential fraud at one grantee
organisation. Auditor-General Report No.50 2017-18, Primary Healthcare Grants under the Indigenous
Australians' Health Program, ANAO, Canberra, 2018, para. 7 and 3.8, available from
https://www.anao.gov.au/work/performance-audit/primary-healthcare-grants-under-the-indigenous-
australians-health-program [accessed 3 August 2024].
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Audit approach

Audit objective, criteria and scope

1.23  The objective of the audit was to assess the effectiveness of the Department of Health and
Aged Care’s fraud control arrangements, with a specific focus on the Indigenous Australians’ Health
Programme.

1.24 To form a conclusion against this objective, the following high-level criteria were adopted.

° Have appropriate arrangements been established to oversee and manage fraud risks?

. Have appropriate mechanisms been established to prevent fraud, and promote a culture
of integrity?

° Have appropriate mechanisms been established to detect and respond to fraud?

° Has the entity appropriately prepared for the commencement of the revised

Commonwealth Fraud and Corruption Control policy in July 2024?

1.25 This audit examined the department’s fraud control arrangements in 2022-23 and
2023-24. The audit assessed the department’s compliance with the 2017 Commonwealth Fraud
Control Framework and readiness to implement the 2024 Commonwealth Fraud and Corruption
Control Framework.

Audit methodology
1.26  The audit methodology included:

° examination of the department’s strategies, policies, procedures, guidelines, training, risk
assessments, control plans, investigation processes; governance committee meeting
papers; reviews, internal audits and assurance reports; and internal and external reporting
on fraud and corruption control activities;

. for the Indigenous Australians’ Health Programme, analysis of fraud risk assessments,
grant opportunity guidelines, grant agreements, and assessment and investigations of
fraud tip-offs and referrals;

. analysis of grant management arrangements with the Community Grants Hub within the
Department of Social Services as they relate to fraud and corruption prevention, detection
and response; and

. meetings with departmental officials.
1.27 The ANAO did not assess the effectiveness of the department’s fraud controls.

1.28 During the course of the audit, the department was in the process of centralising previously
decentralised fraud control and investigations functions. This included the centralisation of human
resources, and fraud control, investigations and reporting functions, into a new Fraud and Integrity
Branch. In this context, the ANAO assessed fraud control and investigations policies and procedures
that were in development during the course of the audit.

1.29 Australian Government entities largely give the ANAO electronic access to records by
consent, in a form useful for audit purposes. For the purposes of this audit, the Department of
Health and Aged Care advised the ANAO that it would not voluntarily provide certain information
requested by the ANAO due to concerns about its obligations under the Privacy Act 1988, secrecy
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provisions in Health and Aged Care portfolio legislation, confidentiality provisions in contracts and
the Public Interest Disclosure Act 2013. The department advised that this type of information largely
was not segregated in the department’s record-keeping systems and the department could not be
certain, in providing documents through electronic means, that documents containing this type of
information were excluded. To provide comfort to the Secretary regarding the department’s
obligations under portfolio legislation, on 26 February 2024 the acting Auditor-General issued the
Secretary of the department with a notice to provide information and produce documents pursuant
to section 32 of the Auditor-General Act 1997. Under this notice, the department agreed to provide
the information and documents requested through electronic means.

1.30 The audit was conducted in accordance with ANAO Auditing Standards at a cost to the ANAO
of approximately $353,000.

1.31 The team members for this audit were Christian Coelho, Will Tse, Sam Skelton, Lauren Dell,
Jake Farquharson and Christine Chalmers.
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2. Oversight and management of fraud risks

Areas examined

This chapter examines whether the Department of Health and Aged Care (the department) has
established appropriate arrangements to oversee and manage fraud risks.

Conclusion

The department established partly appropriate arrangements to manage and oversee fraud
risks in 2022-23 and 2023-24. There were appropriate governance and oversight
arrangements for fraud control, except that consideration of fraud risks was limited to one of
39 internal audits conducted in the period. There was a largely appropriate fraud control policy
framework. Fraud risks were assessed at the enterprise level. These risks were not consistently
assessed at the divisional or program level (including for the Indigenous Australians’ Health
Programme). Enterprise level fraud risks were not reviewed regularly. There was a fraud
control plan, which was not supported by a current fraud risk assessment, regular review, or
testing of fraud control effectiveness.

Areas for improvement

The ANAO made two recommendations aimed at conducting fraud risk assessments for
programs; and internal audits incorporating appropriate consideration of fraud risks. The
ANAO suggested the department could monitor the implementation of fraud control plan
activities, and develop fraud control strategies on the basis of more targeted fraud risk
assessments for programs profiled as high risk for fraud.

2.1 Section 16 of the Public Governance, Performance and Accountability Act 2013 (PGPA Act)
states that the accountable authority of a Commonwealth entity has a duty to establish and
maintain systems relating to risk and control. The 2017 Commonwealth Fraud Control Framework,
which was in place during the time period for this audit, required accountable authorities to conduct
regular fraud risk assessments and, as soon as practicable, develop and implement fraud control
plans to deal with the identified risks.?® The requirement was restated in the 2024 Commonwealth
Fraud and Corruption Control Framework, with the 2024 framework requiring fraud and corruption
risk assessments to be undertaken at least every two years.*!

Are there appropriate governance and oversight arrangements for
fraud control?

Roles and responsibilities for fraud control were assigned; there were committees with fraud
oversight; and the accountable authority was kept informed. There was organisational change
in 2023-24 with regard to line management arrangements. As at June 2024 roles and
responsibilities were evolving and fraud control policies needed to be updated to reflect this.

40 Attorney-General’s Department, Commonwealth Fraud Control Framework, AGD, Canberra, 23 August 2017,
p. Al, available from https://www.ag.gov.au/sites/default/files/2020-
03/CommonwealthFraudControlFramework2017.PDF [accessed 18 March 2024].

41 Commonwealth Fraud Prevention Centre, Commonwealth Fraud and Corruption Control Framework, AGD,

Canberra, March 2024, pp. 10-11, available from https://www.counterfraud.gov.au/sites/default/files/2024-
06/cfpc-framework-2024.pdf [accessed 5 August 2024].
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Oversight and management of fraud risks

Entity framework for fraud control

2.2

The accountable authority of the department has given effect to section 16 of the PGPA Act

as it relates to fraud through:

2.3

Accountable Authority Instructions (AAls) on fraud risk management and control
(November 2021, revised 26 June 2024);

a Finance Business Rule (FBR) on fraud risk management and control (November 2021,
revised 26 June 2024)%;

Fraud and Corruption Control Plans (FCCPs) for the period 2021-2023 (created
August 2021 and updated November 2022) and 2023-2025 (June 2023); and

manuals and guidelines to prevent, detect, investigate, record and report fraud (see
paragraphs 4.21 to 4.29).

Together these documents represent the department’s fraud control policy framework. The

framework covered the key elements of the 2017 Commonwealth Fraud Control Framework, with
the following exceptions.

The Fraud Rule requires the accountable authority to conduct fraud risk assessments
regularly and when there is a substantial change in the structure, functions or activities of
the entity. Although the FCCP 2021-2023 included this requirement, the 2021 AAls, 2021
FBR and FCCP 2023-2025 did not. The June 2024 FBR requires ‘All First Assistant
Secretaries and Assistant Secretaries for their program areas to conduct assessments of
fraud and corruption risk regularly and when there is substantial change in the structure,
functions or activities of the department.’

The Fraud Policy at paragraph 4 states that entities must have in place investigation and
referral processes and procedures that are consistent with the Australian Government
Investigations Standard (AGIS).*® Until February 2023, investigation functions within the
department were decentralised, with separate investigation policies and procedures.
From February 2023, the department began updating investigation policies and
procedures to reflect centralisation of investigations functions (see paragraph 2.8). As at
30 June 2024 the department had draft guidance documents for the centralised
investigations area that referred to the AGIS (see paragraph 4.27).

42
43

The ANAO has not examined the updated AAls and FBR in detail.

The AGIS establishes a standard for Australian Government entities conducting administrative, civil or criminal
investigations to ensure quality investigative practices and outcomes. Non-corporate Commonwealth entities
are required to comply with the AGIS to the extent it articulates Australian Government policy in accordance
with the PGPA Act. The 2022 AGIS replaced the 2011 AGIS. No date for entities to update their approaches to
the 2022 AGIS has been established. Attorney-General's Department, Australian Government Investigations
Standards [Internet], AGD, Canberra, 2022, available from
https://www.ag.gov.au/integrity/publications/australian-government-investigations-standards [accessed

3 July 2024].
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Roles and responsibilities
Assignment of roles and responsibilities for fraud control

2.4 As at June 2024 the department had 30 divisions across seven groups.** The 2021-2023 and
2023-2025 FCCPs indicate that divisional fraud risk assessments and the application of fraud
controls to divisional activities are the responsibility of division heads.

2.5 The November 2021 FBR stated that the following line areas were ‘authorised by Health’s
Executive to undertake fraud investigation activities consistent with relevant Government policy.’

. Corporate Assurance Branch — overarching departmental fraud control activities
including internal fraud.

° Benefits Integrity and Digital Health Division — health provider benefits fraud. The Health
Provider Fraud Section (HPFS) undertook investigations relating to the Medicare Benefits
Schedule, Pharmaceutical Benefits Scheme, and Child Dental Benefits Schedule.

. Quality and Assurance Division, Aged Care Group — aged care fraud.

2.6 The November 2021 FBR made no specific reference to responsibility for other areas of
potential external fraud besides health provider benefits and aged care. For example, as described
in Auditor-General Report No.3 2023-24, the Regulatory Compliance Branch within the Health
Products Regulation Group directly undertook non-compliance investigations relating to
therapeutic goods.*

2.7 In February 2023 the Fraud Control and Investigation Branch (FCIB) was established within
the Financial Management Division of the Corporate Operations Group. Departmental records
stated that the FCIB amalgamated fraud and corruption sections across the department except for
the HPFS (although, as noted above in relation to therapeutic goods, some investigation activities
were still being undertaken in other areas of the department). A project plan for the FCIB indicated
that the HPFS was expected to transition into the FCIB ‘in due course.” The FCIB was to lead and
coordinate the fraud control program, including undertaking investigations of alleged fraud and
corruption.

2.8 In April 2024 fraud control activities, including those of the HPFS, were centralised within a
renamed Fraud and Integrity Branch in the Corporate Operations Group. The department advised
the ANAO in May 2024 that overall responsibility for managing enterprise-wide fraud control
activities rested with the Assistant Secretary of that branch. The department advised the ANAO in
July 2024 that enterprise fraud control functions, internal fraud and external fraud (excluding health
provider and aged care fraud) were the responsibility of the branch. On 26 June 2024, the FBR was
updated to reflect the role of the Fraud and Integrity Branch in managing department-wide fraud
and corruption control arrangements. As at 30 June 2024 the FCCP 2023-2025 had not been
updated.

44  Primary and Community Care; Interim Australian Centre for Disease Control; Health Strategy, First Nations
and Sport; Health Resourcing; Health Products Regulation; Ageing and Aged Care; and Corporate Operations.

45  Auditor-General Report No.3 2023-24, Management of Non-Compliance with the Therapeutic Goods Act 1989
for Unapproved Therapeutic Goods, ANAO, Canberra, 2023, para. 4.22 to 4.79, available from
https://www.anao.gov.au/work/performance-audit/therapeutic-goods-administration-management-non-
compliance [accessed 25 June 2024].
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Oversight and management of fraud risks

2.9 A draft ‘Investigations Doctrine’ (June 2024, see paragraph 4.25) sets out responsibilities for
managing fraud referrals within the Fraud and Integrity Branch.

Oversight of outsourced fraud planning

2.10 Table 2.1 presents an assessment of the department’s approach to applying the Fraud
Guidance in relation to assigning a senior fraud officer or equivalent for outsourced fraud risk
assessment and fraud control planning.

Table 2.1: Assessment against the Fraud Framework — Senior fraud officer

Standard? Assessment

Senior officer assigned responsibilities Fraud Guidance, paragraph 35 ‘
for outsourced fraud risk assessment
and fraud control planning

Key: @ Fully compliant 4 Partly compliant m Not compliant.
Note a: The Fraud Guidance is better practice for all non-corporate Commonwealth entities.
Source: ANAO analysis of Department of Health and Aged Care documentation.

2.11 The Fraud Guidance states at paragraph 35 that:

If resources are not available in-house, entities may choose to outsource all or part of the risk
assessment and fraud control planning process. However, consistent with PGPA Act
responsibilities, outsourcing does not remove the responsibility of the accountable authority or of
senior management to manage fraud risk. For this reason, entities are encouraged to have a senior
official oversee the process, and to ensure that relevant corporate knowledge is appropriately
captured and taken into account during the risk assessment and fraud control planning process.

2.12  The department outsourced its enterprise fraud and corruption risk assessment to Deloitte
Touche Tohmatsu (Deloitte) in May 2024 at a cost of $79,856 (GST inclusive)*® (see paragraph 2.22).
The order for services lists an Executive Level 2 official as the department’s representative for
management of this contract. The Assistant Secretary Fraud and Integrity Branch provided oversight
over the contracted services.*

Fraud reporting, oversight and assurance

2.13  Subsection 17(2) of the Public Governance, Performance and Accountability Rule 2014
(PGPA Rule) states that the functions of an audit committee must include reviewing the
appropriateness of the system of risk oversight and management and of internal control for the
entity. Department of Finance guidance*® states that to fulfil this review function, audit committees
could: review the process for developing and implementing the entity’s fraud control arrangements

46  AusTender, Contract Notice View — CN 4065381, available from
https://www.tenders.gov.au/Cn/Show/d1d50d81-c693-42c4-9f72-5779d4c20ad5 [accessed on 5 July 2024].

47  In addition to the outsourcing of fraud risk assessment and planning, the department advised the ANAO in
June 2024 that it had outsourced two investigations of internal fraud in 2022-23 and 2023-24, both to
Australian Fraud and Anti-Corruption Academy Pty Ltd, at a total cost of $171,600 (GST inclusive). AusTender,
Contract Notice View — CN 3879261-A1, available from https://www.tenders.gov.au/Cn/Show/99072a66-
9fdd-421e-8368-2eff420ce756 [accessed 30 June 2024].

48 Department of Finance, Resource Management Guide 202 — A guide to non-corporate Commonwealth entities
on the role of audit committees, Finance, Canberra, 2021, p. 18, available from
https://www.finance.gov.au/sites/default/files/2021-10/Guide%20for%20non-
corporate%20Commonwealth%20entities%200n%20the%20role%200f%20audit%20committees 0.pdf
[accessed 23 June 2024].
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consistent with the fraud control framework, and satisfy itself that the entity has adequate
processes for detecting, capturing and effectively responding to fraud risks.

2.14 The accountable authority has by written charter determined the functions of the
department’s Audit and Risk Committee (ARC). The February 2024 ARC charter states that:

The committee will review and provide advice to the Secretary regarding the appropriateness of
the department's ... process of developing and implementing the department's fraud control
arrangements, including their conformance with the Commonwealth Fraud Control Framework.

2.15 The FCCP 2023-2025 states that the ARC ‘oversees the department's system of risk
management and internal controls, including fraud and corruption risk.” The FCCP 2023-2025 also
outlines the ARC's role in providing advice to the Secretary to support the certification of the
department's fraud control arrangements in the annual report. The Audit and Risk Committee’s
exercise of this function is discussed at paragraphs 4.53 to 4.55.

2.16 In 2022-23 and 2023-24, the Executive Committee (see paragraph 1.20) received reports
on fraud control activities from line management; the Security, Workforce Integrity and Assurance
Committee (SWIAC)*; and the ARC. Other committees provide operational oversight of fraud
investigations. The Operational Management Committee for health provider fraud*°, and the Case
Management Committee to oversee other investigation matters, were established in
March—April 2022.

Has the entity appropriately assessed its fraud risks?

The department identified and assessed fraud risks at the enterprise level. This had not been
reviewed in accordance with 2017 Commonwealth guidance (which suggested as better
practice, a review at least every two years). Fraud risks were not consistently considered as
part of divisional and business planning. For 2024-25 divisional planning, the department
introduced a requirement that division heads certify that they have considered fraud and
corruption risks in developing their divisional plans. Fraud risks for Indigenous Australians’
Health Programme grant programs were not consistently assessed at the design stage. One of
39 internal audits completed in 2022—-23 and 2023-24 considered fraud.

2.17 Table 2.2 presents an assessment of the department’s approach to applying the Fraud Rule,
Guidance and Policy in relation to conducting fraud risk assessments.

Table 2.2: Assessment against the Fraud Framework — Fraud risk assessment

Fraud control arrangements Fraud Policy, paragraph v ‘ See paragraphs
developed in the context of the 2.18t0 2.19
entity’s overarching risk

management framework

49 The SWIAC is a sub-committee of the Executive Committee established in February 2019. The SWIAC's role is
to provide assurance to the Executive Committee that security and integrity-related risks are being effectively
managed. The SWIAC’s members are: First Assistant Secretary, People, Communication and Parliamentary
Division; Chief Counsel, Legal and Assurance Division; Chief Security Officer, Information Technology Division;
and First Assistant Secretary, Financial Management Division.

50 Medicare Benefits Schedule, Pharmaceuticals Benefits Scheme and Child Dental Benefits Schedule.
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Oversight and management of fraud risks

Standard? Source Assessment ‘ Paragraph ‘

Risk assessment considered Fraud Guidance, paragraph ‘ See paragraph
relevant risk management and 32 2.20

fraud and corruption control

standards

Fraud risk assessment Fraud Rule, paragraph 10(a) See paragraphs
conducted regularly and when 2.211t02.30

there is a substantial change in
the structures, functions or
activities of the entity

Risk assessments consider Fraud Guidance, paragraph See paragraph
significant entity-specific risk 28 2.31
factors Commonwealth Grants Rules
and Guidelines, paragraphs
7.5-7.12
Outcomes of risk assessments Fraud Guidance, paragraph See paragraphs
provided to internal audit for 29 2.3410 2.36
consideration in annual audit
work program
Key: @ Fully compliant 4 Partly compliant m Not compliant.

Note a: For non-corporate Commonwealth entities, the Fraud Rule and Policy are mandatory and the Fraud Guidance
is better practice. Non-corporate Commonwealth entities undertake grants administration based on the
mandatory requirements and key principles of grants administration in the Commonwealth Grants Rules and
Guidelines (CGRGs). Paragraphs 7.5 to 7.12 of the CGRGs represent better practice for non-corporate
Commonwealth entities.

Source: ANAO analysis of Department of Health and Aged Care documentation.

Fraud control as part of the risk management framework

2.18 The department’s fraud control arrangements are referenced in the department’s
overarching risk management framework.

° The department’s AAI on risk management (October 2015) refers to the AAlI and FBR on
fraud risk management and control (see paragraph 2.2).

° The department's risk management framework (April 2023) describes fraud risks as a
specialist risk that should always be considered when undertaking risk management.

° The risk management policy (April 2023) references the fraud and corruption control plan.

2.19 The fraud control AAls include a link to the department’s risk management policy. Specific
references to the risk management framework are not made in the FBR and FCCPs.

Risk, fraud and corruption control standards

2.20 Paragraph 32 of the Fraud Guidance encourages entities to consider the relevant recognised
standards, including the Australian/New Zealand Standard AS/NZ ISO 31000-2009 Risk
Management — Principles and Guidelines and Australian Standard AS 8001-2008 Fraud and
Corruption Control. The department’s fraud risk assessments have considered requirements in AS
8001:2008 Fraud and Corruption Control Standard and AS/NZS 31000:2018 Risk Management
Principles and Guidelines.
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Fraud risk assessments
Enterprise-level fraud risk assessments

2.21  An Enterprise Fraud and Corruption Risk Assessment (EFCRA) (December 2021) documents
the department’s fraud risks, controls, and tests to determine whether controls are effective. The
EFCRA 2021-2023 stated that it was developed following divisional fraud risk assessments
conducted in April 2020. Following the development of the EFCRA 2021-2023, the department
listed its enterprise fraud risks in an Enterprise Fraud Risk Register (Register) (December 2021). The
Register contains 12 risks (10 fraud-related and two corruption-related) (Box 1).

Box 1: Department of Health and Aged Care enterprise fraud risks

Grant funding: Grant recipients inappropriately misuse grant funding — resulting in reputation
damage, negative impact on consumers and financial loss. (High)?

Provider claims: Providers make false claims, resulting in a financial benefit to which they are
not entitled — resulting in reputation damage and financial loss. (Medium)

Information management: Officials/staff are offered benefits to release, sell and/or misuse
data or information which may be sensitive or commercially valuable — impacting integrity of
processes, reputation of the Department, financial loss and privacy. (Low)

Procurement processes: Officials/staff undertake procurement in a manner that benefits
themselves or others — impacting value for money procurements. (Medium)

Identity crime: Fictional individuals/companies are created and used to obtain a grant or make
a claim on funds from the department — resulting in reputation damage and financial loss.
(Medium)

External influence: Department staff are influenced by external parties to act in a way that
provides a benefit, impacting on quality and safety of goods and services and reputation of the
department. (Medium)

Regulatory approvals: Fraud associated with regulatory approval processes, including applying
for and granting regulatory licences/approvals/clearances, and misleading information to
obtain approval — impacting on quality, safety and reputation of the department. (Medium)

Conflict of interest: Conflicts of interest of internal and external individuals sitting on
decision-making committees. Conflict of interest in employing contractors and engaging
consultants — results in departmental mistrust and loss of value for money opportunities.
(High)

Credit card and travel fraud: Employee misuse of corporate credit cards and cabcharges, and
fraudulent claims for travel reimbursements — resulting in financial loss. (Very low)

Employment-related fraud: Misleading or false information provided by individuals to obtain a
position as staff or contractor within the department, or to obtain other benefits. Examples of
staff or contractors providing misleading or false information includes timesheet fraud,
falsification of leave forms and fraudulent claims of entitlements — resulting in financial loss.
(High)
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Oversight and management of fraud risks

Misuse of department assets: Employees misappropriate, misuse or steal assets for personal
gain — resulting in financial loss. (Low)

Misuse of IT systems: Employees misuse, manipulate or change IT systems intentionally to
obtain a benefit leading to information, privacy and security breaches. (Low)

Note a: Risk ratings are before treatment.

Source: Department of Health and Aged Care Fraud and Corruption Risk Register, December 2021.

2.22  An enterprise-level fraud risk assessment was undertaken. This assessment was not done
regularly in accordance with better practice Commonwealth guidelines, which state that ‘entities
are encouraged to conduct risk assessments at least every two years’ or more frequently for entities
responsible for activities with high fraud risk.>* Between July 2022 and March 2023 the department
commenced but did not finalise a review of two high and five medium enterprise fraud risks. As
noted at paragraph 2.12, the department engaged Deloitte in May 2024 to review and update the
EFCRA and Register before 30 June 2024. On 27 June 2024 the department extended Deloitte’s
contract to 30 August 2024. On 27 August 2024, the department extended Deloitte’s contract to
30 November 2024.>2 The second extension stated that ‘The cessation date is to be extended [due
to] work being placed on hold by the Agency to manage competing priorities. There is no change to
scope or expenditure.’

Divisional fraud risk assessments

2.23 The FCCP 2023-2025 states that fraud and corruption risks must be considered as part of
the development of annual divisional business and risk plans, and that if any applicable enterprise
fraud and corruption risks are identified, the division should ensure appropriate controls are
implemented as outlined in the FCCP and Register. The ANAO reviewed 2023-24 divisional business
and risk plans for all 30 divisions. Plans for 22 of the 30 divisions did not include fraud risk
assessments, including for the First Nations Health Division which is responsible for the Indigenous
Australians’ Health Programme. The Benefits Integrity Division did not include an assessment for
provider benefits fraud in divisional plans. For 2024-25 divisional and business planning, the
department introduced a new template that includes a new page for listing risks and makes
reference to the FCCP. The template requires the division head to certify that they have considered
the EFCRA in developing the divisional plan.

Program and project fraud risk assessments

2.24 The FCCP 2023-2025 states that during the design stage, each project or program should
seek to identify fraud and corruption vulnerabilities that could threaten successful outcomes.

2.25 During December 2023 to February 2024, using a Strategic Risk Profiling Tool developed by
the Commonwealth Fraud Prevention Centre, the department undertook a desktop review of its 20

51 Attorney-General’s Department, Commonwealth Fraud Control Framework, AGD, Canberra, 23 August 2017,
p. C9, available from https://www.ag.gov.au/sites/default/files/2020-
03/CommonwealthFraudControlFramework2017.PDF [accessed 2 August 2024). The requirement to conduct
a review at least every two years is mandatory for relevant entities under the 2024 Commonwealth Fraud and
Corruption Control Framework.

52 These contract variations did not increase the contract value.
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Portfolio Budget Statements programs® and four processes and functions relating to grants,
projects, digital transformation/ICT Strategy, and budget measures/election
commitments/ministerial announcements. The department advised the ANAO in June and
July 2024 that the purpose of the profiling exercise, which was conducted by the Fraud and Integrity
Branch, was to inform the forward enterprise and corruption risk work plan, including education
and awareness activities, and that the risk profiles were ‘preliminary’ and unvalidated with program
areas.”* Preliminary risk profiles were: very high for five programs (including First Nations Health of
which the Indigenous Australians’ Health Programme is a sub-program)>>; high for nine programs;
medium for five programs; and low for one program.

2.26 The department has undertaken program or activity fraud risk assessments for the Home
Care Package Program (June 2022); and Community Grants Hub®® grants programs
(September 2022) (see Box 2). No other program risk assessments were undertaken in 2022-23 or
2023-24.

Box 2: Program or internal fraud risk assessments conducted, July 2022 to June 2024

° Home Care Package Program (June 2022) — identified 32 fraud risks, comprising very
high (2), high (11), medium (14), low (3) and very low (2) risks. For the two very high
risks, controls were assessed as partially effective for one risk and ineffective for the
other risk. For the 11 high risks, controls were rated as ineffective for six risks and
partially effective for five risks. For those risks where controls were rated as partially
effective or ineffective, the fraud risk assessment identified 36 treatments.

° Community Grants Hub grants (September 2022) — assessed fraud risks and controls
across the grant lifecycle. The assessment identified nine fraud risks, of which six were
rated medium and three were rated low. For the six medium risks, four controls were
rated effective, 28 controls were rated partially effective, and three controls were rated
‘uncertain’. For the three low risks, nine controls were rated effective, eight controls
were rated partially effective, and one control was rated uncertain. Sixteen treatments
were identified for the nine risks.

53 Portfolio Budget Statements programs are: 1.1 Health Research, Coordination and Access; 1.2 Mental Health;
1.3 First Nations Health; 1.4 Health Workforce; 1.5 Preventive Health and Chronic Disease Support; 1.6
Primary Health Care Quality and Coordination; 1.7 Primary Care Practice Incentives and Medical indemnity;
1.8 Health Protection, Emergency Response and Regulation; 1.9 Immunisation; 2.1 Medical Benefits; 2.2
Hearing Services; 2.3 Pharmaceutical Benefits; 2.4 Private Health Insurance; 2.5 Dental Services; 2.6 Health
Benefit Compliance; 2.7 Assistance through Aids and Appliances; 3.1 Access and Information; 3.2 Aged Care
Services; 3.3 Aged Care Quality; 4.1 Sport and Physical Activity Grants.

54  The department used 12 criteria to develop the risk profiles: maturity of the program area’s counter fraud
capability; program budget; sensitivity of information; operational complexity; third party payments; maturity
of delivery platforms; dependency on other business units or entities; potential to undermine government
objectives and policies; potential for reputational damage to government; potential for harm to third parties;
known fraud vulnerabilities; and instances of fraud against the program.

55 Programs 1.3 First Nations Health; 2.1 Medical Benefits; 2.3 Pharmaceutical Benefits; 2.5 Dental Services; 3.2
Aged Care Services were all assessed as very high risk for fraud, along with grants generally; budget measures,
election commitments and ministerial announcements since the 2022-23 October Budget; and digital
transformation/ICT strategy.

56 The Community Grants Hub provides a shared-services arrangement to deliver grant administration services
on behalf of Australian Government client agencies. The Community Grants Hub is administered by the
Department of Social Services.
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° Credit cards (March 2024) — identified two medium fraud risks relating to staff use of
credit cards. For both medium risks, the risk assessment identified: 23 preventative
controls (of which 20 were assessed as effective and three were partially effective); nine
detective controls (of which eight were assessed as effective and one was partially
effective); and five corrective controls (of which four were assessed as effective and one
was partially effective). Eleven treatments were identified for the two risks.

2.27 The department uses the services of the Community Grants Hub; the Department of
Industry, Science and Resources (through the Business Grants Hub); the National Health and
Medical Research Council; and Services Australia to administer grants and make payments on its
behalf. Grants for the Indigenous Australians’ Health Programme are administered through the
Community Grants Hub.

2.28 The department’s grants toolkit>” states that risk is assessed at two levels in the grant
lifecycle: (1) program risk (refers to the risk associated with the delivery of the grant program taken
as a whole); and (2) organisational risk (refers to the risk associated with the individual grantee
organisations). Program risk assessments are required to be undertaken at the ‘design’ phase of the
grant lifecycle and are the responsibility of the relevant policy division within the department.
Organisational risk assessments are required to be undertaken at the ‘select’ phase of the grant
lifecycle by the relevant policy division, and updated in consultation with the Community Grants
Hub at the ‘manage’ phase. The Community Grants hub is responsible for maintaining
organisational risk ratings on an ongoing basis during the ‘manage’ phase. The policy division is
responsible for reviewing program and organisational risk assessments at the ‘evaluate’ stage.

2.29 The ANAO reviewed program fraud risk assessments for eight of 24 Indigenous Australians’
Health Programme grant programs, with a combined value of $1.2 billion (Table 2.3).>8 Of the eight
grant programs reviewed, the department considered and documented risks at the grant design
stage for six. Three of the six programs with a risk assessment assessed fraud risks.

Table 2.3: Fraud risk assessments for selected Indigenous Australians’ Health
Programme grant programs

Grant program Reported value of grant Risk assessment Assessment of
funding ($ million) fraud risks

Australian Nurse 5.4 | The risk assessment does X
Family Partnership not consider or document

Programme fraud risks and controls.

CAPITAL — 323.5 | The department has v
Indigenous Capital considered and documented

risks to the misuse of
payments as part of the
grant opportunity guidelines.

57 The department’s grant toolkit and the Community Grants Hub state that the grant lifecycle involves five
phases: design, select, establish, manage and evaluate. Community Grants Hub, Glossary [Internet], CGH,
available from https://www.communitygrants.gov.au/glossary [accessed 20 August 2024].

58 The eight programs were selected on a targeted basis, based on the overall grant funding value in 2022-23

and risk after reviewing fraud-related escalations from the Community Grants Hub. The five largest grant
programs by 2022-23 value and three lower value grant programs were selected for the sample.
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Grant program Reported value of grant Risk assessment Assessment of

funding ($ million) fraud risks

Comprehensive 664.2 | The risk assessment does X
Primary Health Care not consider or document

fraud risks and controls.
Data Improvement, 33.6 | The department did not X
Analysis and conduct a program risk
Reporting assessment.
Emerging Child and 18.4 | The department did not X
Maternal Priorities conduct a program risk

assessment.
Indigenous Renal 50.2 | The assessment does not X
Services — Support consider or document fraud

risks and controls.
National Aboriginal 103.8 | The department has v
Community Controlled considered and documented
Health Organisation & fraud risks as part of the
Affiliates grant opportunity guidelines.
Tackling Indigenous 1.1 | The department has v
Smoking considered and documented

fraud risks as part of the
grant opportunity guidelines.

Key: v’ Fraud risk assessment was undertaken x Fraud risk assessment was not undertaken.
Source: ANAO analysis of GrantConnect reporting and Department of Health and Aged Care documentation.

2.30 The Department of Social Services’ procedure for assessing organisational risk states that:

[The Department of Health and Aged Care] are accountable for the overall policy and program risk
and decisions around how it is managed. This includes working with the Hub to manage risk. The
[Community Grants] Hub identifies, monitors and escalates risk issues associated with
administering funding arrangements. The Hub works with the relevant policy areas in [the
Department of Health and Aged Care] to mitigate risk.

The Community Grants Hub advised the ANAO in July 2024 that it detects and manages potential
fraud during the ‘manage’ phase by: agreeing grant activity work plans; undertaking regular
provider risk assessments; undertaking due diligence over performance reports and financial
statements provided by grant recipients; site visits; and requesting additional or audited
performance and financial reports where required. The Community Grants Hub has standard
operating procedures to assess and manage risks (including fraud risks) posed by grantees and to
escalate incidents to the department. The Department of Social Services provides the Department
of Health and Aged Care with a management representation letter annually that outlines results of
assurance and oversight of grants administered through the Community Grants Hub on behalf of
the Department of Health and Aged Care.>®

59 The Department of Industry, Science and Resources; National Health and Medical Research Council; and
Services Australia also provide the Department of Health and Aged Care with annual management
representations about assurance over controls relating to grants and administered payments made on behalf
of the Department of Health and Aged Care.
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Entity-specific fraud risk factors

2.31 The 2017 Commonwealth Fraud Control Framework states that ‘Risk assessment processes
ideally take into account all significant factors likely to affect an entity’s exposure to risk.”®® The
EFCRA considered entity-specific risk factors at a high level, including funding activities such as
grants (Risk 1) and health provider benefits (Risk 2). Separate detailed fraud risk assessments for
Home Care Packages and grants (discussed at Box 2) examined significant risk areas for the
department at a more detailed level. The department has not developed detailed fraud risk
assessments for other programs, such as health provider benefits or health products regulation, or
for grants administered through other mechanisms besides the Community Grants Hub.%?

Recommendation no. 1

2.32  For Portfolio Budget Statement programs presenting a high overall fraud risk profile, the
Department of Health and Aged Care undertake detailed fraud risk assessments.

Department of Health and Aged Care response: Agreed.

2.33  As part of the recently established Fraud and Corruption Risk Management Program, the
Department of Health and Aged Care will undertake fraud and corruption risk assessments on
programs and functions identified as high-risk.

Informing internal audit of fraud risk

2.34 The 2022-23 and 2023-24 internal audit work programs were based on assurance maps
that considered enterprise risks (including the enterprise financial risk which includes the risk of
fraud). The programs did not refer to the enterprise fraud and corruption risk register. Internal audit
program planning documents indicated that for the 2024-25 internal audit work program, the
Register had been considered. The department advised the ANAO in May 2024 that:

The assurance mapping process considered financial materiality, priorities from the Secretary,
Deputy Secretary and the interest of the public through senate estimates hearings. Amongst these
priorities, fraud against the department’s programs is always a consideration.

2.35 The ARCreviews and approves the annual internal audit work program, which includes draft
audit scopes for each proposed audit topic. A total of 39 internal audits were completed in
2022-23 and 2023-24. One completed audit (Review of the Pharmaceutical Benefits Scheme
Program Agreement with Services Australia) covered fraud risks. An audit of fraud risk assessments
on the 2021-22 internal audit program was deferred to 2022-23 as a reserve topic and never
undertaken. As part of internal audit work planning, the ARC approved an audit of ‘Follow-up of
Fraud Recovery of Funds.’” This audit was completed in 2023-24 as an examination of the debt
recovery framework, and did not consider processes to recover funds lost to fraud.

2.36 At the June 2024 meeting of the ARC, the committee requested the department provide it
with greater assurance over how topics are selected or not selected for internal audit coverage.

60 Attorney-General’s Department, Commonwealth Fraud Control Framework, AGD, Canberra, 23 August 2017,
p. C9, para. 28.

61 For example, the Business Grants Hub administered by the Department of Industry, Science and Resources or
the National Medical Health and Research Council.
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Recommendation no. 2

2.37 The Department of Health and Aged Care ensure that fraud is covered in the internal audit
work program, in proportion to the risk that fraud poses to the department and its programs.

Department of Health and Aged Care response: Agreed.

2.38 The Department of Health and Aged Care is establishing an Assurance Universe to inform
the risk-based prioritisation of audit timing. The Assurance Universe is intended to assign a priority
rating to auditable functions which will consider fraud risk as an input.

Is there an appropriate fraud control plan and testing of control
effectiveness?

The department had a fraud control plan, which was not informed by a current fraud risk
assessment. The fraud control plan was not regularly reviewed. As at May 2024, 32 per cent of
fraud control owners identified in the enterprise fraud and corruption risk register had left the
department. Fraud control activities outlined in the fraud control plans were not fully
implemented. The department tested the effectiveness of controls when developing its
enterprise fraud and corruption risk assessment in 2022. Six-monthly testing of the
effectiveness of controls (as required under the fraud control plan) was not done. The
department finalised a mechanism for the regular, ongoing controls testing in July 2024.

2.39 Table 2.4 presents an assessment of the department’s approach to applying the Fraud Rule
and Guidance in relation to fraud control plans.

Table 2.4: Compliance assessment — Fraud control plan

Standard?® Source Paragraph

Fraud control plan developed Fraud Rule, paragraph 10(b) See paragraphs
and implemented that deals with 2.40t02.42
identified risks

Controls and strategies outlined | Fraud Guidance, paragraph See paragraph
in the plan are commensurate 39 2.44

with assessed fraud risks

Mechanisms established to Fraud Guidance, paragraphs See paragraphs
review and test controls 39and 41 2.461t02.51

effectiveness on a regular basis

Key: @ Fully compliant 4 Partly compliant m Not compliant.

Note a: For non-corporate Commonwealth entities, the Fraud Rule is mandatory and the Fraud Guidance is better
practice.

Source: ANAO analysis of Department of Health and Aged Care documentation.

Department of Health and Aged Care’s fraud control plan

2.40 As noted at paragraph 2.2, there are Fraud and Corruption Control Plans (FCCPs) for the
period 2021-2023 (created August 2021, updated November 2022) and 2023-2025 (June 2023).
Neither the FCCP 2021-2023 nor the FCCP 2023-2025 was based on an up-to-date fraud risk
assessment.
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o FCCP 2021-2023 — The November 2022 update occurred one year after the EFCRA was
completed in November 2021.
° FCCP 2023-2025 — In June 2023 the department presented the draft plan to the ARC,

noting that it ‘reflects revised current fraud and corruption risks and vulnerabilities with
associated control strategies’. As the department’s EFCRA was last updated in November
2021, the FCCP 2023-2025 was not based on a current assessment of fraud and corruption
risks.

2.41 The FCCP 2021-2023 listed activities to be implemented up to June 2023.

o Fraud risk reviews — The department commenced but did not complete fraud risk reviews
between July 2022 to March 2023 (see paragraph 2.22).

° Fraud and corruption control plan updates — Biannual updates of the FCCPs were not
undertaken as scheduled.

° Data analytics — The FCCP 2021-2023 stated that a ‘fraud intelligence capability, including

a data analytics function, specific to the needs of investigation’ was being explored. As at
May 2024 a data analytics capability was undergoing a privacy threshold assessment.

° Controls testing — Controls testing was not performed as scheduled.

2.42 The FCCP 2021-2023 was superseded by the FCCP 2023-2025 in June 2023. The FCCP
2023-2025 does not outline planned activities. At its June 2023 meeting the ARC requested the
department provide an update on the FCCP 2023—-2025 and its implementation at the September
2023 meeting. The department provided an update to the ARC on the implementation of the FCCP
2023-25 at the November 2023 meeting, which included a FCCP 2023-2025 Activity Plan. The FCCP
2023-2025 Activity Plan includes 22 activities categorised against: prevention (12), detection (six)
and response (four), of which 21 were to be undertaken by June 2024. As at 30 June 2024, 16 of 21
planned activities were fully implemented. The five activities that were not fully implemented were:
implementing a new anonymous fraud reporting system; implementing a new case management
system; completing a review of the investigation framework and legislative requirements to support
response activities; implementing the Commonwealth Fraud and Investigators Capability
Framework; and implementing the AGIS 2022.

Opportunity for improvement

2.43 The department could establish a mechanism to monitor and track implementation of
fraud control plan activities.

Controls and strategies align with assessed fraud risks

2.44 The strategies outlined in the FCCP 2021-2023 and 2023-2025 to prevent, detect and
respond to fraud (see Box 3) are largely commensurate with the assessed fraud risks as at
December 2021 (see Box 1 and Box 2).
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Box 3: Fraud control strategies

The FCCP 2021-2023 outlined the following strategies to deal with fraud.

° Prevention — compliance with code of conduct, protective security, conflicts and gifts
and benefits requirements; fraud and integrity training; program and divisional fraud
risk assessments; enterprise fraud and corruption risk assessment; insider threat
program; and behavioural economics and insights (for provider benefits fraud).

. Detection — managing allegations; dealing with misconduct; public interest disclosures
(PIDs); data analytics (for provider benefits fraud); and data sharing (internal and with
Commonwealth entities).

° Response — investigations; prosecutions; referral to federal and state and territory law
enforcement agencies; referral to other Commonwealth departments; post-incident
reviews and action; and recovery action. Where investigations identify non-compliance
rather than fraud, liaising with the department’s internal business areas to manage
these instances.

The FCCP 2023-2025 outlined the following strategies to deal with fraud.

. Prevention — fraud, security, and integrity awareness through training; managing
conflicts; project and program fraud control; divisional business and risk planning;
procurement, grants and contract management controls; information and cyber
security controls; financial controls; and personnel security controls.

. Detection — fraud and corruption reporting; PID scheme; financial management
compliance; grants management compliance; internal audit; data analytics (provider
benefits fraud); and data sharing (internal and with Commonwealth entities).

° Response — investigations; prosecutions; referral to federal and state and territory law
enforcement agencies (including the National Anti-Corruption Commission); referral to
other Commonwealth departments; post-incident reviews and action; and recovery
action. Where investigations identify non-compliance rather than fraud, liaising with the
department’s internal business areas to manage these instances.

Opportunity for improvement

2.45 Fraud control strategies would be improved by being based on more targeted fraud risk
assessments for programs profiled as high risk for fraud (including First Nations Health if
preliminary risk profiling is confirmed, see paragraph 2.25).

Review and testing of control effectiveness
Updates to the fraud control plan

2.46 As noted at paragraph 2.22, in July 2022 the department commenced a review of some
enterprise fraud risks (including of controls and treatments) that were rated medium and high
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(see Box 1).%2 Control owners stated that some controls had not operated as intended, or that they
were not aware of them. For example, the owner for ‘spot checks of security waste bins’ stated that
‘we have not implemented the checking ... didn’t know about it.” For an identity crime risk, a control
owner stated ‘the control may not have applied at all.” For medium risks, there were no final review
reports or evidence of remedial activity. For high risks, a grants fraud risk (Risk 1) assessment was
completed in September 2022. Draft reports from reviews of risks 8 and 10 were not finalised; and
risk descriptions, controls, treatments and owners for these risks remained unchanged in the EFCRA
and Register.

2.47 The department identified control owners (Senior Executive Service or Executive Level 2
departmental officials) within the Register. A total of 25 owners were specified across preventative,
detective and response controls. As at May 2024, eight of the 25 control owners were no longer in
the department. Collectively they were responsible for over 50 per cent of the 160 controls and
countermeasures.

2.48 The FCCP 2021-2023 stated that it was to be updated on a quarterly basis. The FCCP
2021-2023 was updated once in November 2022. The FCCP 2023-2025 has not been updated since
its creation in June 2023. Part of the department’s engagement of Deloitte in May 2024 (see
paragraph 2.12) involved developing an EFCRA 2024-2026, ensuring alignment between that and
the FCCP 2023-2025, and undertaking other activities to bring fraud risks assessments and plans up
to date.

Regular testing of fraud control effectiveness

2.49 Paragraphs 39 and 41 of the 2017 Fraud Guidance suggest mechanisms be established to
test controls effectiveness regularly, to help ensure that ‘control systems remain appropriate,
cost-effective and proportionate to the actual risks they are addressing.” The 2024 Commonwealth
Fraud and Corruption Control Framework requires controls effectiveness testing (see Table 1.3).

2.50 The FCCP 2021-2023 required six-monthly testing of controls. The FCCP 2023-2025 did not
require controls testing. The department tested the effectiveness of controls as part of developing
the 2021-2023 EFCRA and 2022 Community Grants Hub grants fraud risk assessment (see
paragraphs 2.21 and 2.26). It did not undertake six-monthly testing of controls in the period
between the establishment of the FCCP 2021-2023 and its replacement by the FCCP 2023-2025.

2.51  Prior to July 2024 the department had not documented a framework and processes to test
the effectiveness of its fraud controls. To meet the requirements of the 2024 Commonwealth Fraud
and Corruption Control Framework, the department finalised a Fraud and Corruption Control
Testing Framework (control testing framework) on 2 July 2024. The control testing framework
states that the Fraud and Integrity Branch is responsible for undertaking control testing. The control
testing framework outlines a high-level end-to-end testing process and the eight types of control
tests.®3 The control testing framework states that, subject to business area approval, reports of
control tests will be provided to the department’s governance committees. Business area discretion
over the provision of control test reports to governance committees poses a risk that governance

62  High risks: Risk 1 — Grants; Risk 8 — Conflict of interest; and Risk 10 — Employment related fraud. Medium
risks: Risk 2 — Provider claims; Risk 4 — Procurement processes; Risk 5 — ldentify crime; Risk 6 — External
Influence; and Risk 7 — Regulatory approvals.

63 Desktop reviews; interviews, workshops or surveys; system or process walkthroughs; case studies; sample
testing; data analytics; technical testing; and active controls testing.
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committees will not have complete oversight of the adequacy of controls. The department’s high-
level control testing process is consistent with an international standard.®* In July 2024 the Fraud
and Integrity Branch provided a forward work plan for 2024-25 that includes control testing
activities and priority ratings for these activities.

64 Targeted Control Assessments — Procedural Guide FCTF-02, which is issued by the International Public Sector
Fraud Forum and produced in collaboration with the United Kingdom’s Public Sector Fraud Authority and the
Commonwealth Fraud Prevention Centre. It sets out recommended best practice, key principles and materials
for conducting fraud control testing within public sector organisations. Available from
https://www.counterfraud.gov.au/library/ipsff-fraud-control-testing-framework [accessed 31 July 2024].
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3. Fraud prevention and integrity culture

Areas examined

This chapter examines whether the Department of Health and Aged Care (the department) has
established appropriate mechanisms to prevent fraud and promote a culture of integrity.

Conclusion

The department’s mechanisms to prevent fraud and to promote a culture of integrity were
largely appropriate. The department established preventative controls for fraud. The
effectiveness of preventative controls was not tested in accordance with the department’s
fraud control plan. The department established largely appropriate mechanisms to promote
internal and external fraud awareness. Not all fraud control officials and investigators attained
the required minimum vocational qualifications.

Areas for improvement

The ANAO made two recommendations for the department to establish arrangements to test
the effectiveness of its preventative and other fraud controls; and ensure officials with fraud
control and investigation responsibilities attain minimum qualifications. The ANAO identified
improvement opportunities related to evaluating fraud awareness initiatives; and ongoing
professional development for officials with fraud control and investigation responsibilities.

3.1 The 2017 Commonwealth Fraud Control Framework requires accountable authorities to
establish appropriate mechanisms for preventing fraud, including by ensuring that entity officials
are made aware of what constitutes fraud®, and that officials engaged in fraud control activities
receive appropriate training or attain necessary qualifications.®® Grants administration by officials
and grantees should incorporate appropriate safeguards against fraud and should comply with the
Fraud Rule.®’ The Fraud Guidance states that ‘Fraud prevention involves putting into place effective
accounting and operational controls, and fostering an ethical culture that encourages all officials to
play their part in protecting public resources.’®®

Have appropriate mechanisms been established to prevent fraud?

The department established preventative controls for fraud risks, including instructions and
procedures to assist officials to prevent, detect and deal with fraud. Mechanisms to ensure
fraud risk is considered in planning and conducting entity activities were inconsistently

65 Attorney-General’s Department, Commonwealth Fraud Control Framework, AGD, Canberra, 23 August 2017,
p. Al, available from https://www.ag.gov.au/sites/default/files/2020-
03/CommonwealthFraudControlFramework2017.PDF [accessed 18 March 2024].

66 ibid., p. B2.

67 Department of Finance, Commonwealth Grants Rules and Guidelines 2017, Finance, Canberra, 24 July 2023,
para. 13.3 to 13.5, available from https://www.finance.gov.au/government/commonwealth-
grants/commonwealth-grants-rules-and-guidelines [accessed 3 May 2024]. NCCEs undertake grants
administration based on the mandatory requirements and key principles of grants administration in the
Commonwealth Grants Rules and Guidelines (CGRGs). Paragraph 13.4 of the CGRGs is mandatory for NCCEs,
while paragraph 13.5 is better practice for NCCEs.

68 Attorney-General’s Department, Commonwealth Fraud Control Framework, AGD, Canberra, 23 August 2017,
p. C12, available from https://www.ag.gov.au/sites/default/files/2020-
03/CommonwealthFraudControlFramework2017.PDF [accessed 18 March 2024].
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implemented. The department tested the effectiveness of its preventative controls for
enterprise fraud risks in 2021. Although the Fraud and Corruption Control Plan 2021-2023
required that controls be tested every six months, preventative controls for enterprise-level
fraud risks were not tested after 2021 (except for Community Grants Hub fraud risks in 2022).
The 2021 testing found that 57 per cent of the preventative controls for enterprise fraud risks
were effective and 43 per cent were partly effective. Treatments were developed to address
partly effective controls.

3.2 Table 3.1 presents an assessment of the department’s approach to applying the Fraud Rule,
Guidance and Policy in relation to fraud prevention.

Table 3.1: Assessment against the Fraud Framework — Fraud prevention

Entity maintains appropriately Fraud Policy, paragraph 1 ‘ See paragraphs
documented instructions and 3.5t03.7
procedures to assist officials to
prevent, detect and deal with

fraud

Entity has considered strategies | Fraud Guidance, paragraph ‘ See paragraph
to mitigate the risk of identity 42 3.8

fraud

Entity has developed Fraud Rule, paragraph See paragraph
mechanisms to ensure fraud risk | 10(c)(ii) 3.9

is considered in planning and
conducting entity activities

Entity’s preventative controls are | Fraud Rule, paragraph 10(c) See paragraphs
appropriate and effective b 3.10t0 3.12
Key: @ Fully compliant 4 Partly compliant m Not compliant.

Note a: For non-corporate Commonwealth entities, the Fraud Rule and Policy are mandatory and the Fraud Guidance
is better practice.

Note b: Rating is based on the department’'s assessment of its preventative controls. The ANAO did not undertake an
independent assessment.

Source: ANAO analysis of the Department of Health and Aged Care documentation.

3.3 As outlined at paragraph 2.21 and Box 1, the 2021 Enterprise Fraud and Corruption Risk
Assessment (EFCRA) identified 12 enterprise fraud and corruption risks. The EFCRA established 103
preventative controls (58 unique controls)®® applying to these 12 risks. This represented 64 per cent
of all established fraud controls in the EFCRA. Preventative controls include: policies and business
processes; legislative and other compliance requirements; system access controls; segregation of
duties; identity verification; mandatory fraud awareness, integrity and security training; financial
delegations; and due diligence processes. Grants program preventative controls include: grant
agreement terms and conditions; a ‘compliance protocol’ established with Services Australia; site
inspections; and audits.

3.4 For grants administration (see Risk 1 in Box 1), the department identified seven preventative
controls and nine treatments. In September 2022 the department undertook a specific grant fraud
risk assessment as it related to the Community Grants Hub (see paragraph 2.26 and Box 2). This

69 Some preventative controls applied to multiple risks.
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assessment identified 37 preventative controls (out of 53 controls) and 16 treatments for the nine
grants fraud risks.
Documented instructions to prevent, detect and deal with fraud

35 The department has established documented instructions and procedures to assist officials
to prevent, detect and deal with fraud. These instructions and procedures comprise:

° Accountable Authority Instructions (November 2021) and a Finance Business Rule
(November 2021) (see paragraph 2.2);

o the EFCRA and an Enterprise Fraud Risk Register (Register) (December 2021) (see
paragraph 2.21);

° fraud and corruption control plans (FCCPs) (August 2021 and June 2023) (see paragraph
2.40);

° a draft investigation manual, referred to as the ‘Investigations Doctrine’ (May 2024);

° a fraud control toolkit and other information on the department’s intranet; and

° information about fraud prevention on the department’s website.

3.6 The documented instructions and procedures outline: the accountable authority’s
expectations for staff to act in accordance with the FCCP; the department’s enterprise fraud and
corruption risks; the department’s strategies for preventing, detecting and dealing with fraud; and
departmental officials’ responsibilities to prevent, detect and report fraud.

3.7 In 2021 a partnership agreement was established with the Department of Social Services in
relation to the Community Grants Hub (see paragraph 2.26), which provides grant management
support to the department’s grant programs including the Indigenous Australians’ Health
Programme. While the 2021 partnership agreement referred to operational risks (for which the
Department of Social Services was identified as accountable) and program failure risks (for which
the Department of Health and Aged Care was identified as accountable), it made no specific
reference to fraud control arrangements. The Community Grants Hub partnership agreement was
varied in May 2023 to ‘clarify and strengthen the roles of each party in relation to Conflicts of
Interest and Fraud.” The amended partnership agreement stated that:

° the Department of Social Services has an obligation to notify the Department of Health
and Aged Care of any instances of identified fraud risk or incidents; and

. the Department of Health and Aged Care maintains carriage and ownership over the
investigation of any fraud incidents that may be notified.

Mitigating the risk of identity fraud

3.8 The EFCRA and Register identified identity crime as one of the department’s 12 fraud and
corruption enterprise risks (see Risk 5 in Box 1). The department established four preventative
controls and four treatments for this risk.

Fraud risk considered within the Department of Health and Aged Care’s activities

3.9 The department’s divisional business and risk plans are developed annually. The FCCPs
2021-2023 and 2023-2025 provide that the divisional business and risk plans are to include
consideration of fraud risks and controls. As discussed at paragraph 2.23, the majority of the
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divisional business and risk plans in the period examined by the ANAO (including for First Nations
Health) did not include consideration of preventative fraud controls. The department has developed
a mechanism for divisional planning to include consideration of fraud risks in 2024-25.

Appropriateness and effectiveness of preventative controls

3.10 In December 2021 the department tested the effectiveness of preventative controls
identified in the EFCRA. The EFCRA outlines the department’s approach to, and results of, controls
testing. Preventative controls were found to be ‘effective’ (57 per cent) or ‘partly effective’
(43 per cent), with no preventative controls categorised as ‘ineffective.” Following the controls
testing, an additional 64 treatments were identified.”®

. For the four preventative controls for the ‘identity crime’ enterprise fraud risk, two were
‘effective’ and two were ‘partially effective’, with four treatments identified following
testing.

. For the seven preventative controls for the ‘grant funding’ enterprise fraud risk, four were
‘effective’ and three were ‘partially effective’ with nine treatments identified following
testing.

3.11 As discussed at paragraph 2.50, there was no testing of preventative controls for EFCRA
fraud risks in 2022—-23 or 2023-24.

3.12 The department undertook effectiveness testing of the 37 preventative controls identified
in the 2022 Community Grants Hub-related grants fraud risk assessment (see Box 2). This testing
identified 11 controls as ‘effective’, 23 controls as ‘partially effective’ and three controls requiring
further testing to determine effectiveness.

Recommendation no. 3

3.13 The Department of Health and Aged Care test the effectiveness of preventative and other
fraud controls regularly, with appropriate intervals of control testing determined in line with the
critical nature of the control; the department’s risk appetite and tolerance; and any changes to
the internal or external operating environment of the entity.

Department of Health and Aged Care: Agreed.

3.14 The Department of Health and Aged Care has implemented a Fraud and Corruption
Control Testing Framework in line with the new Commonwealth Fraud and Corruption Control
'Framework that came into effect 1 July 2024. Control testing activities have commenced in the
department and all key findings will be presented to the Audit and Risk Committee.

Are appropriate mechanisms in place to promote fraud awareness and
a culture of integrity?

Mechanisms were implemented to promote staff awareness of what constitutes fraud. Fraud
awareness and integrity training were mandatory for all staff and completion rates were
reported to executive and oversight committees. Reported completion rates in 2023 and 2024

70 Treatments are not categorised as ‘detective’ or ‘preventative’.
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Fraud prevention and integrity culture

ranged from 84 to 88 per cent overall. The department promoted fraud awareness to external
parties through outreach activities, although grant opportunity guidelines and grant
agreements for the Indigenous Australians’ Health Programme did not all refer to fraud. The
effectiveness of measures to promote fraud awareness internally and externally was largely
not evaluated.

3.15 Table 3.2 presents an assessment of the department’s approach to applying the Fraud Rule
and Guidance in relation to fraud awareness and developing a culture of integrity.

Table 3.2: Assessment against the Fraud Framework — Fraud awareness

Standard? ‘ Assessment Paragraph
Entity has developed appropriate | Fraud Rule, paragraph ‘ See paragraph
mechanisms to ensure staff are 10(c)(i) 3.16

aware of what constitutes fraud, | Fraud Guidance paragraphs
such as a strategy statementor | 36 2nq 44 '
control plan accessible to staff

Entity has developed suitable Fraud Guidance, paragraph ‘ See paragraphs
fraud and integrity training for 46 3.17t0 3.19
staff

Entity has established outreach Fraud Guidance, paragraphs See paragraphs
programs to inform clients, 49, 59 and 60 3.20t0 3.21

providers and the public about
its fraud control arrangements

Entity has undertaken monitoring | Fraud Guidance, paragraph See paragraph
and evaluation of the 47 3.22
effectiveness of fraud and
integrity awareness initiatives

Key: @ Fully compliant 4 Partly compliant m Not compliant.

Note a: For non-corporate Commonwealth entities, the Fraud Rule is mandatory and the Fraud Guidance is better
practice.

Source: ANAO analysis of Department of Health and Aged Care documentation.

Fraud awareness

3.16 The department has maintained guidance to ensure officials are aware of what constitutes
fraud. The guidance materials contained within the Accountable Authority Instructions
(November 2021), Finance Business Rule (November 2021), FCCP 2023-2025 (June 2023), and fraud
control information on its intranet are available to all staff, and inform staff about:

° the definition of fraud based on the 2017 Commonwealth Fraud Control Framework;
° the types of fraud staff may encounter in the department’s business activities;

° case studies about how fraud may be perpetrated; and

° examples of fraud controls that staff can implement in their business activities.
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3.17 Integrity training is mandatory under the Australian Public Service (APS) Commissioner’s
Direction 2022 for APS employees within six months of engagement in the APS.”! Fraud awareness
and integrity training are mandatory for all departmental officials (including staff, contractors and
consultants) under the 2021-2023 and 2023-2025 FCCPs. Fraud awareness training is to be
completed within 30 days of commencement and annually thereafter.

3.18 The department’s fraud awareness training incorporates the items identified at paragraph
3.16. Integrity training informs staff of the legislative framework under the Public Service Act 1999,
the requirements under the APS Values and Code of Conduct, definitions of the elements of the APS
Values and Code of Conduct, and case studies of situations where the APS Values and Code of
Conduct may require consideration.

3.19 The completion rates for fraud awareness and integrity training were reported at least twice
annually to the Audit and Risk Committee (see paragraph 1.20), and periodically to the Executive
Committee (see paragraph 1.20) and Security, Workforce Integrity and Assurance Committee (see
paragraph 2.16). Reported overall completion rates are outlined at Table 3.3. A September 2023
report to the Audit and Risk Committee highlighted variation in fraud awareness completion rates
between APS staff (92 per cent) and contractors (67 per cent), as well as across groups (ranging
from 60 per cent for the Executive Group to 97 per cent for the Health Products Regulation Group).
Training completion rates for the Health Strategy, First Nations and Sport Group was 92 per cent.

Table 3.3: Fraud and integrity training completion rates, 2023 and 2024

_ Fraud awareness training (%) Integrity training (%)

at 15 August 20232 84.3 87.6
at 12 February 2024° 88.2 87.3

Note a: Based on information presented to the Audit and Risk Committee at its meeting on 27 September 2023.

Note b: Based on information presented to the Security, Workforce Integrity and Assurance Committee at its meeting
on 26 February 2024.

Source: Department of Health and Aged Care.

Outreach programs

3.20 The department has established communication mechanisms to inform clients, providers
and the public about fraud control arrangements. The department invited other Health and Aged
Care portfolio entities to participate in Fraud Awareness Week’? activities in 2023. In
November 2023 the department posted on its social media profiles information about fraud and
the public’s ability to report allegations through a link to the department’s website.

3.21 For the Indigenous Australians’ Health Programme, the department communicates its risk
and fraud management requirements through grant opportunity guidelines published on
GrantConnect and grant agreements. Based on a sample of eight Indigenous Australians’ Health
Programme grant programs (see paragraph 2.29 for how the sample was selected), the inclusion of

71 Australian Public Service Commissioner’s Direction 2022, section 19, [Internet] available from
https://www.legislation.gov.au/F20221L.00088/latest/text [accessed on 4 June 2024].

72 Commonwealth Fraud Prevention Centre, Fraud Awareness Week, Attorney-General’s Department [Internet],

available from https://www.counterfraud.gov.au/connect-and-share-counter-fraud-community [accessed
4 June 2024].
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information about fraud in grant opportunity guidelines and grant agreements was incomplete.
Information about fraud was included in seven of eight programs’ grant opportunity guidelines.
Four out of seven grant programs’ grant agreements had fraud clauses.”?

Monitoring and evaluation of fraud awareness initiatives

3.22 The department evaluated the impact of its outreach activities during International Fraud
Awareness Week in November 2023. It has not evaluated other fraud awareness initiatives it has
undertaken, including activities aimed at grantees. The evaluation of 2023 Fraud Awareness Week
initiatives reported a 58 per cent increase in tip-offs during the week; 70 reactions to fraud
awareness and fraud reporting posts on Facebook, LinkedIn and Instagram; and participation of 56
attendees from other portfolio agencies in activities. The evaluation reported 1,823 attendees at
Fraud Awareness Week presentations.

Opportunity for improvement

3.23 The department could establish regular arrangements to evaluate its internal and
external fraud awareness initiatives.

Has appropriate training been provided to officials with fraud control
responsibilities?

The department’s fraud control and investigation functions were centralised in the Fraud and
Integrity Branch in April 2024. As at June 2024, 80 per cent of investigators and 76 per cent of
officials undertaking fraud control activities had the appropriate qualifications. There was no
framework for ongoing professional development.

3.24 Table 3.4 presents an assessment of the department’s approach to applying the Fraud Policy
and Guidance in relation to training and qualifications for officials with fraud control responsibilities.

73  One grant program did not have a head agreement. The grant agreements for this grant program were not
examined by the ANAO.
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Table 3.4: Assessment against the Fraud Framework — Fraud training

Standard? Source Assessment | Paragraph

Entity fraud investigations are | Fraud Policy, paragraph 9 See paragraphs 3.25 to
carried out by appropriately 3.26

qualified staff or external

investigators

Entity ensures officials Fraud Policy, paragraph 2 See paragraph 3.27

primarily engaged in fraud
control activities possess or
attain relevant qualifications or
training to effectively carry out

their duties
The entity’s fraud control Fraud Guidance, paragraph
officials have completed a 56

Certificate IV in Government
Security or Diploma of
Government (Fraud Control)

The entity’s fraud control Fraud Guidance, paragraph See paragraph 3.30
officials undertake ongoing 57
professional development

Key: @ Fully compliant 4 Partly compliant m Not compliant.

Note a: For non-corporate Commonwealth entities, the Fraud Policy is mandatory and the Fraud Guidance is better
practice.

Source: ANAO analysis of Department of Health and Aged Care documentation.

Fraud investigator qualifications

3.25 The Australian Government Investigations Standard (AGIS) (2022) provides that for
investigations within the Australian Government, ‘a vocational and educational training (VET)
gualification must be obtained, unless another qualification or internal training is determined as
equivalent’.”* Australian recognised qualifications are: Certificate IV in Government Investigations;
Diploma of Government Investigations; or Advanced Diploma of Government Investigations.”> The
AGIS identifies the Certificate IV as the foundational qualification and the Diploma as the
supervisory qualification.”® The AGIS provides that ‘entities must ensure foundational qualifications
(or equivalency) are obtained prior to supervisory qualifications.””’

3.26 AsatJune 2024 the department’s fraud investigations are undertaken within the Fraud and
Integrity Branch across three sections: the Internal Investigations and Capability Section; the Health
Provider Fraud Investigations Section; and the External Investigations Section. Across the three
sections, the department advised the ANAO that, as at 14 June 2024, there were 45 staff
undertaking investigations. Of the 45, 36 (80 per cent) had completed at least one of the VET
qualifications or equivalent.

74  Attorney-General's Department, Australian Government Investigations Standard, AGD, Canberra,
October 2022, para. 1.3.1, p. 4, available from https://www.ag.gov.au/sites/default/files/2022-12/Australian-
Government-Investigations-Standard-2022.pdf [accessed on 6 June 2024].

75 ibid.
76 ibid.
77 ibid.

Auditor-General Report No.7 2024-25
Fraud Control Arrangements in the Department of Health and Aged Care

52


https://www.ag.gov.au/sites/default/files/2022-12/Australian-Government-Investigations-Standard-2022.pdf
https://www.ag.gov.au/sites/default/files/2022-12/Australian-Government-Investigations-Standard-2022.pdf
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Fraud control official qualifications

3.27 The department advised the ANAO that, as at 14 June 2024, the Fraud and Integrity Branch
had 17 staff undertaking fraud control activities, such as assessment detection and intelligence. Of
the 17, 13 (76 per cent) had completed a Certificate IV in Government (Fraud Control) or Diploma
of Government (Fraud Control), or equivalent.

Recommendation no. 4

3.28 The Department of Health and Aged Care ensure that fraud control and investigations
officials have obtained the minimum qualifications set out in the Fraud Policy and Guidance and
Australian Government Investigations Standard.

Department of Health and Aged Care response: Agreed.

3.29 The Department of Health and Aged Care recognises that compliance with the Fraud Policy
and Guidance and Australian Government Investigations Standard (AGIS) is critical to carrying out
its fraud control and investigative functions. The department is taking steps to ensure all fraud
control and investigation officials achieve the minimum qualifications (or equivalent) as required
by the Fraud Policy and Guidance and AGIS.

Professional development relating to fraud control

3.30 The department has no framework for the ongoing professional development of its fraud
control officials. The department advised the ANAO in June 2024 that ongoing professional
development is achieved through on-the-job training, coaching, mentoring, and formal and
role-specific training courses. The department provided to the ANAO in June 2024 a list of fraud
control and investigations training courses and secondments undertaken by relevant staff.

Opportunity for improvement

3.31 The department could document an approach to ongoing professional development for
its fraud control officials.
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4. Fraud detection and response

Areas examined

This chapter examines whether the Department of Health and Aged Care (the department) has
established appropriate mechanisms to detect and respond to fraud.

Conclusion

The department’s mechanisms to detect and respond to fraud were partly appropriate.
Planned testing of the effectiveness of detective controls in 2022-23 and 2023-24 was
incomplete. Detective controls were primarily reactive in the form of referrals and tip-offs. As
at June 2024 the department was putting in place measures to increase its use of proactive
detective controls such as data analytics. Mechanisms to investigate and respond to fraud,
including policies and procedures, were developing as part of an organisational change
process. In 2022-23 and 2023-24, the department took ‘no further action’ on all closed fraud
referrals and tip-offs relating to the Indigenous Australians’ Health Programme. Recorded
decision-making in relation to these matters did not fully comply with investigations
procedures. The department established largely appropriate mechanisms to record and report
fraud.

Areas for improvement

The ANAO made one recommendation relating to quantifying estimates of losses from all types
of external fraud and for all departmental programs. The ANAO also suggested that the
department could review investigations procedural documentation for compliance with the
Australian Government Investigations Standard; establish a definition and criteria for ‘serious
and complex’ fraud in its procedural documentation to facilitate appropriate referrals to
police; and ensure that fraud matters are linked to programs in case management systems.

41 The 2017 Commonwealth Fraud Control Framework requires entities to have appropriate
mechanisms for detecting, investigating, recording and reporting incidents of fraud or suspected
fraud.”®

Have appropriate mechanisms been established to detect fraud?

The department established detective controls for fraud, primarily confidential reporting of
tip-offs. For grants administered through the Community Grants Hub, there were
arrangements in place with the Department of Social Services to escalate fraud risks and
incidents. There were 12 potential fraud tip-offs and escalations relating to the Indigenous
Australians’ Health Programme in 2022—23 and 2023-24. Proactive detective controls, such as
data analytics, were developing. The department tested the effectiveness of its detective
controls for enterprise fraud risks in 2021. Although the Fraud and Corruption Control Plan
2021-2023 required that controls be tested every six months, detective controls for
enterprise-level fraud risks were not tested after 2021 (except for 2022 testing of Community
Grants Hub fraud risks). The 2021 testing found that 65 per cent detective controls were

78 Attorney-General’s Department, Commonwealth Fraud Control Framework, AGD, 23 August 2017, p. Al,
available from https://www.ag.gov.au/sites/default/files/2020-
03/CommonwealthFraudControlFramework2017.PDF [accessed 18 March 2024].
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Fraud detection and response

effective and 35 per cent were partly effective. Treatments were developed to address partly
effective controls.

4.2 Table 4.1 presents an assessment of the department’s approach to applying the Fraud Rule
and Guidance in relation to fraud detection.

Table 4.1: Assessment against the Fraud Framework — Fraud detection

Entity has a process for staff and | Fraud Rule, paragraph 10(d) See paragraphs
other people to confidentially 45104.10
report suspected fraud

Entity uses other measures (e.g. | Fraud Guidance, paragraph See paragraphs
internal reviews and audits, data | 62 4.11to4.15

mining and data matching) to
detect fraud

Entity’s detective controls are Fraud Rule, paragraph 10(d) See paragraphs
appropriate and effective b 4.16t0 4.18
Key: @ Fully compliant 4 Partly compliant m Not compliant.

Note a: For non-corporate Commonwealth entities, the Fraud Rule is mandatory and the Fraud Guidance is better
practice.

Note b: Rating is based on the department’'s assessment of its detective controls. The ANAO did not undertake an
independent assessment.

Source: ANAO analysis of Department of Health and Aged Care documentation.

4.3 As outlined at paragraph 2.21 and Box 1, the 2021 Enterprise Fraud and Corruption Risk
Assessment (EFCRA) identified 12 enterprise fraud and corruption risks. The EFCRA established 57
detective controls (27 unique controls)’® applying to these 12 risks. This represented 35 per cent of
all established fraud controls in the EFCRA. Detective controls include reactive controls such as fraud
allegations reporting and proactive controls such as compliance monitoring, data matching
capability and quality assurance processes.

4.4 For an enterprise fraud risk related to grants administration (see Risk 1 in Box 1), the
department identified six detective controls. In September 2022 the department undertook a
specific grant fraud risk assessment as it related to the Community Grants Hub (see paragraph 2.26
and Box 2). This assessment identified 16 detective controls (out of 53 controls) for nine grants fraud
risks. Detective controls included reactive controls such as internal whistleblowing procedures (for
the risk of internal exploitation of grants by public officials) and proactive controls such as due
diligence checks over grant applicants (for the risk of falsified grant applications); grant agreement
clauses requiring grantees to declare other contributions (for the risk of grantees receiving duplicate
grants for the same service); and ongoing compliance, performance and contract reviews (for the
risk of grants funds being used for improper purposes).

79 Some detective controls applied to multiple risks.

Auditor-General Report No.7 2024-25
Fraud Control Arrangements in the Department of Health and Aged Care

55



Reporting processes for suspected fraud

45 The department has channels for suspected fraud to be reported by departmental staff and
the public®®, comprising: an online form for reporting health provider-related fraud allegations®?;
an online form for reporting all other fraud allegations®; a telephone number; and an email
address.®3 The website indicates that the online form is secure to protect privacy, and that the
person completing the form may remain anonymous. The forms do not require personal details be
provided.

4.6 WSP Australia Pty Ltd is the National Infrastructure Projects Facilitator (NIPF) for major
capital projects funded under the Indigenous Australians Health Programme (IAHP).8* KPMG was
engaged® to be the NIPF for the ‘Better Renal Services for First Nations Peoples’ Budget measure,
with the role of assisting funded organisations under the measure to manage complex capital
projects. The department advised the ANAQ in June 2024 that the NIPF may report non-compliance
that could indicate potential fraud.

4.7 In the 2022 grant fraud risk assessment, some detective controls were assigned to the
Community Grants Hub. The Department of Social Services maintains ‘Hub fraud protocols’
(March 2020), which set out the roles and responsibilities for fraud prevention and detection. The
Department of Social Services advised the ANAO in June 2024 that, to detect fraud, it reviews grant
acquittals, grantee financial reports, grant milestone reports and information from other
government agencies.

4.8 Under a partnership agreement with the Department of Social Services in relation to the
Community Grants Hub (see paragraph 3.7), the Department of Social Services has an obligation to
notify the Department of Health and Aged Care of any instances of fraud risk or incidents. According
to the protocols, the Department of Social Services maintains a ‘Hub escalation process’ and ‘Hub
escalation template’ to be used for ‘medium to high risk issues and incidents that require escalation
and attention by a Client Agency.’ Escalations are recorded by the Department of Social Services in
a register.

80 Departmental procedures indicate that sources of fraud information and tip-offs include members of the
public, aged care program recipients or their nominated representatives, aged care approved providers and
third-party contractors, external regulatory and enforcement agencies, departmental business areas
(including areas responsible for grants management) and departmental and portfolio agency employees.

81 Department of Health and Aged Care, Welcome to the health provider tip-off form [Internet], Health,
Canberra, 2022, available from https://www1.health.gov.au/internet/main/publishing.nsf/Content/health-
provider-tip-off [accessed 6 June 2024].

82 Department of Health and Aged Care, Report suspected fraud reporting form [Internet], Health, Canberra,
2016, available from https://www1.health.gov.au/internet/main/publishing.nsf/Content/reporting-
suspected-fraud [accessed 6 June 2024].

83 Department of Health and Aged Care, Report suspected fraud [Internet], Health, Canberra, 2024, available
from https://www.health.gov.au/about-us/corporate-reporting/report-suspected-fraud [accessed
6 June 2024].

84  The NIPF provides the Commonwealth with whole-of-program quality assurance in the delivery of a range of
infrastructure services under the Closing the Gap Health Infrastructure Major Capital Program. The NIPF
contract with WSP is valued at $12,415,429 and is in effect 6 October 2022 to 31 October 2026. AusTender,
Contract Notice view — CN3918691, available from https://www.tenders.gov.au/Cn/Show/3f914699-7cc3-
47d1-9641-0eafd26ecd8c [accessed 14 October 2024].

85 The KPMG contract is valued at $2,984,510 and is in effect 12 October 2023 to 30 June 2026. AusTender,
Contract Notice view CN4016271, available from https://www.tenders.gov.au/Cn/Show/371983ee-e827-
4834-9919-bbc97fa03fb4 [accessed 14 October 2024].
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49 The central Fraud and Integrity Branch advised the ANAO in May 2024 that no matters
related to the IAHP were referred or tipped off in 2022—-23 or 2023-24 (to May 2024). The First
Nations Health Division advised the ANAO in May 2024 of three matters that were referred to the
department in 2022-23 and 2023-24 (to May 2024). The ANAQ's review of the Community Grants
Hub’s register of escalations identified eight potential matters® that related to the IAHP in the time
period including the three matters previously advised by the First National Health Division. The
ANAO reviewed the department’s records management system and identified three additional
public tip-offs in February and June 2023.8” The Fraud and Integrity Branch’s subsequent review of
its case management system in July 2024 identified one further potential matter (a tip-off from the
public) related to the IAHP. This totals 12 potential fraud matters associated with the IAHP in
2022-23 and 2023-24.

4.10 The grant toolkit states that if an escalation from the Department of Social Services ‘does
reference possible fraud, [then staff] should ensure that [they] make contact with the Fraud Section
as soon as possible.” Of the eight escalated Community Grants Hub matters, one was escalated to
the First Nations Health Division, which did not refer the matter to the department’s central fraud
section. This matter was not recorded in the case management system. Although the other 11
matters were recorded in the case management system, the department advised the ANAO in
July 2024 that it had initially stated that there were no matters related to the IAHP because its case
management system did not classify matters by program. As noted at paragraph 2.4, the
2021-2023 and 2023-2025 fraud and corruption control plans (FCCPs) indicate that the application
of fraud controls to divisional activities are the responsibility of division heads. The failure to link
fraud matters with specific programs in the case management system may impede division heads
and program staff to deliver on this responsibility (see paragraph 4.46).

Other measures to detect fraud

4.11 The Audit and Risk Committee was advised in November 2022 that data analytics was being
used to monitor and identify irregularities in Medicare Benefits Schedule, Pharmaceutical Benefits
Scheme and Child Dental Benefit Schedule claims by health providers, and that the department
continued to engage with the Australian Taxation Office, Australian Criminal Intelligence
Commission and Australian Charities and Not-for-profits Commission on data sharing and matching
opportunities. The Secretary was advised in September 2023 that data analytics capability to detect
‘real-time’ Medicare payment fraud was being strengthened.

4.12 No outputs from data analytics work was presented to the Audit and Risk Committee or
governance committees. The department reported in the 2022—-23 Fraud Census (see paragraph
4.49) that there were 403 potential external fraud matters detected from ‘software flags, alerts,
operational processes [and] data analytics’, including 15 relating to health providers.

4,13 Despite the focus on data analytics capability and a number of other proactive detective
controls within the EFCRA, the department advised the Audit and Risk Committee in
September 2023 that tip-offs were ‘currently the primary source of intelligence for the
department.’

86 The eight risk escalations in the Department of Social Services’ register involved six grant recipient entities.
87 The ANAO was unable to obtain any assurance that these were the only two public matters reported.
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414 The department advised the ANAO in March 2024 that the Fraud and Integrity Branch was
building expertise for a dedicated fraud detection team focused on proactive measures, and that a
privacy impact assessment would likely be needed to ensure the proposed detection process meets
privacy requirements. This information was presented to the Security, Workforce Integrity and
Assurance Committee in May 2024. The Deputy Secretary, Corporate Operations was advised in
June 2024 that the Fraud and Integrity Branch was implementing an automated detection solution.

4.15 In addition to data analytics, intelligence gathering through liaison with other entities is a
potential proactive detection method, including for the IAHP.

° Since 2022 the First Nations Health Division has engaged approximately 20 times with the
Office of the Registrar for Indigenous Corporations and quarterly with the National
Indigenous Australians Agency regarding grantee or contractor governance or financial
management that may indicate the risk of fraud.

° The department advised the ANAO in June 2024 that it meets on occasion with
state/territory Community Grants Hub offices and the National Aboriginal Community
Controlled Health Organisation® regarding fraud risks.

Appropriateness and effectiveness of detective controls

416 The department reported to the Audit and Risk Committee that it received 1,084 fraud
tip-offs in 2022—-23 and 1,054 in 2023-24 (see paragraph 1.20).

417 As discussed at paragraph 2.50, the FCCP 2021-2023 required testing of controls every six
months and the FCCP 2023-2025 did not require controls testing. In December 2021 the
department tested the effectiveness of detective controls identified in the EFCRA. The EFCRA
outlines the department’s approach to, and results of, controls testing. Detective controls were
found to be ‘effective’ (65 per cent) or ‘partly effective’ (35 per cent), with no detective controls
categorised as ‘ineffective.” Following the controls testing, an additional 64 treatments were
identified.8 There was no testing of detective controls for EFCRA fraud risks in 2022-23 or
2023-24.

4.18 The department’s testing of the effectiveness of six detective controls for the enterprise
grant funding risk found three were ‘effective’ and three were ‘partially effective’, with nine
treatments identified following testing. The department tested the 16 detective controls identified
in the 2022 Community Grants Hub-related grants fraud risk assessment (see paragraph 4.4). This
testing identified two controls as ‘effective’, 13 as ‘partially effective’ and one control requiring
further testing to determine effectiveness.

Have appropriate mechanisms been established to investigate and
respond to fraud?

Between February 2023 and April 2024, previously devolved investigative functions were
centralised in one branch. Documented procedures to support the investigative function were
developing and at 30 June 2024 were not fully compliant with Australian Government

88 The Indigenous Australians’ Health Programme funds Aboriginal Community Controlled Health Services, as
well as mainstream services, in each state and territory.

89 Treatments are not categorised as ‘detective’ or ‘preventative’.
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Investigations Standard, consistent across different investigative functions or types of external
fraud, or finalised. The audit examined 12 fraud referrals and tip-offs relating to the Indigenous
Australians’ Health Programme that were made in 2022-23 and 2023-24. One allegation was
not assessed, and as at July 2024, two matters had not been finalised. Decisions to take no
further action on the remaining nine fraud matters were largely documented. Decisions were
not made by officials with the appropriate level of seniority in seven of nine matters. There
were no referrals to the Australian Federal Police for the Indigenous Australians’ Health
Programme in 2022-23 and 2023-24. Case management system records did not include
estimates of loss to fraud for non-health provider benefit external fraud matters, and these
were not included in the department’s response to the Australian Institute of Criminology’s
Fraud Census. It is therefore not possible for the department to assure itself that it has taken
reasonable measures to recover financial losses caused by external fraud in a number of the
department’s programs.

419 The department reported to the Audit and Risk Committee that, as at 31 December 2023,
354 fraud assessments had been completed in the first half of the financial year, 140 fraud
assessments were on hand, and there were 138 active investigations.

4.20 Table 4.2 presents an assessment of the department’s approach to applying the Fraud Policy
in relation to investigating and responding to fraud.

Table 4.2: Assessment against the Fraud Framework — Fraud investigation and

response
Entity maintains appropriately Fraud Policy, paragraph 3 See paragraphs
documented procedures setting 4.21t04.29

out criteria for making decisions
at critical stages in managing a
suspected fraud incident

All instances of suspected fraud | Fraud Policy, paragraphs 6 See paragraph
were investigated, unless and 7 4.30

referred to and accepted by a
law enforcement agency

Entity appropriately documents Fraud Policy, paragraph 5 See paragraph
decisions to use civil, 431
administrative or disciplinary
procedures, or to take no further
action, in response to a
suspected fraud incident

Entity has appropriately referred | Fraud Policy, paragraph 8 Not assessed® | See paragraphs
incidents of potentially serious 4.33104.35

and complex fraud to the
Australian Federal Police

Entity has taken reasonable Fraud Policy, paragraph 10 See paragraphs
measures to recover financial 4.36 to 4.41
losses caused by illegal activity

Key: @ Fully compliant 4 Partly compliant m Not compliant.
Note a: The Fraud Policy is mandatory for non-corporate Commonwealth entities.
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Note b: The ANAQO’s assessment of documented decision-making procedures is based on four draft and nine finalised
procedures that existed during the audit period. During 2022—23 and 2023-24, there were 107 policies and
procedures for managing fraud investigations across three separate investigation functions in the department
(see paragraph 4.24). These procedures were being reviewed and amended over the course of the audit to
reflect the centralisation of functions (see paragraph 4.21), and therefore some draft procedures were
assessed. At July 2024, overall the department had finalised 42 policies and procedures (see paragraph 4.24).

Note c: The appropriateness of decisions to refer or not refer matters to the Australian Federal Police was not
assessed. None of the Indigenous Australians’ Health Programme potential fraud matters in 2022-23 and
2023-24 were referred to the AFP (see paragraphs 4.33 to 4.35).

Source: ANAO analysis of Department of Health and Aged Care documentation.

Documented procedures for fraud incidents

421 As noted at paragraphs 2.5 to 2.8, prior to February 2023 fraud investigations were
undertaken in different areas of the department, depending on the type of fraud. Fraud policies,
standard operating procedures (SOPs), guidelines and templates were maintained separately by the
various fraud sections. Health provider benefit fraud was managed by the Health Provider Fraud
Section (HPFS) within the Benefits Integrity and Digital Health Division, until the formation of the
Fraud and Integrity Branch in April 2024.

4.22 In May 2023, following the establishment of the central Fraud Control and Investigation
Branch in February 2023, the department engaged KPMG at a cost of $249,041°° (GST inclusive) to
review SOPs, develop draft procedures for data and intelligence sharing across entities, draft a
triaging and prioritisation matrix, and consolidate investigation SOPs into a draft investigations
manual.’* KPMG completed this work in July 2023.

4.23 Following the KPMG work, the department initiated a project (the Australian Government
Investigations Standard (AGIS) project) to support its compliance with the AGIS. A project plan dated
August 2023 stated that:

A functional review and structural design of the branch was underway to consolidate duplicative
and inconsistent functions and processes, address capability and capacity gaps and ensure
compliance with Commonwealth Fraud Control Framework and the [AGIS]. The ambition is to be
‘future-ready’ by building high-end preventative, detection and intelligence and investigative
capabilities comparable to other matured and centralised Commonwealth fraud management and
investigation functions.

424 An ‘AGIS Project Index,” dated August 2023, listed 17 SOPs, 19 templates and eight
governance arrangements to be developed or updated to meet AGIS requirements. An August 2023
schedule for the AGIS project set out the timeframes for completion. Documents were categorised
as first or second priority, with creation and updating of first priority documents to be completed
by early October 2023, and the creation and updating of second priority documents to be
completed by late November 2023. The department advised the ANAO in July 2024 that the AGIS
project was paused in November 2023 in anticipation of the further consolidation of the
department’s fraud functions, and recommenced in February 2024. The department advised the
ANAO in May 2024 that there were 107 policies and procedures in operation for its investigations
function during 2022-23 and 2023-24, which included a combination of draft, active and
superseded guidance documents. As at 30 June 2024 the AGIS project was not complete. In

90 AusTender, Contract Notice View — CN 3966551, available from,
https://www.tenders.gov.au/Cn/Show/98e2fad6-40bc-42ce-a4b0-00ff4859bd38 [accessed 10 July 2024].

91 The contract also required KPMG to assist with a backlog of tip-off assessments.
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July 2024 the Operational Management Committee®? endorsed 42 investigations procedures and
templates.

4.25 In February 2024 a draft ‘Preliminary Analysis Operating Framework’ was developed, which
provided a standardised approach for triaging, assessing, categorising and prioritising fraud
allegations (except for health provider benefits fraud). In March 2024 a draft Prevention, Detection
and Investigations Manual was developed. As at June 2024 a draft ‘Investigations Doctrine’ was also
developed to guide the conduct of investigations. The department advised the ANAO in July 2024
that work was undertaken to reconcile and de-duplicate material in the various procedural
documents.

4.26 The documents state that they apply to internal and external fraud and corruption
allegations for all departmental programs, excluding health provider fraud for the Medicare
Benefits Schedule, the Pharmaceutical Benefits Scheme and the Child Dental Benefits Schedule
(which was managed separately by the HPFS until April 2024). The HPFS policies and procedures for
decision-making contain differing processes and approval levels to the draft Investigations Doctrine.
The department advised the ANAO in June 2024 that:

It is the Branch’s intention to consolidate common operational procedural documents to ensure
consistency of practice. This has been delayed due to the deferred arrival of [HPFS] into the [Fraud
and Integrity] Branch ... It is expected the [draft Investigations] Doctrine and other supporting
templates and [SOPs] will come online by June 30, 2024, with further procedural instructions,
guidance and artefacts released as the Branch consolidates and stands up a single [Policy and
Procedures Control Framework] and systems are implemented to support sound work practices.

4.27 The ANAO assessed the draft Investigations Doctrine (May 2024 version) and associated
policies and procedures against mandatory AGIS requirements.®® The draft Investigations Doctrine
and associated policies and procedures were not fully compliant with the AGIS in the areas of legal
professional privilege, evidence and exhibit audits, requests for specialist services, and international
requests.

Opportunity for improvement

4.28 |In finalising the Investigation Doctrine and supporting documents, the department could
review compliance with the Australian Government Investigations Standard.

4.29 Box 4 shows decision-making criteria as outlined in the draft Prevention, Detection and
Investigations Manual (March 2024).

92 Under the draft Investigations Doctrine, the Operational Management Committee is responsible for critical
decisions affecting the course of an investigation which may include: the acceptance of a referral for
investigation; decisions incurring significant expense; decisions to apply for a warrant; requests to other
agencies; referrals to the Australian Federal Police or other law enforcement; and decisions to close
investigations.

93 The ANAO did not undertake detailed assessments of AGIS compliance for Health Provider Fraud Section
procedures, or procedures for Fraud Control and Investigation Section or Fraud Control and Investigation
Branch that existed prior to the AGIS Project, which commenced in July 2023.
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Box 4: Investigations decision-making criteria and procedures

Criteria to guide decisions on whether to commence an investigation are set out in the Matter
Prioritisation Model (MPM). The MPM includes a set of standard factors to be assessed and
scored: value of the alleged fraud; nature of the alleged fraud; likelihood of ongoing offending;
prospect of sufficient evidence for prosecution; benefits of investigation; likely cost of
investigation; political or public sensitivity; and department priority.

Based on the final score, a matter is placed into one of four priority categories:

. Category A — unlikely to be allocated for investigation — insufficient evidence to
support an investigation;

° Category B — as time and resources become available, commence investigation;

° Category C — as soon as possible commence investigation — takes priority over routine

matters assigned to investigator; and
. Category D — immediately commence investigation.

As at June 2024 separate and different criteria for prioritisation and decision-making existed
for HPFS and health provider benefit fraud.

There are generally five outcomes resulting from an assessment report, comprising: no further
action; internal referral; external referral; National Anti-Corruption Commission referral; or
proceed to investigation. The Audit and Risk Committee was advised in September 2023 that
internal referral refers to other compliance treatment which includes peer review, audit,
education or civil recovery of benefits. Reasons for determining a matter to require no further
action or internal referral were described as: insufficient evidence to meet the threshold of
fraud; allegation did not relate to the department's programs or systems; or there was
insufficient information to enable an investigation to proceed due to the complainant being
anonymous or unwilling to provide additional information.

Procedures for the referral of investigations to the Australian Federal Police (AFP) are outlined
in the draft Investigations Doctrine and, for the HPFS, a July 2022 guidance document titled
‘Critical Decisions’. Guidance on making AFP referrals differs between the two documents. For
example, the draft Investigations Doctrine requires Operational Management Committee
approval to refer a matter to the AFP, while ‘Critical Decisions’ requires Assistant Director
(Executive Level 1 official) approval.

Investigating suspected fraud

4,30 Paragraphs 6 and 7 of the Fraud Policy require non-corporate Commonwealth entities to
investigate all instances of suspected fraud, unless referred to and accepted by a law enforcement
agency. The triage and assessment process described in Box 4 means that not all instances of
suspected fraud are investigated in the department. The ANAO considered whether all matters
were at least assessed, for the 12 Indigenous Australians’ Health Programme fraud matters in
2022-23 and 2023-24. As outlined at paragraph 4.10, for the Indigenous Australians’ Health
Programme, one of 12 fraud matters was not referred to the department’s central fraud team. This
matter was not recorded in the case management system or assessed. The remaining 11 matters
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were assessed (nine) or in the process of being assessed (two) as at July 2024, with a determination
of no further action for the nine matters that had an outcome.

Documented decisions for responses to fraud

431 Table 4.3 shows the ANAQO’s assessment of documentation of assessments and decisions for

the 12 Indigenous Australians’ Health Programme (IAHP) fraud matters raised between 1 July 2022
and 30 June 2024.

Table 4.3: Documentation of decision-making for IAHP fraud matters, at July 2024
Source of Requirement Results Assessment
requirement
Preliminary Assessment outcome | 11 of 12 allegations were assessed, with
Analysis — recorded in the an outcome determined for 9 of 11 as at
Fraud Triage department’s fraud July 2024. All 9 outcomes (no further
and case management action) were recorded in the case
Assessment — | system. management system.

Standard Of the 2 that did not have a final

Operating assessment decision:

Procedure _

(draft) e one was received on 31 July 2022 and
as at July 2024 was still under
assessment; and

e one was received on 2 February 2023
and had a draft assessment report
dated July 2023 recommending no
further action, which was not finalised
as at July 2024.

Fraud Decision-maker Of the 9 allegations with an assessment

Assessment, recorded in the outcome, the decision-maker was

Detection and system. recorded in the system or supporting

Intellligenc_e Recommendations on | documentation. Of the 9 decisions:

SectionTriage | the appropriate « two were reviewed and approved by an

template course of action EL2 officer; and

éf:ﬁj;?;em ;%\S?(\)A\l/ee% ?)r;/dan e seven were revievv_e(_j and apprO\_/ed by

Operatin Executive Level 2 a lower ranking official than required (2

P 9 . by an EL1 official and 5 by lower level

Procedure — (EL2) official. staff)

(draft) '
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Source of Requirement Results Assessment
requirement

Investigations All key decisions, Of 11 recorded allegations, documentation
Doctrine (draft) | actions and was sufficiently complete to allow others to
correspondence must | understand what assessment activities
be recorded in the had taken place for 10 matters.
case management In the 11" matter, records of interactions

system in an
appropriate and
timely manner ...
Items must be
recorded so others
can review the case
and easily
understand what
investigation activities
have taken place.

with a state law enforcement agency were
not complete and had not been maintained
since June 2023 (see Case study 1).
Information pertaining to the waiver of
potential debts was not maintained.

Key: @ Fully compliant 4 Partly compliant m Not compliant.
Source: Department of Health and Aged Care information in case management and records management systems.

4.32 Case study 1 shows issues related to record-keeping for one matter related to the IAHP.

Case study 1. Indigenous Australians’ Health Programme alleged fraud matter

In mid-2022, the department received an allegation of potential fraud from the Department of
Social Services. The Community Grants Hub had received intelligence from an IAHP grant
recipient organisation that two senior employees had misappropriated funds from the
Comprehensive Primary Health Care (CPHC) grant. The grant recipient organisation estimated
the value of the alleged fraud at $100,000.

Departmental records from mid-2022 state that the grant recipient had not raised the matter
with police due to a reluctance by the grantee to engage with law enforcement. The
department assessed the allegation and decided to take no further action. The rationale for
taking no further action was that the matter had not been reported to the police or the Office
of the Registrar of Indigenous Corporations (ORIC), and as the organisation obtained ‘funds by
other means such as claims for Medicare funding from the government under section 192
exemption, it is unknown if the misspent funds were derived from Commonwealth funding, and
therefore hard to prove fraud against Commonwealth funding.” Despite being advised of the
estimated value of the alleged fraud by the grant recipient organisation, the department’s
records did not include an estimation of the potential financial loss to the Commonwealth.

The ANAO reviewed the grantee’s financial statements lodged with ORIC and identified that
over 90 per cent of the organisation’s revenue was through government grants, with the
majority through Australian Government grants.

In making the decision to take no further action on the matter, the department advised the
Community Grants Hub that the matter could be re-opened if further evidence produced
through audit or compliance activity indicated the issue was systemic within the organisation,
however, based on current information the allegation was ‘a compliance matter for the
program area to raise a debt where non-compliance with grant agreement and subsequent
misspending has been identified.’
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In late 2022 the grantee organisation referred the alleged fraud to the relevant state police
authority, which investigated the matter and following the completion of its investigation
determined to proceed with a restorative justice mechanism wherein part of the monies would
be repaid. In mid-2023, after receiving an updated risk escalation from the Community Grants
Hub, the department provided in-principle approval to the grant recipient organisation to
proceed with the restorative justice mechanism and stated that it would assess the potential
impact of a debt to the Commonwealth and whether it may require a waiver. A departmental
fraud investigator raised a concern at this time that the lack of investigation on the part of the
department may have been an oversight and an error.

The department’s records do not show how these issues were resolved or if any advice was
provided to the grant recipient organisation to inform the closure of the matter.

Referrals of serious and complex fraud

4.33 The draft Investigations Doctrine establishes the process for referring serious and complex
fraud matters to the AFP by the Operations Management Committee and states that this should be
done in accordance with the AFP’s ‘preferred pathway’. A link is provided to procedures on the AFP
website. The draft Investigations Doctrine does not provide a definition or criteria for determining
whether a matter represents ‘serious and complex fraud’. This was defined in the 2017 Fraud
Guidance.®* The definition has been removed from the 2024 Commonwealth Fraud and Corruption
Control Framework.

Opportunity for improvement

4.34 The department could include a definition and criteria for ‘serious and complex fraud’ in
its procedural documentation, to assist officials in meeting the mandatory requirement of the
Fraud Policy to refer incidents of potentially serious and complex fraud to the AFP.

4.35 The department advised the ANAO in May 2024 that, across all matters in the department,
in 2022-23 and 2023-24 one investigation had been referred to the AFP, and there were five
Proceeds of Crime Act applications®® made to the AFP. Of the active investigations as at
30 June 2024, the five matters with highest estimated loss to fraud were valued at $7.3 million;
$3.3 million; 2.4 million; $1.8 million; and $1.4 million. All five matters related to health provider

94 This is defined as: significant monetary or property loss to the Commonwealth; damage to the security
standing or integrity of the Commonwealth; harm to the economy, national security, resources, assets,
environment or well-being of Australia; a serious breach of trust by a Commonwealth official or contractor;
the use of sophisticated techniques or technology to avoid detection; the elements of criminal conspiracy;
bribery or corruption of a Commonwealth official or contractor; known or suspected criminal activity against
more than one entity; activities that could affect wider aspects of Commonwealth law enforcement; or
politically sensitive matters. Attorney-General’s Department, Commonwealth Fraud Control Framework, AGD,
Canberra, 23 August 2017, p. C17, available from https://www.ag.gov.au/sites/default/files/2020-
03/CommonwealthFraudControlFramework2017.PDF [accessed 12 April 2024].

95 The Proceeds of Crime Act 2002 establishes a scheme for the Commonwealth to confiscate proceeds of crime
— Proceeds of Crime Act, Attorney-General’s Department, Canberra, [Internet], available at
https://www.ag.gov.au/crime/proceeds-crime-act [accessed on 27 June 2024]. The Proceeds of Crime Act
2002 provides the Australian Federal Police with authority to confiscate such proceeds — Money Laundering
and Financial Crime, Australian Federal Police, Canberra, [Internet], available at
https://www.afp.gov.au/crimes/money-laundering-and-financial-crime#our-work [accessed on 27 June 2024].
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benefits fraud. As at 30 June 2024, these investigations were in progress with a decision on referring
these matters to the AFP to be determined. The department sought AFP assistance in four of the
matters during the course of the investigation.

Measures to recover financial losses from fraud

436 The department has policies and procedures on its intranet relating to debt recovery. This
includes Accountable Authority Instructions (October 2015), Finance Business Rules (March 2024),
a debt recovery factsheet and a debt escalation framework. A Finance Business Rule ‘Recovery of
debts’ states that under section 11 of the Performance, Governance and Accountability Rule 2014
(PGPA Rule), the department is required to pursue all debts owing to the Commonwealth, and that
debts must be pursued ‘vigorously’. The Finance Business Rule specifies that responsibility for
identifying and quantifying debts rests with the business unit managing the underlying financial
arrangement which gave rise to the debt. Accurate and complete debtor information must be
maintained to allow complete reporting in the department’s financial statements.

4,37 Table 4.4 shows quantified financial losses from finalised investigations or alternative
actions, the total debts raised, and the value of proceeds recovered for the department, as reported
through the Fraud Census for 2022-23 and 2023-24 (see paragraph 4.49).

Table 4.4: Reported financial losses to fraud and recoveries, 2022—-23 and 2023-24

Fraud type Loss Relating to Debts raised Debts

number of recovered

®) matters ®) %)

2022-23 Internal 43,000 1 0 0
External (HPFS) 6,852,899 52 4,447,661 1,639,198

External (other) Unknown? Unknown? Unknown? Unknown?

2023-24 | Internal 0 0 48,948 0
External (HPFS) 9,498,030 41 5,424,465 2,502,615

External (other) Qb 6 0 0

Note a: This information was reported by the department as ‘unknown or not quantifiable’ in the Fraud Census
2022-23.

Note b: The department advised the ANAO in October 2024 that the six external (other) fraud matters in 2023-24 were
estimated at zero value because their briefs of evidence were declined by the Commonwealth Director of Public
Prosecutions.

Source: ANAO analysis of Department of Health and Aged Care submissions to the Fraud Census for 2022—-23 and
advice to the ANAO for 2023-24.

4.38 The department reported in the 2022-23 Fraud Census that the value of loss to external
fraud (including within grant programs) was ‘unknown or not quantifiable’ except for health
provider fraud matters managed by HPFS. This suggests that the value of potential loss to fraud as
reported to and published by the Australian Institute of Criminology is understated for the
department. HPFS’s case management system (CWMS, see paragraph 4.48) has data fields for the
estimated amount of potential loss for each case in the system. The VOLT case management system
used for internal and non-HPFS external fraud matters does not have this capability.

4.39 In its 2022-23 report, the Australian Institute of Criminology indicated that, for internal
fraud, 12 entities (of 157 reporting entities) quantified fraud losses, and nine reported quantifiable
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recoveries greater than zero. For external fraud, 18 entities quantified fraud losses and 21 reported
quantifiable recoveries greater than zero.’® Quantifying fraud risks, where possible, provides an
evidence base to support the accountable authority’s assessment of whether the entity’s
prioritisation of fraud risks is appropriate, the control framework is robust, and the level of
resourcing focussed on fraud controls is appropriate.

4.40 The reported amount of fraud loss recovered by the department was $1.6 million in
2022-23 (see Table 4.4). The Australian Institute of Criminology reported the overall rate of
recovery of quantified fraud for reporting Commonwealth entities was 8.5 per cent for internal
fraud and five per cent for external fraud in 2022—-23. By contrast, based on 2022-23 Fraud Census
reporting, the department’s reported recovery rate was zero per cent and 24 per cent, respectively.

4.41 The Commonwealth Fraud Prevention Centre (Attorney-General’s Department) in its
publication ‘The total impacts of fraud’ provides that ‘government entities generally lose between
0.5 percent and [five] percent of their spending to fraud and related loss based on international
estimates’.”’ For the department, this range applied against its 2023—-24 Budget®® is between $0.5
and $5.3 billion. A ‘potential loss to fraud’ of $5.095 billion was reported to the Executive
Committee and Audit and Risk Committee through dashboard reporting (see Table 1.6 and
paragraph 4.56).

Recommendation no. 5

4.42 The Department of Health and Aged Care implement processes to quantify and record
estimates of losses from external fraud for all types of external fraud and all departmental
programs, where quantification is possible.

Department of Health and Aged Care response: Agreed.

4.43 The Department of Health and Aged Care is reviewing its processes to incorporate
estimates of financial loss at the case assessment stage of an investigation. It is also exploring
options for a new case management system to support capturing and retrieving financial
estimates.

96 Fraud Against the Commonwealth 2022-23, Australian Institute of Criminology, Canberra, pp. 16-17
[Internet], available from https://www.aic.gov.au/sites/default/files/2024-
07/sb44 fraud against the commonwealth 2022-23 0.pdf [accessed on 2 August 2024]. Excludes entities
that reported losses or recoveries equal to zero. Entities were asked to provide the total amount lost in cases
where investigations or alternative actions were finalised in 2022-23 in which the allegations were
substantiated in full or in part. Entities were asked to provide the total amount of fraud losses recovered
during the reporting period, regardless of when the fraud was committed, when the losses were incurred or
when the investigation or alternative action was completed.

97 Commonwealth Fraud Prevention Centre, The total impacts of fraud, Attorney-General’s Department,
Canberra [Internet], available from https://www.counterfraud.gov.au/total-impacts-fraud [accessed on
2 August 2024].

98 Based on departmental and administered total resources, Department of Health and Aged Care Portfolio
Budget Statements 2023-24, Table 1, pp. 9-10.
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Have appropriate mechanisms been established to record and report
fraud?

The department had standard operating procedures to collect and manage fraud information,
although many were in draft form as at June 2024. Procedures for recording information in a
fraud case management system did not require the linkage of matters with programs,
obscuring visibility of program-related fraud matters by responsible officials. This practice is
inconsistent with divisional responsibility for fraud control activities and controls. The
department completed the annual Fraud Census reporting requirements for 2022-23 with
inaccuracies. The department established a process to identify matters representing significant
non-compliance with finance law that should be reported to relevant ministers, and no fraud
matters were reported in 2022—-23 or 2023-24. The accountable authority certified in the
annual report that the department has taken all reasonable steps to deal with fraud. The
Secretary’s certification was supported by assurances from the Audit and Risk Committee. In
2022-23 and 2023-24 the Audit and Risk Committee did not implement all of its planned
activities in relation to fraud controls, and in assuring the accountable authority on the
effectiveness and appropriateness of the department’s fraud control arrangements, it largely
relied on management representations. Disclosures about fraud matters were made to other
entities in relation to internal and external health provider fraud.

444 Table 4.5 presents an assessment of the department’s approach to applying the Public
Governance, Performance and Accountability Act 2013 (PGPA Act) and the Fraud Policy in relation
to recording and reporting fraud.

Table 4.5: Assessment against the Fraud Framework — Fraud reporting

Standard® Source Paragraph

Entity has procedures to collect Fraud Policy, paragraph 12 ‘b See paragraphs
and manage information 4.4510 4.48
gathered about fraud

Entity provided requested Fraud Policy, paragraph 13 See paragraphs
information to the Australian 4.49 to 4.50
Institute of Criminology by
30 September each year to
support its annual report

Entity has reported incidents of PGPA Act, section 19 ‘ See paragraph
fraud to relevant ministers as 451
significant non-compliance with
the finance law

Entity has met reporting PGPA Act, section 17AG ‘ See paragraphs
requirements in its annual report 4,52 t0 4.58

as they relate to fraud
(accountable authority
certification of Fraud Rule
compliance)
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Standard? Source ‘ Assessment ‘ Paragraph
Where an investigation has Fraud Policy, paragraph 11 & See paragraph
disclosed potential criminal 4.59

activity involving another entity’s
activities or programs, the entity
has reported the matter to the
other entity

Key: @ Fully compliant 4 Partly compliant m Not compliant.

Note a: The Fraud Policy is mandatory for non-corporate Commonwealth entities.

Note b: Assessment is based on draft fraud control procedures as they existed at 30 June 2024. The ANAO did not
undertake detailed assessments of procedures that existed prior to the AGIS Project, which commenced in
July 2023 (see paragraph 4.23).

Note c: The ANAO did not comprehensively assess all matters to determine where a report was warranted, but noted
that some reports to other entities were made for internal and external fraud during 2022—-23 and 2023-24.

Source: ANAO analysis of Department of Health and Aged Care documentation.

Procedures to collect and manage information on fraud

4.45 The draft Investigations Doctrine (May 2024) sets out requirements for fraud information
records management in the Fraud and Integrity Branch at a high level. Other draft standard
operating procedures and templates set out record-keeping requirements in more detail for the
Fraud and Integrity Branch. All key decisions, actions and correspondence relating to fraud
investigations and intelligence must be recorded in VOLT, a case management system. The draft
Investigations Doctrine states this must be done ‘in an appropriate and timely manner ... so that
others can review the case and easily understand what investigation activities have taken place.” All
fraud records, which are defined as ‘documents or objects in any form to support a business
decision, transaction or activity, including evidence’ must be filed in the department’s approved
electronic document and records management system, TRIM, in accordance with the department’s
broader records management policy, including in relation to document naming conventions.

4.46 As noted at paragraph 4.10, the department has not linked fraud matters in the case
management system VOLT to the specific grant program to which matters relate. This is not
consistent with FCCP 2023-2025 and Finance Business Rule requirements that ‘programs and
projects should identify what reporting and detection activities are required ..., that responsibility
for identifying and quantifying debts rests with the business unit managing the underlying financial
arrangement which gave rise to the debt, and that program areas and division heads retain
accountability for the application of fraud controls to divisional activities.

Opportunity for improvement

4.47 The department could ensure that the way that fraud matters are recorded in case
management systems enables divisions to appropriately manage and retain accountability for
fraud matters that relate to relevant programs.

4.48 Record-keeping requirements for HPFS, which manages health provider benefits fraud for
Medicare Benefits Schedule, Pharmaceutical Benefits Scheme and Child Dental Benefits Schedule,
are set out in the procedures document ‘Critical Decisions’ (July 2022, see Box 4). This document
states that records of critical decisions are to be made using a Critical Decision Record (CDR)
template, which collects different and more precise information to that required by an assessment

Auditor-General Report No.7 2024-25
Fraud Control Arrangements in the Department of Health and Aged Care

69



report template used by the Fraud and Integrity Branch.®® Some more detailed information about
documenting HPFS fraud matters is set out in other procedures that were overdue for review
according to review dates set by the department.

Reporting to the Australian Institute of Criminology

4.49 Section 14 of the Fraud Policy states that Australian Government entities must provide
information to the Australian Institute of Criminology by 30 September each year to support the
Fraud Against the Commonwealth census (Fraud Census).1® The Australian Institute of Criminology
advised the ANAO in June 2024 that with the agreement of the Attorney-General’s Department,
this date was amended to end October and that extensions can be requested. The department’s
compliance with reporting requirements is outlined in Table 4.6.

Table 4.6: Compliance with Fraud Census submission timeframe

_ Fraud census due date Department submission date

2021-22 28 October 2022 28 October 2022
2022-23 27 October 2023 1 November 2023

Source: Australian Institute of Criminology.

450 The number of fraud allegations reported in the 2022-23 Fraud Census was inconsistent
with internal fraud dashboard reporting and the department’s 2022-23 annual report.'%? The
department advised the ANAO in June 2024 that due to separate investigation teams applying
different definitions and assessment processes, 255 health provider fraud tip-offs were duplicated
in the 2022—-23 Fraud Census. After being alerted to it by the ANAO, the department informed the
Australian Institute of Criminology of the error in June 2024.

Reporting incidents of fraud to relevant ministers

4.51 Under section 19 of the PGPA Act, significant matters of non-compliance with finance law
are to be reported to the portfolio minister and the Minister for Finance. Department of Finance
guidance indicates that this includes serious fraudulent activity by officials or non-officials, reflecting
internal control shortcomings.1%? The department has established a process to assess and identify
matters to be reported to the minister as part of a ‘PGPA non-compliance report’ that is provided
to the Audit and Risk Committee. The PGPA non-compliance report states that non-compliance

99 The CDR template requires: the investigation start date; the intelligence source (analysis and data analytics,
tip-off, external referral from another government entity); type of alleged offender (medical provider, medical
practice staff, corporate entity, pharmacist or member of public); program; channel used for the offence (bulk
billing, Easyclaim, PBS Online etc.); nature of the allegation; and inquiries conducted in chronological order.

100 Each year, the Australian Institute of Criminology conducts the Fraud Against the Commonwealth census. The
purpose of the census is to gather information about Commonwealth entity fraud control arrangements,
fraud investigations and alternative actions, fraud losses and recoveries. Non-corporate Commonwealth
entities must complete the census in accordance with the Fraud Policy. While not mandatory for corporate
Commonwealth entities or Commonwealth companies, completing the census is considered best practice.

101 Department of Health and Aged Care, Annual Report 2022-23, Health, Canberra, 2023, p. 115 [Internet],
available from https://www.health.gov.au/sites/default/files/2023-10/department-of-health-and-aged-care-
annual-report-2022-23 0.pdf [accessed on 26 June 2024].

102 Department of Finance, Resource Management Guide 214 — Notification of significant non-compliance with
the finance law [Internet], Finance, Canberra, September 2020, available from
https://www.finance.gov.au/government/managing-commonwealth-resources/notification-significant-non-
compliance-finance-law-rmg-214 [accessed 30 June 2024].
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Fraud detection and response

assessments are made ‘per the assessment criteria’ as outlined in the Finance guidance. The
department advised the ANAO in June 2024 that it did not report any fraud incidents as significant
non-compliance with finance law in 2022-23 or 2023-24.

Annual reporting requirements

4.52 Under section 17AG of the PGPA Rule , the accountable authority of a Commonwealth entity
is required to certify that fraud risk assessments and control plans have been prepared for the
entity; appropriate mechanisms for preventing, detecting incidents of, investigating or otherwise
dealing with, and recording or reporting fraud are in place; and all reasonable measures have been
taken to deal appropriately with fraud relating to the entity. The department’s annual reports for
2021-2213 and 2022-23% included the Secretary’s certification.

453 A ‘certification pack’ was provided to the Secretary in September of each year to support
the certification. The 2022-23 certification pack included the number of tip-offs received in
2022-23 and other statistics, fraud briefings that had been provided to the Audit and Risk
Committee (ARC) and the Fraud and Corruption Control Plan 2023—2025. The pack did not highlight
that preventative and detective controls for fraud had not been tested since 2021.

454 At the end of 2022 and 2023, the Chair of the ARC provided the Secretary with an annual
report documenting the work it had performed and its advice on the department’s system of risk
oversight and management. In relation to fraud, the ARC’s 2023 annual report stated that it had
reviewed the assurances provided by management in relation to fraud control, that it had formed
a view that the activities for fraud control were appropriate, and that it noted that there was an
undertaking to implement further strategies on fraud prevention, public interest disclosures, data
analytics and intelligence, and internal and external collaboration.'®> The 2023 annual report also
stated that it had received briefings on the 2023 Independent Review of Medicare Integrity and
Compliance (Medicare Review).10®

4.55 Appendix 3 shows the key activities in the ARC’s 2022, 2023 and 2024 forward work plans
through which the ARC was to provide assurance over the appropriateness of the department’s
fraud control arrangements. ARC activities did not fully align with the 2022, 2023 and 2024 forward
work plans. In providing assurance to the Secretary, the ARC largely relied on management’s
representations on the implementation of fraud control activities. ARC papers do not refer to
independent enquiries or assurance over management representations, with the exception of the
ARC'’s review of the 2023 Medicare Review. As noted at paragraph 2.35, one of 39 internal audit
reports in 2022—-23 and 2023-24 (the program for which is endorsed by the ARC) addressed fraud
risks.

103 Department of Health and Aged Care, Annual Report 2021-22, Health, Canberra, 2022, p. 117 [Internet]
available at https://www.health.gov.au/sites/default/files/documents/2022/10/department-of-health-
annual-report-2021-22.pdf [accessed 15 October 2024].

104 Department of Health and Aged Care, Annual Report 2022-23 Health, Canberra, 2023 p. 113 [Internet]
available at https://www.health.gov.au/sites/default/files/2023-10/department-of-health-and-aged-care-
annual-report-2022-23 0.pdf [accessed 15 October 2024].

105 A similar assurance was provided in the 2022 annual report.

106 Dr Pradeep Philip, Independent Review of Medicare Integrity and Compliance: Final Report, March 2023
[Internet], available at https://www.health.gov.au/sites/default/files/2023-04/independent-review-of-
medicare-integrity-and-compliance 0.pdf [access 15 October 2024]. The review examined fraud in relation to
the Medicare Benefits Schedule.
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456 Year-end reporting to the ARC for 2022-23 included a dashboard with:

. counts of fraud tip-offs by program (HPFS and aged care), public interest disclosures,
assessment outcomes, active investigations, briefs of evidence provided to the
Commonwealth Director of Public Prosecutions, matters before the court, and
prosecution outcomes;

° the ‘potential loss to fraud’ (which was estimated to be $5.095 billion in 2022-23, based
on five per cent of $101.5 billion expenditure on departmental programs) and matters
before the court ($10.2 million);

° resources used in fraud and corruption control (which was 57 Average Staffing Level and
a budget of $5.7 million); and

° mandatory fraud training completion rates.

457 The ARC was told that tip-offs had increased by approximately 27.1 per cent compared to
2021-22. Although not reported to the ARC in percentage terms, the report also demonstrated that
tip-offs had increased by 73.2 per cent compared to 2020-21. The increase in tip-offs was largely
attributed to a rise in aged care fraud allegations. There was no further trends or explanatory
analysis provided at that time.

4.58 InNovember 2022 and March 2023 the ARC had been advised that a June 2022 KPMG report
commissioned by the department on fraud in the Home Care Packages Program!%’, as well as
Australian Criminal Intelligence Commission warnings, were indicating that aged care was a
particular risk area for fraud control due to the infiltration of organised crime groups in similar
programs such as the National Disability Insurance Scheme. Approximately 40 per cent of fraud
allegations in aged care related to the Home Care Packages Program, which KPMG estimated was
resulting in fraud losses of up to $323 million annually. The ARC was informed that there would be
a greater focus on prevention and detection activities in aged care, and that input had been
provided into the development of the new Aged Care Act to strengthen criminal investigations
powers and introduce new criminal provisions.

Disclosure of potential criminal activity to other entities

4,59 In 2022-23 and 2023-24, one internal fraud matter and four external fraud matters were
disclosed to other entities. The external fraud disclosures related to health provider benefits
matters with the potential to impact other Commonwealth entities’ program activities. No external
matters relating to the Indigenous Australians’ Health Programme or other non-health provider
benefit activities were disclosed.

107 Through the Home Care Packages Program, the Australian Government subsidises organisations to provide
home care services to eligible older people.
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5. Preparation for the 2024 Commonwealth
Fraud and Corruption Control Framework

Areas examined

This chapter examines whether the Department of Health and Aged Care (the department) has
appropriately prepared for the commencement of the revised Commonwealth Fraud and
Corruption Framework on 1 July 2024.

Conclusion

Planning for the commencement of the 2024 Commonwealth Fraud and Corruption
Framework was appropriate. There was a fit-for-purpose implementation plan. Although the
department was not fully prepared in accordance with its implementation plan on 1 July 2024,
most elements were completed or in progress. In early July 2024 the department established
a framework to support the periodic testing of fraud controls.

5.1 From 1 July 2024, non-corporate Commonwealth entities must adhere to the 2024
Commonwealth Fraud and Corruption Policy.1% Effective planning and preparation will help ensure
that entities are compliant with the revised framework.

Is there a fit-for-purpose implementation plan?

The department developed an implementation plan to prepare for the Commonwealth Fraud
and Corruption Control Framework. Education and awareness activities were delivered, and
existing governance arrangements were assessed and considered suitable to meet the
requirements of the new framework. On 1 July 2024 the department published revised
governance documents to meet requirements of the new framework. Of 10 implementation
plan activities due to be completed by 30 June 2024, nine had been delivered by early July. The
one exception was a revised Enterprise Fraud and Corruption Risk Assessment.

5.2 The department prepared for implementing requirements of the Commonwealth Fraud and
Corruption Control Framework by developing:

° a one-page communications plan which covered the period March 2024 to July 2024;

° a high-level roadmap that outlined activities, milestones and the number of staff required
to deliver activities (endorsed on 3 June 2024 by the Deputy Secretary, Corporate
Operations (Chief Operating Officer), who is responsible for oversight of the
implementation of the Commonwealth Fraud and Corruption Control Framework);

° a draft fraud and corruption control corporate reporting proposal;
° a draft fraud control testing framework; and
° a draft ‘assuring change integrity’ framework (which addresses consideration of fraud risks

by five ‘change areas’ in the department including digital and ICT).

108 Attorney-General’s Department, Fraud and Corruption Policy, AGD, Canberra, 1 February 2024, available from
https://www.ag.gov.au/sites/default/files/2024-02/fraud-and-corruption-policy-effective-1-july-2024.PDF
[accessed 19 March 2024].
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53 In April 2024 the Commonwealth Fraud Prevention Centre published an example
implementation roadmap to assist Commonwealth entities implement the new Commonwealth
Fraud and Corruption Control elements.1® The example lists 12 steps entities may need to take to
implement and comply with requirements. The department’s implementation roadmap largely
reflects the 12 steps outlined in the Commonwealth Fraud Prevention Centre’s example. The
roadmap did not assess risks to implementation or outline treatments to manage risks (such as
delays to approving, endorsing and publishing key documents required to achieve compliance from
1 July 2024).

5.4 On 3 June 2024 the Deputy Secretary, Corporate Operations was briefed on progress
towards commencement of the new Fraud and Corruption Framework on 1 July 2024. Reported
activities included the updating of internal policies, plans, risk assessments (including the Enterprise
Fraud and Corruption Risk Assessment), Accountable Authority Instructions, Finance Business Rules,
mandatory training modules, intranet content, and other artefacts. The briefing stated that the
Fraud and Integrity Branch was ‘well advanced’ in its preparations to ensure compliance from
1 July 2024. Similarly, the Fraud and Integrity Branch’s update to the Audit and Risk Committee on
17 June 2024 stated that it was ‘well advanced’. The updates did not outline how risks to not being
compliant from 1 July 2024 would be managed.

5.5 In accordance with the communications plan, artefacts such as digital posters and screen
savers were developed in May 2024. An all-staff email and newsletter were delivered in July 2024.
An Executive Committee update planned for July was deferred to August 2024 to enable advance
briefing of the Audit and Risk Committee. In addition to the activities listed in the communications
plan, the Deputy Secretary, Corporate Operations was advised in June 2024 that there were
presentations at branch and division meetings, targeted emails to the Senior Executive Service and
through other channels, and fact sheets; and that the engagement would continue throughout the
year.

5.6 Roadmap activities and their status were reported to the Audit and Risk Committee on
17 June 2024 (Appendix 4). The department provided evidence to the ANAO of other activities
having been completed by early July 2024. All except one planned activity (an updated Enterprise
Fraud and Corruption Risk Assessment (EFCRA)) was reported as completed by early July 2024.

5.7 One of the requirements of the new framework is that entities are to have governance
structures and processes in place to effectively oversee and manage fraud and corruption risks;
have officials who are responsible for managing fraud and corruption risks; and keep records
identifying those structures, processes and officials. The briefing to the Deputy Secretary, Corporate
Operations advised that the department’s current governance arrangements met these
requirements. The Deputy Secretary, Corporate Operations agreed that existing departmental
governance arrangements met the department’s obligations under the new framework.

109 Commonwealth Fraud Prevention Centre, Implementation Roadmap [Internet], Attorney-General's
Department, Canberra, April 2024, available from https://www.counterfraud.gov.au/library/implementation-
roadmap [accessed 30 June 2024].
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Preparation for the 2024 Commonwealth Fraud and Corruption Control Framework

Is there a plan to evaluate implementation of new or revised fraud and
corruption controls?

A fraud and corruption control testing framework was finalised on 4 July 2024.

5.8 The 2024 Fraud and Corruption Rule requires entities to periodically test the effectiveness
of their fraud and corruption controls.'? This requirement aligns the Fraud and Corruption Rule
with the Commonwealth Risk Management Policy, which has required entities to periodically
review the effectiveness of controls since 1 January 2023.11!

5.9 As noted at paragraphs 2.12 and 2.22, the department engaged Deloitte to review the
Enterprise Fraud and Corruption Risk Assessment before 30 June 2024 to inform updates to the
Fraud and Corruption Control Plan. This engagement was later extended to 30 November 2024. The
department’s implementation roadmap listed ‘Fraud and Corruption Controls Testing Framework’
as an activity to be completed by early June 2024. The department finalised the framework on
4 July 2024.

5.10 The draft fraud and corruption control corporate reporting proposal listed at paragraph 5.2
states that the department will implement bi-annual reporting to governance committees and the
accountable authority, which will cover: emerging risks and threats, data on control gaps and risk
treatments.

enbfetlo

Rona Mellor PSM Canberra ACT
Acting Auditor-General 23 October 2024

110 Commonwealth Fraud Prevention Centre, Commonwealth Fraud and Corruption Control Framework 2024,
Element 3, p. 11, Attorney-General's Department, Canberra, 2024 [Internet], available from
https://www.counterfraud.gov.au/sites/default/files/2024-03/cw-fraud-corruption-control-framework-
2024.PDF [accessed 15 June 2024].

111 Commonwealth Fraud Prevention Centre, Overview of changes from the 2017 framework, Attorney-General's
Department, Canberra, 2024 [Internet], available from https://www.counterfraud.gov.au/learn-about-fraud-
and-corruption-control-framework [accessed 15 June 2024].
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Appendix 1  Entity response

Department of Health

Secretary

Ms Rona Mellor

Acting Auditor-General for Australia
Australian National Audit Office
GPO Box 707

CANBERRA ACT 2601

Koo
Dear¥s Mellor

Response to the Proposed Audit Report - Fraud control arrangements in the
Department of Health and Aged Care

Thank you for providing the Australian National Audit Office’s (ANAO) proposed
report pursuant to section 19 of the Auditor-General Act 1997 on the audit into the
Fraud control arrangements in the Department of Health and Aged Care. I appreciate the
opportunity to respond to the report.

I would like to begin by thanking the audit team for their constructive and
professional engagement throughout this process. The process has been productive
and I acknowledge the audit will support the continued improvement of the
department's fraud control arrangements.

The department acknowledges the findings in the report and accepts its
recommendations.

The wording provided for the Summary Response can be found at Attachment A.
If you have any questions regarding the department’s response please contact Leonie

Clemson, Assistant Secretary, Assurance Branch on (02) 5132 1452,

Yours sincerely

)

Blair Comley PSM
{  October 2024

Phone: (02) 5132 1511 Email: Blair. Comley@health.gov.au
Sirius Building, Level 6, Furzer Street, Woden ACT 2606 - GPO Box 8848 Canberra ACT 2601 - www.health.gov.au
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Appendix 2  Improvements observed by the ANAO

1. The existence of independent external audit, and the accompanying potential for scrutiny
improves performance. Improvements in administrative and management practices usually
occur: in anticipation of ANAO audit activity; during an audit engagement; as interim findings are
made; and/or after the audit has been completed and formal findings are communicated.

2. The Joint Committee of Public Accounts and Audit (JCPAA) has encouraged the ANAO to
consider ways in which the ANAO could capture and describe some of these impacts. The ANAQO’s
Corporate Plan states that the ANAO’s annual performance statements will provide a narrative
that will consider, amongst other matters, analysis of key improvements made by entities during
a performance audit process based on information included in tabled performance audit reports.

3. Performance audits involve close engagement between the ANAO and the audited entity
as well as other stakeholders involved in the program or activity being audited. Throughout the
audit engagement, the ANAO outlines to the entity the preliminary audit findings, conclusions
and potential audit recommendations. This ensures that final recommendations are appropriately
targeted and encourages entities to take early remedial action on any identified matters during
the course of an audit. Remedial actions entities may take during the audit include:

. strengthening governance arrangements;

° introducing or revising policies, strategies, guidelines or administrative processes; and

° initiating reviews or investigations.

4, During the course of the audit, the Department of Health and Aged Care (the department)

was in the process of centralising previously decentralised fraud control and investigations
functions, including human resources, and fraud control processes, investigations and reporting
functions into a new Fraud and Integrity Branch.

5. The below actions by the department were observed by the ANAO during the course of
the audit. It is not clear whether these actions and/or the timing of these actions were planned
in response to proposed or actual audit activity. The ANAO has not sought to obtain assurance
over the source of these actions or whether they have been appropriately implemented.

° In April 2024, the department amended its template for business plan risk assessments to
include the identification and assessment of fraud risks (paragraph 2.23).

. In May 2024, the department commenced a review and update of its enterprise fraud and
corruption risk assessment and fraud control plan (paragraph 2.12).

° In June 2024, the department notified the Australian Institute of Criminology that there
had been an error in its 2022-23 Fraud Against the Commonwealth Census response
(paragraph 4.50).

° In June 2024, Finance Business Rule 1.2 incorporated a requirement that ‘all First Assistant

Secretaries and Assistant Secretaries for their program areas to conduct assessments of
fraud and corruption risk regularly and when there is substantial change in the structure,
functions or activities of the department’ (paragraph 2.3).
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In July 2024, the department advised the ANAO that it had started to link fraud matters
with impacted programs in the fraud case management system (paragraphs 4.46 and

4.47).
The department’s activities to prepare for the 2024 Commonwealth Fraud and Corruption

Control Framework are described in Chapter 5.
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Appendix 3

2022, 2023 and 2024 forward

Assessment of implementation

Assessment of implementation
2023

Implementation of Audit and Risk Committee fraud control assurance activities

Assessment of implementation

work plan activities

At all general meetings, receive
updates on implementation of the
Fraud Control Plan and any fraud
matters.

2022 (July to December)

¢

There were 2 general meetings in
the period. There were general
fraud updates at both meetings. In
September 2022 the Audit and
Risk Committee (ARC) received
an update on the implementation
of fraud control activities.

¢

There were 4 general meetings in
the period. A general fraud
update was provided at all
meetings. In November 2023 the
ARC received an update on the
implementation of the Fraud and
Corruption Control Plan (FCCP)
following a request in August
2023.

2024 (January to June)

¢

There were 2 general meetings in
the period. There were general
fraud updates at both meetings.
In June 2024 the ARC received
an update on the implementation
of the FCCP.

Receive an update in March 2022,
June 2023, and June 2024, on the
review of and changes to the
Fraud Risk Assessment (see
paragraph 2.21) and Control Plan,
and on any changes to the
obligations under the [Public
Governance, Performance and
Accountability Act 2013], [Public
Governance, Performance and
Accountability Rule 2014],
Commonwealth policy or resource
management guides in relation to
fraud control.

In September 2022 the ARC
received an update on in-progress
fraud risk reviews. The reports and
impacts of these reviews on the
department’s fraud risk
assessment were not
subsequently reported to the ARC.

In June 2023 the ARC received
an update on changes impacting
the department following the
establishment of the National
Anti-Corruption Commission, and
the FCCP 2023-2025 for
endorsement.

There were no updates on
reviews of fraud risk
assessments.

In June 2024 there was an
update on activities to comply
with requirements of the 2024
Commonwealth Fraud and
Corruption Control Framework.

The ARC did not receive updates
on changes to fraud risk
assessments.




2022, 2023 and 2024 forward

Assessment of implementation

Assessment of implementation

Assessment of implementation

work plan activities

In September 2022, September
2023 and September 2024, review
fraud control assurances for the
certification in the annual report,
and provide advice to the
Secretary.

2022 (July to December)

¢

At the August 2022 Financial
Statements Sub-Committee, the
ARC reviewed fraud control
management assurances.

In August 2022 the ARC chair
advised the Secretary that
assurances provided adequately
supported the fraud control
certification.

2023

¢

e At the August 2023 Financial

Statements Sub-Committee, the
ARC reviewed fraud control
management assurances. The
meeting minutes indicate that the
ARC decided to discuss the
certification offline.

e In August 2023 the ARC chair

advised the Secretary that
assurances provided adequately
supported the fraud control
certification.

2024 (January to June)
Not applicable

In November 2022, November
2023 and November 2024 receive
and review the Australian Institute
of Criminology (AIC) Annual
Report to the Minister and
Attorney-General's Department
(see paragraph 1.3).

The AIC Annual Report submission
was not considered by the ARC.

The AIC Annual Report submission
was not considered by the ARC.

Not applicable

Key: @ Fully compliant

Partly compliant m Not compliant.

Source: ANAO analysis of Audit and Risk Committee 2022, 2023 and 2024 work plans, meeting papers and meeting minutes.




Appendix 4
roadmap activities

Implementation of 2024 Commonwealth Fraud and Corruption Control Framework

ANAO note

Implementation roadmap activity

H Completion date in roadmap H Status at 4 July 2024

framework

Fraud and corruption control education March 2024 v N/A
and awareness plan
Fraud and corruption risk profiling March 2024 v N/A
(Stage 1 completed)
Fraud and corruption risk assessment March 2024 v This was reported as completed in the Audit and

Risk Committee (ARC) update. It was not finalised
until 4 July 2024.

Fraud detection capability

Ongoing from March 2024

This refers to the establishment of the Fraud
Intelligence and Detection team.

New framework communications

Ongoing from March 2024

N/A

Assessment (EFCRA)

Review and update investigation April 2024 v This was reported as completed in the ARC update.

standard operating procedures As noted in Chapter 4 of this report, many standard
operating procedures remained in draft as at
30 June 2024.

Publish governance arrangements and April 2024 v The Department of Health and Aged Care (the

key responsibilities department) published revised Accountable
Authority Instructions and Finance Business Rule
(see paragraph 2.2) on 1 July 2024.

Executive approval of department May 2024 v The Deputy Secretary, Corporate Operations

approach to implementing framework approved the approach to implement the framework
on 3 June 2024.

Fraud and corruption controls testing June 2024 v This was finalised on 4 July 2024 (see paragraph

framework 5.9).

Enterprise Fraud and Corruption Risk June 2024 The EFCRA was planned to be completed by

30 June 2024. The contract to complete the EFCRA
was extended to 30 August 2024. The contract was
extended to 30 November 2024.




Implementation roadmap activity Completion date in roadmap H Status at 4 July 2024 ANAO note

Fraud prevention working group Ongoing from June 2024 N/A (not yet due as at | The department advised the ANAO in July 2024
4 July 2024) that it will participate in the government-wide fraud
prevention group that is yet to be established by the
Commonwealth Fraud Prevention Centre.
Assuring change integrity framework July 2024 N/A (not yet due as at | As mentioned at paragraph 5.2, a draft framework
4 July 2024) was prepared.
Contractor, consultant, and third-party July 2024 N/A (not yet due as at | As of 22 July 2024, this had not yet commenced.
service provider risk management 4 July 2024)
framework
Corporate reporting strategy July 2024 N/A (not yet due as at | As mentioned at paragraph 5.2, a draft proposal was
4 July 2024) prepared.
Branch capability uplift Ongoing N/A (not yet due as at | N/A
4 July 2024)

Key: v" Roadmap activity completed by due date x Roadmap activity not completed by due date.

Source: ANAO analysis of an implementation roadmap, 17 June 2024 report to the Audit and Risk Committee and supplementary evidence provided to the ANAO in early
July and October 2024.
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