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Australian National

Audit Office

Canberra ACT
12 June 2024

Dear President
Dear Mr Speaker

In accordance with the authority contained in the Auditor-General Act 1997, | have
undertaken an independent performance audit in the Australian Digital Health Agency.
The report is titled Procurement of My Health Record. Pursuant to Senate Standing Order
166 relating to the presentation of documents when the Senate is not sitting, | present the
report of this audit to the Parliament.

Following its presentation and receipt, the report will be placed on the Australian National
Audit Office’s website — http://www.anao.gov.au.

Yours sincerely

el

Rona Mellor PSM
Acting Auditor-General

The Honourable the President of the Senate

The Honourable the Speaker of the House of Representatives
Parliament House

Canberra ACT
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é Audit snapshot

Auditor-General Report No.36 2023-24

Procurement of My Health Record

g Why did we do this audit? E'/ What did we find?

» My Health Record (MHR) is a national public
system. It aims to improve the availability and
quality of health information, and the
coordination and quality of health care.

> Itis estimated that $2 billion has been
invested in the MHR system.

» Procurement and contract management
relating to large public-interfacing IT systems
involve unique and elevated risks.

» Approximately 23.8 million Australians have
a My Health record.

» Accenture has been contracted as the
National Infrastructure Operator (NIO) of
MHR since June 2012.

» The Australian Digital Health Agency (ADHA)
has been responsible for MHR since 2016.

» ADHA varied the NIO contract with
Accenture eight times between 2018 and
2023.

$699 m

was added to the MHR NIO
contract with Accenture
through contract variations
since 2012.

2%

of ADHA expenditure on MHR
national infrastructure service
providers (201819 to 2022-23)
was to Accenture.

ADHA's procurement and contract
management of the MHR NIO contract
has been partly effective.

» ADHA's governance framework for
procurement and contract management
is largely fit for purpose.

» ADHA's management of the NIO contract
has been partly effective.

» ADHA has not conducted procurements
of the MHR NIO effectively.

;E What did we recommend?

» There were 13 recommendations to
ADHA. They related to management of
risk, contract variations and records;
review of contractor deliverables;
assurance over system architecture
documentation; procurement planning
and decision-making; probity policies and
practices; and AusTender reporting.

» ADHA agreed to 12 recommendations
and agreed in principle to one
recommendation.

55%

of ADHA business area reviews of
Accenture monthly operations
reports were conducted in
accordance with requirements in
2023.




Summary and recommendations

Background

1. My Health Record (MHR) is a national public system for making health information about
a healthcare recipient available for the purposes of providing healthcare to the recipient.! The
My Health Records Act 2012 (MHR Act) states that the goals of MHR are to overcome
fragmentation and improve the availability and quality of health information; reduce adverse
medical events and the duplication of treatment; and improve the coordination and quality of
health care provided by different healthcare providers.?

2. The Australian Digital Health Agency (ADHA) was established as a corporate
Commonwealth entity in 2016, at which time it became MHR system operator.

3. MHR ‘national infrastructure’ is comprised of the IT systems and support enabling the flow
of information in and out of the MHR system. The Department of Health and Aged Care and ADHA
used IT supplier contracts to implement MHR national infrastructure. The largest contract is for
the National Infrastructure Operator (NIO), which is responsible for operation, maintenance,
support and integration of MHR national infrastructure.

4, The NIO contract was first executed with Accenture Australia Holdings Pty Ltd (Accenture)
on 27 June 2012 for a total value of $47 million to 30 June 2014. As at February 2024,
arrangements with Accenture totalled $746 million for MHR NIO services between 2012 and
2025.

Rationale for undertaking the audit

5. The Australian Digital Health Agency reports that approximately 23.8 million Australians
had a My Health record as at March 2024.2 It is estimated that $2 billion has been invested in the
My Health Record system.*

6. There has been parliamentary interest in government procurement.” Procurement of
large public IT systems can raise risks relating to obsolescence, security and interoperability. This
audit provides assurance to the Australian Parliament about whether ADHA has effectively
managed MHR procurement.

1 My Health Records Act 2012, section 4.
2 ibid., section 3.
3 Australian Digital Health Agency, My Health Record: Statistics and Insights [Internet], ADHA, 2024, available

from https://www.digitalhealth.gov.au/sites/default/files/documents/my-health-record-statistics-march-
2024.pdf [accessed 25 May 2024].

4 Productivity Commission, Leveraging digital technology in healthcare, Productivity Commission, May 2024,
p. 2, available from https://www.pc.gov.au/research/completed/digital-healthcare/digital-healthcare.pdf
[accessed 24 May 2024].

5 See for example Joint Committee of Public Accounts and Audit, Parliament of Australia, Report 498:
‘Commitment issues’ - An inquiry into Commonwealth procurement, August 2023.
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Audit objective and criteria

7. The objective of the audit was to assess the effectiveness of the Australian Digital Health
Agency’s procurement and contract management of the My Health Record National
Infrastructure Operator.

8. To form a conclusion against the objective, the ANAO adopted the following high-level

criteria.

. Does ADHA have a fit-for-purpose governance framework for contract management and
procurement?

. Has ADHA managed the My Health Record National Infrastructure Operator contracts

effectively?

. Has ADHA conducted procurements of the My Health Record National Infrastructure
Operator effectively?

Conclusion

9. ADHA’s procurement and contract management of the My Health Record National
Infrastructure Operator has been partly effective. Effectiveness has been diminished by poor
procurement planning and failure to observe core elements of the Commonwealth Procurement
Rules.

10. ADHA's governance framework for contract management and procurement is largely fit
for purpose. There are policies and guidance for procurement and contract management,
although probity guidance could be improved. Management and oversight arrangements for
procurements and contract management are largely appropriate. Internal audit coverage of
procurement has been limited.

11. ADHA’s management of the National Infrastructure Operator contract has been partly
effective. The identification and assessment of commercial risk has been limited. The
effectiveness of day-to-day administration of the contract is diminished by contract management
planning that is not fully fit for purpose. Contract variations within the existing contract term have
been made with insufficient assessment of risk, consideration of materiality and justification of
value for money. The management of contract performance has not utilised all available levers
under the contract.

12. ADHA has not conducted procurements of the National Infrastructure Operator contract
effectively. ADHA’s planning and decisions about how to approach the market for the contract in
2019 and 2022 were deficient. For both sole source limited tender procurements, ADHA’s conduct
of limited tender processes under Division 1 of the Commonwealth Procurement Rules (including
demonstrating value for money, managing probity and public procurement reporting) was also
deficient.

Supporting findings

Governance framework for procurement

13. ADHA provides procurement and contract management training to staff and has policies
and guidance for procurement and contract management. Although there are policies and
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Summary and recommendations

guidance, these are not always reviewed in accordance with requirements. There are policies
relevant to managing conflicts of interest in procurement and contract management, although
instructions are inconsistent across policy documents. There is a policy relevant to managing gifts
and benefits which lacked specificity but has been improved. Chief Executive Officer (CEO) gifts
and benefits declarations are not always timely. (See paragraphs 2.2 to 2.21)

14. Business areas are responsible for procurement and contract management and are
supported by a central procurement area. The board approves contracts above a certain value
threshold and delegates the power to enter into a contract to the CEO for other contracts. There
are CEO authorisation instruments to allow officials to conduct procurements and enter into
contracts. From April 2021 there was regular reporting to the board on complex and high-risk
procurement. The internal audit program has considered contract management but has had
limited coverage of procurement. An Audit and Risk Committee has included procurement issues
in its reporting to the board but has not provided advice about the sufficiency of controls over
procurement risks. (See paragraphs 2.23 to 2.30)

Contract management

15. In addition to a quarterly strategic risk assessment which includes consideration of My
Health Record and the National Infrastructure Operator, risk assessments specifically related to
ADHA’s commercial relationship with Accenture were conducted in 2016, 2019, 2020 and 2022.
The quality of the risk assessments varied. Although a 2021 contract management plan assessed
the overall risk for the National Infrastructure Operator contract as ‘medium’, it provided no
information to justify this overall rating, no indication if this risk assessment exceeded its risk
appetite, and no description of or treatments for specific risks. ADHA did not re-assess contract
risk on five of the six occasions when the contract with Accenture was varied during an existing
contract term between 2018 and February 2024. ADHA assessed risk on two occasions when the
contract with Accenture was varied through a procurement, although the quality of risk
assessment for one procurement was poor. The terms and conditions of the National
Infrastructure Operator contract address a range of commercial and security risks. (See
paragraphs 3.3 to 3.16)

16. The effectiveness of contract administration has been diminished by the following.

° There is a National Infrastructure Operator contract management plan. The plan has not
been reviewed as required and does not contain some of the required information. There
are no instructions to officials about how and when to assess contract risk.

. The National Infrastructure Operator contract with Accenture was amended eight times
between January 2018 and February 2024 largely to fund My Health Record system
enhancements, including six amendments (valued at $54 million) executed during the
term of the existing contract. For the six contract amendments, ADHA did not document
value for money considerations.

. ADHA did not review the contractor’s performance when it exercised an option to extend
the contract.

° ADHA held strategic and operational meetings with the contractor, but these were not
always at the specified frequency. Not all specified meeting types took place and some
meeting types took place that were not specified.
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° Officials managing the National Infrastructure Operator contract did not adhere to the
ADHA'’s records management policies. (See paragraphs 3.17 to 3.34)

17. Although there is evidence of ADHA conducting reviews and requiring some National
Infrastructure Operator deliverables to be resubmitted, ADHA has not reviewed contract
reporting deliverables as required. Contract and contract management plan provisions to support
performance management have rarely or never been used (benchmarking, annual performance
reviews and audits) or have not been used as planned (issues monitoring). A request for updated
My Health Record system architecture in August 2019 in preparation for approaching the market
for the National Infrastructure Operator in June 2020 coincided with the commencement of a
dispute between ADHA and Accenture about system architecture documentation. The dispute
was not resolved until March 2023. The practice of advance payment for services before delivery
weakens ADHA's leverage in managing performance. ADHA has invoked contract provisions that
penalise the contractor for failing to meet certain service levels. (See paragraphs 3.36 to 3.59)

Procurement processes

18. Planning and approach to market processes for the 2019 and 2022 procurements of the
National Infrastructure Operator were deficient.

° Procurement plans were not approved before procurement decisions were made.

° Risk associated with a direct source limited tender was not well assessed for the 2019
procurement but was assessed for the 2022 procurement.

. For the 2019 and 2022 procurements, ADHA justified not going to open market using
limited tender conditions listed in the Commonwealth Procurement Rules, however there
were weaknesses in how conditions were justified, approved, implemented and reported.
In particular, the use of paragraph 10.3b of the CPRs (‘when, for reasons of extreme
urgency brought about by events unforeseen by the relevant entity, the goods and
services could not be obtained in time under open tender’) was inappropriate.

. In making procurement planning decisions, relevant information (including performance
issues) was not appropriately considered by the decision-maker. (See paragraphs 4.3 to
4.36)

19. Cost and other factors, including Accenture’s experience as the National Infrastructure
Operator, were considered in the decision to award a contract ‘extension’ to Accenture in 2019
and 2022. However, the accountable authority made the decision without fully considering
Accenture’s performance history and ADHA did not document a clear value for money assessment
for either procurement. Approvals were given by officials with appropriate authority and were
appropriately documented. The approach to declaring potential conflicts of interest did not
comply with ADHA policy and program-specific probity obligations were unclear. ADHA partly
complied with AusTender reporting requirements. (See paragraphs 4.40 to 4.68)
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Summary and recommendations

Recommendations

20. This report makes 13 recommendations to ADHA.

Recommendation no. 1 Australian Digital Health Agency review risks associated with
Paragraph 3.11 procurement and management of My Health Record.

Australian Digital Health Agency response: Agreed.

Recommendation no. 2 Australian Digital Health Agency update its National Infrastructure
Paragraph 3.20 Operator contract management plan:

(a) annually, in accordance with review requirements;

(b) to provide sufficient guidance on key contract management
elements such as termination and step-in, issues
management and escalation;

(c) to incorporate guidance on key contract provisions such as
dispute resolution, subcontracting, benchmarking and
annual review of contractor performance; and

(d) to provide guidance and instructions to officials on how and
when to identify, assess and manage National Infrastructure
Operator contract risks.

Australian Digital Health Agency response: Agreed.

Recommendation no. 3  Australian Digital Health Agency ensure that:

Paragraph 3.26 (a) decisions to expend money through a contract variation
document whether the variation represents a ‘minor’
change, and the value for money of the variation; and

(b) it reviews performance and deliverables prior to exercising a

contract extension option.

Australian Digital Health Agency response: Agreed.

Recommendation no. 4  The Australian Digital Health Agency ensure that records created as
Paragraph 3.35 part of the National Infrastructure Operator contract are stored in
accordance with its information governance framework.

Australian Digital Health Agency response: Agreed.
Recommendation no. 5 The Australian Digital Health Agency document its approach to
Paragraph 3.46 reviewing and reporting deliverables, put in place arrangements to

ensure that it reviews National Infrastructure Operator contract

reports and deliverables as required, and establish appropriate
controls to provide assurance that reviews are occurring.

Australian Digital Health Agency response: Agreed.
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Recommendation no. 6
Paragraph 3.50

Recommendation no. 7
Paragraph 4.8

Recommendation no. 8
Paragraph 4.35

Recommendation no. 9
Paragraph 4.37

Recommendation no. 10
Paragraph 4.38

Recommendation no. 11
Paragraph 4.46

The Australian Digital Health Agency ensure that National
Infrastructure Operator contract arrangements that follow the
expiry of the existing contract in June 2025 clearly specify the
maintenance and provision of system architecture documentation
and provide appropriate assurance arrangements for their timely
provision.

Australian Digital Health Agency response: Agreed.

In anticipation of the expiry of the National Infrastructure Operator
contract on 30 June 2025, Australian Digital Health Agency:

(a) publish a procurement plan on AusTender that provides
reasonable notice to the market about the expiry of the
contract; and

(b) prepare and endorse an internal procurement plan.

Australian Digital Health Agency response: Agreed.

The Australian Digital Health Agency implement controls to ensure
that, in making procurement decisions, relevant information
(including legal advice, and any past and ongoing disputes and
performance issues with a supplier) is incorporated into the value
for money assessment.

Australian Digital Health Agency response: Agreed.

The Australian Digital Health Agency ensure limited tender
processes do not commence before the limited tender procurement
approach has been approved by the relevant decision-maker,
including (if applicable) consideration by the decision-maker of the
specific conditions justifying limited tender.

Australian Digital Health Agency response: Agreed.

For the procurement of a National Infrastructure Operator following
the expiry of the National Infrastructure Operator contract on 30
June 2025, Australian Digital Health Agency conduct an open tender
in accordance with the Commonwealth Procurement Rules.

Australian Digital Health Agency response: Agreed in principle.

The Australian Digital Health Agency, in approving expenditure
through a procurement, ensure that decisions are supported by a
clear value for money assessment, which considers the financial and
non-financial costs and benefits of the procurement.

Australian Digital Health Agency response: Agreed.
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Summary and recommendations

Recommendation no. 12 Australian Digital Health Agency:

Paragraph 4.60 (a)  ensure program-specific probity frameworks are consistent

with other agency policies; and

(b) establish assurance processes over the declaration of
interests in procurements to ensure that positive
declarations are made as required under Australian Digital
Health Agency’s conflict of interest policy and National
Infrastructure Modernisation probity framework.

Australian Digital Health Agency response: Agreed.

Recommendation no. 13 The Australian Digital Health Agency establish controls to ensure
Paragraph 4.69 that:

(a) all contracts and contract variations are reported accurately
on AusTender within the required timeframes; and

(b) in accordance with the Commonwealth Procurement Rules,
for each contract awarded through limited tender, a written
report is prepared that includes the value, a statement
indicating the circumstance and conditions that justified the
use of limited tender, and a demonstration of how the
procurement represented value for money in the
circumstances.

Australian Digital Health Agency response: Agreed.

Summary of entity response

21. The proposed audit report was provided to ADHA. ADHA’s summary response to the audit
is provided below and its full response is at Appendix 1.

As the Report highlights, the My Health Record System (MHR) is a national public system
supporting coordination and quality clinical decision making and provides health information for
23.7 million Australians where and when they need it.

MHR has been operating successfully for over a decade — delivering secure, reliable health
information, with choice and privacy firmly in the hands of Australians. The Agency welcomes the
key Report finding that governance frameworks and contract management approaches for MHR
are largely fit for purpose.

During the pandemic, when Australian communities were at highest risk, MHR was upgraded to
provide rapid access to COVID test results and vaccination certificates as part of the national effort
to protect Australians and support freedom of movement. During this period system stability and
reliability were priorities in procurement approaches taken.

The Agency accepts the ANAO’s recommendations on strengthening approval and review
processes and record keeping across the procurement and contract management lifecycle and has
significantly augmented these areas over the last three years. This includes successful complex IT
infrastructure modernisation through competitive procurements that have reduced single vendor
dependency. Further modernisation work is underway to deliver greater health information
sharing and more connected care across the health system.

Auditor-General Report N0.36 2023-24
Procurement of My Health Record

13



22. An extract of the proposed report was provided to Accenture Australia Holdings Pty Ltd.
Accenture’s full response is provided at Appendix 1.

Key messages from this audit for all Australian Government entities

23. Below is a summary of key messages, including instances of good practice, which have
been identified in this audit and may be relevant for the operations of other Australian

Government entities.

Procurement
e Entities should plan sufficiently in advance of the expiry of contracts to ensure there is
sufficient time to conduct a procurement process in accordance with the Commonwealth

Procurement Rules.

e The use of paragraph 10.3b of the Commonwealth Procurement Rules to justify a limited
tender should be in situations consistent with the condition (extreme urgency brought about
by events unforeseen by the entity) and not in situations of poor or late planning.
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Audit findings
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1. Background

Introduction

Australian Digital Health Agency

1.1 The Australian Digital Health Agency (ADHA) was established in January 2016 as a corporate
Commonwealth entity under the Public Governance, Performance and Accountability (Establishing
the Australian Digital Health Agency) Rule 2016 (the ADHA Rule). ADHA is responsible for supporting
digital health initiatives including My Health Record, telehealth® and electronic prescriptions.” The
functions of ADHA include to coordinate and implement a National Digital Health Strategy. On
22 February 2024 ADHA released the National Digital Health Strategy 2023-2028 to guide the
development of digital health products and services. 8

1.2 ADHA is jointly funded by the Australian Government and the states and territories. In
2023-24 ADHA’s expenditure was estimated to be $352 million. In the 2023-24 federal Budget
ADHA received $413.3 million over two years for My Health Record (MHR) operations and initiatives
and $325.7 million over four years for investment in ADHA’s capabilities. In the 2024-25 federal
Budget a further $57.4 million was allocated to continue initiatives under the Health Delivery
Modernisation Program® and to update MHR. As at 30 June 2023 ADHA had 412 staff located in
Brisbane, Sydney and Canberra.

1.3 The ADHA Rule establishes the ADHA board (the board) as the accountable authority and
sets out the functions and powers of the board and Chief Executive Officer (CEO). The CEO is
responsible for the day-to-day administration of ADHA and takes directions from the board.

My Health Record

1.4 My Health Record is a national public system for making health information about a
healthcare recipient available for the purposes of providing healthcare to the recipient. The MHR
system was established by the Department of Health and Ageing in 2012.%° Section 3 of the
My Health Records Act 2012 (MHR Act) states that the goals of MHR are to overcome fragmentation

6 Telehealth refers to real time clinical consultations conducted via videoconferencing or phone.
An electronic prescription is a digital version of a paper prescription.

8 Australian Digital Health Agency, National Digital Health Strategy 2023—-2028, available from
https://www.digitalhealth.gov.au/sites/default/files/documents/national-digital-health-strategy-2023-
2028.pdf [accessed 19 March 2024].

9 Services Australia is delivering the Health Delivery Modernisation Program. The program, which is part of the
‘Strengthening Medicare’ Budget measure, aims to deliver new digital health services (including for Medicare
and the Pharmaceutical Benefits Scheme) and modernise the health payment system. Services Australia,
Budget 2024-25: Strengthening Medicare [Internet], SA, 2024, available from
https://www.servicesaustralia.gov.au/sites/default/files/2024-05/budget-2024-25-health-and-disability-7.pdf
[accessed 25 May 2024].

10 MHR was originally called the Personally Controlled Electronic Health Record system and was initially
administered by the National Electronic Health Transition Authority (NEHTA). NEHTA was established in July
2005 as a joint enterprise between the Australian Government and state and territory governments to
identify, and develop the necessary foundations for, electronic health (eHealth). In July 2016 the assets and
liabilities of NEHTA were transferred to ADHA. The transition of NEHTA’s functions to ADHA followed a review
commissioned by the Australian Government Department of Health in 2014. AHDA is prescribed under the My
Health Records Regulation 2012 to be the MHR system operator.

~
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Background

and improve the availability and quality of health information; reduce adverse medical events and
the duplication of treatment; and improve the coordination and quality of health care provided by
different healthcare providers. Consumers and healthcare providers can access and upload clinical
and Medicare!! documents to MHR.*?

1.5 As the MHR system operator since July 2016, ADHA is responsible for functions specified in
section 15 of the MHR Act. These include maintaining a service that allows information in different
repositories to be connected to registered health care recipients and facilitating the retrieval of such
information when required. Auditor-General Report No.13 2019-20 Implementation of the My
Health Record System concluded that the implementation of MHR was largely effective and made
five recommendations, all of which were agreed to by ADHA.3

1.6 From 2020 ADHA delivered a range of MHR-related measures to respond to the COVID-19
pandemic including: provision of pathology reports and results; .access to an immunisation history
statement and proof of immunisation; and a COVID-19 dashboard showing immunisation,
medicines, allergies and adverse reactions. ADHA reported that as at March 2024 there were more
than 23.8 million My Health records (of which 98 per cent contained data) and over 1.2 billion
uploaded documents.'*

1.7 The MHR ‘national infrastructure’ is comprised of the IT systems and supports enabling the
flow of information in and out of the MHR system. These include an Application Programming
Interface (API) gateway to integrate the different software used by healthcare providers and
consumers to connect to the MHR system (Figure 1.1).

11 Medicare is Australia’s national health insurance scheme. Under the scheme, patients may claim a rebate
(referred to as a benefit) for specified health or medical services.

12  For example, pathology reports, specialist letters, e-referrals, diagnostic imaging, immunisation records,
discharge summaries, prescription records and adverse reactions to medicines.

13 The five recommendations related to privacy risk assessments; the emergency access function; an assurance
framework for third party software; a strategy to monitor compliance by healthcare providers and other
service providers with legislated security requirements; and an MHR program evaluation plan.

14  Australian Digital Health Agency, My Health Record: Statistics and Insights March 2024, Australian Digital
Health Agency 2024, pp. 2-3.
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Figure 1.1: My Health Record national infrastructure?
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| API Gateway
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Services Australia (Medicare)
Medicare record uploaded
into MHR Security patching
Performance monitoring
Enhancements

API Gateway

Consumer myGov Call centre
portal (authentication) services

Consumer
(User logging in to manage their own health record)

Note a: Other related service components include hosting services, maintenance and support, the National
Authentication Service for Health, the Health Identifiers Service and the National Clinical Terminology Service.

Source: ANAO analysis.

Procurement of My Health Record

1.8 Under the Public Governance, Performance and Accountability Act 2013 (PGPA Act), the
Finance Minister issues the Commonwealth Procurement Rules (CPRs), which govern how entities
buy goods and services. ADHA has been subject to the CPRs since 1 January 2018.%

1.9 The Department of Health and ADHA used IT supplier contracts to implement the MHR. The
largest contract is for the National Infrastructure Operator (NIO). The NIO contract was first
executed with Accenture Australia Holdings Pty Ltd (Accenture) on 27 June 2012 for a total value of
S47 million to 30 June 2014.

15 The CPRs generally apply to non-corporate Commonwealth entities. However, ADHA is one of 25 corporate
Commonwealth entities prescribed under the Public Governance, Performance and Accountability Rule 2014,
section 30, as required to comply with the CPRs.
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1.10

Background

The 2012 contract was due to expire on 30 June 2014, with an option to extend for three
further periods of two years each (that is, to 30 June 2020). In 2014, the Department of
Health exercised the first extension option to 30 June 2016, increasing the contract value
by $49 million. In 2015, the Department of Health exercised the second extension option
to 30 June 2018, increasing the value by $87 million. In 2017, ADHA exercised the third
extension option to 30 June 2020, increasing the value by $159 million. Between 2012 and
31 December 2017, an additional $164 million was added through 21 other contract
variations under the existing term of the contract, bringing the total cumulative value of
the contract to $506 million as at 31 December 2017.

As the maximum aggregate term of eight years under the 2012 contract was due to
conclude on 30 June 2020, ADHA undertook a procurement process in 2019. The 2019
procurement was awarded to Accenture through a direct source limited tender, and was
implemented through an amendment to the 2012 contract. The 2019 amendment
included an option to extend the 2012 contract for two periods of one year each (that is,
to 30 June 2022). On exercising these options, $82 million!®, was added to the contract,
bringing the total cumulative value of the contract to $588 million.

As the additional aggregate term of two years was due to conclude on 30 June 2022, ADHA
undertook a second procurement process in 2022. The 2022 procurement was awarded
to Accenture through a direct source limited tender, and was implemented through a
further amendment to the 2012 NIO contract. The 2022 amendment included an
additional term of three years (that is, to 30 June 2025), and added $105 million, bringing
the total cumulative value of the contract to $693 million.

Between January 2018 and 31 December 2023, ADHA varied the contract amount and
conditions within the existing contract term on six other occasions. The net amount added
to the contract totalled $53 million across the six variations, bringing the total cumulative
value of the contract to $746 million.

The audit covers the management of contractual arrangements with Accenture from

1 January 2018 to 31 December 2023. Figure 1.2 shows NIO contract extensions and variations since
1 January 2018, as well as contracting to other vendors to provide some national infrastructure
services from July 2021.

16

On executing the contract to provide for the extension options, the additional contract value was specified as
$85 million. On taking up these options, the additional contract value was revised to $82 million.
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Figure 1.2:

January 2018 =

20 August 2019
Limited tender contract execution
Option for ADHA to exercise two single year
extension options to 30 June 2021 and
30 June 2022. Exercising these options added
$82 million to contract value. Retains terms
of previous contract but includes amended
schedules relating to the statement of
requirements, performance Standards
and charges and payments.
30 August 2019

ADHA exercised option to
extend to June 2021

26 February 2021
ADHA exercised option to
extend to June 2022

2019 -

2020 =

NIO contract variations, January 2018 to December 2023

12 June 2019
Contract variation executed
Added additional $24.4 million to
contract value to 30 June 2020.

/

28 September 2020

Contract variation executed
Added additional $4 million to
contract value to 30 June 2021.
1 December 2020
Contract variation executed
Added additional $4.4 million to
contract value to 30 June 2021.

18 December 2020

Contract variation executed

Added additional $6.6 million to
contract value to 30 June 2021.

8 April 2021
Contract variation executed

Added additional $2.4 million to
contract value to 30 June 2022.

2 July 2021

2021 —
5 July 2021
Deloitte Consulting Pty Ltd contracted
to provide API Gateway services between
providers/users of MHR.
11 November 2021
2022 -

Chamonix IT Management Consulting

contracted to provide a digital health

mobile channel solution (mobile app)
for consumer access to MHR.

17 November 2021
DXC Technology Australia Limited
contracted to provide
cloud-based data storage services.

2023 -

Contract variation executed
Added $11.5 million to
contract value to 30 June 2022.

N\

26 June 2022
Limited tender contract execution
Contract term 1 July 2022 to 30 June 2025
added $105 million to contract value. Retain:
terms of previous contract but includes
amended schedules to provide for
the multi-vendor approach to MHR and
charges and payments.

December 2023=

Key: m Contract variations under existing contract term

m Contract variations extending contract term following procurements

m Exercise of extension options

m Contracting of other vendors to provide MHR national infrastructure services.

Source: ANAO analysis of NIO contracts.
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Background

1.11  InJuly 2019 ADHA commenced the National Infrastructure Modernisation (NIM) Program.
Advice to the board stated the purpose of the NIM Program was to ‘manage the activities,
timeframes and resourcing required to replace the NIO contract’ and to ‘oversee the delivery of the
capabilities, solutions, engagement and operationalisation of modernisation of the infrastructure
underpinning the MHR system’. The 2022 contract amendment with Accenture allowed for a
‘multi-vendor approach’ to the MHR NIO. In 2021 ADHA contracted vendors other than Accenture
to provide some NIO services which were either previously provided by Accenture under the 2012
NIO contract or were new services (Table 1.1).7

1.12 Between 2018-19 and 2022-23, MHR national infrastructure-related expenditure totalled
$408.2 million, of which $295.6 million (72 per cent) were paid to Accenture as the NIO.

Table 1.1: MHR national infrastructure provider expenditure, 2018-19 to 2022-23
($million)

Serwces 2018-19 | 2019-20 2020—21 2021-22 | 2022-23 Total
Accenture IO 71.6 68.2 47 8 68.8 39.2 295.6
Datacom Connect | Call 28.1 4.5 5.5 14.0 11.9 64.0
Pty Ltd? centre
DXC Technology | Cloud - - - 5.0 134 18.4
Australia Limited® | storage
Deloitte API - - - 2.9 13.6 16.5
Consulting Pty gateway
Ltde
Chamonix IT My Health - 2.2 3.0 4.6 3.8 13.7
Management app
Consulting®
Total 99.7 74.9 56.3 95.3 82.0 408.2

Note a: AusTender contract notice CN3589159. Since 27 October 2023 Services Australia has provided call centre
services under a separate contract with ADHA (CN4027950).

Note b: AusTender contract notice CN3843536.
Note ¢c: AusTender contract notice CN3791712.

Note d: AusTender contract notice CN3827223. Expenditure in 2019-20 and 2020-21 relates to healthcare information
provider service product development and support services.

Source: ANAO analysis of ADHA purchase orders.

Rationale for undertaking the audit

1.13  The Australian Digital Health Agency reports that approximately 23.8 million Australians had
a My Health record as at March 2024.%8 It is estimated that $2 billion has been invested in the My
Health Record system.!?

17 Although considered part of the MHR national infrastructure, call centre services were delivered by a separate
provider to the NIO prior to 2021.

18 Australian Digital Health Agency, My Health Record: Statistics and Insights [Internet], ADHA, 2024, available
from https://www.digitalhealth.gov.au/sites/default/files/documents/my-health-record-statistics-march-
2024.pdf [accessed 25 May 2024].

19 Productivity Commission, Leveraging digital technology in healthcare, Productivity Commission, May 2024,

p. 2, available from https://www.pc.gov.au/research/completed/digital-healthcare/digital-healthcare.pdf
[accessed 24 May 2024].
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1.14 There has been parliamentary interest in government procurement.?’ Procurement of large
public IT systems can raise risks relating to obsolescence, security and interoperability. This audit
provides assurance to the Australian Parliament about whether ADHA has effectively managed
MHR procurement.

Audit approach

Audit objective, criteria and scope

1.15 The objective of the audit was to assess the effectiveness of the Australian Digital Health
Agency’s procurement and contract management of the My Health Record National Infrastructure
Operator.

1.16 Toform a conclusion against the audit objective, the ANAO adopted the following high-level
criteria.

. Does ADHA have a fit-for-purpose governance framework for contract management and
procurement?
. Has ADHA managed the My Health Record National Infrastructure Operator contracts

effectively?

° Has ADHA conducted procurements of the My Health Record National Infrastructure
Operator effectively?

1.17 The audit scope includes ADHA’s contract management and procurement processes for
MHR NIO contracts with Accenture since 2019. The audit scope did not include the effectiveness of
other MHR procurements or of MHR implementation more broadly.

Audit methodology
1.18 The audit methodology included:

° visits to ADHA offices and meetings with entity officials;

° meeting with Accenture;

° review of ADHA data, documentation, policies and procedures;
° review of AusTender records; and

° examination of Accenture reporting to ADHA.

1.19 The audit was open to public contributions. The ANAO did not receive any contributions.

1.20 The audit was conducted in accordance with ANAO Auditing Standards at a cost to the ANAO
of approximately $759,400.

1.21 The team members for this audit were April Howley, Kai Swoboda, Thea Ingold, Callum
Mann, Katiloka Ata, Bezza Wolba, Jade Koay, Ketan Doshi and Christine Chalmers.

20 See for example Joint Committee of Public Accounts and Audit, Parliament of Australia, Report 498:
‘Commitment issues’ - An inquiry into Commonwealth procurement, August 2023.
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2. Governance framework for procurement

Areas examined
This chapter examines whether the Australian Digital Health Agency (ADHA) has a fit-for-purpose
governance framework for contract management and procurement.

Conclusion

ADHA's governance framework for contract management and procurement is largely fit for
purpose. There are policies and guidance for procurement and contract management, although
probity guidance could be improved. Management and oversight arrangements for
procurements and contract management are largely appropriate. Internal audit coverage of
procurement has been limited.

Areas for improvement

The ANAO suggested three opportunities for improvement relating to ensuring directions with
regard to probity in procurement guidance are consistent; improving policies and practice in
relation to the declaration of gifts and benefits; and increasing internal audit coverage of
procurement.

2.1 A sound governance framework helps ensure that procurements and contract management
are undertaken effectively and ethically, achieving value for money outcomes. The Australian
Government Contract Management Guide notes that contract governance includes systems and
processes for decision making; and oversight arrangements and reporting.?!

Are there fit-for-purpose procurement and contract management
policies and guidance?

ADHA provides procurement and contract management training to staff and has policies and
guidance for procurement and contract management. Although there are policies and
guidance, these are not always reviewed in accordance with requirements. There are policies
relevant to managing conflicts of interest in procurement and contract management, although
instructions are inconsistent across policy documents. There is a policy relevant to managing
gifts and benefits which lacked specificity but has been improved. CEO gifts and benefits
declarations are not always timely.

Accountable Authority Instructions

2.2 Accountable Authority Instructions assist accountable authorities in meeting their general
duties under the Public Governance, Performance and Accountability Act 2013 (PGPA Act) and
establishing appropriate internal controls for their entity. The Department of Finance (Finance)
provides guidance on Accountable Authority Instructions.??

23 Between June 2018 and April 2023, ADHA had five versions of Accountable Authority
Instructions. The June 2018 and August 2018 Accountable Authority Instructions were approved by

21 Department of Finance, Australian Government Contract Management Guide, Department of Finance,
Australia, 2023, p. 2.

22  Department of Finance, Accountable Authority Instructions (AAls) — Resource Management Guide 206,
Finance, 2023.
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the Chief Executive Officer (CEO) instead of the accountable authority (the board). The April 2021,
April 2022 and April 2023 Accountable Authority Instructions were approved by the Chair of the
board.

2.4 The three versions of the Accountable Authority Instructions issued between April 2021 and
April 2023 outlined the key duties and responsibilities of officials under the PGPA Act. The three
versions state that officials must comply with the PGPA Act, Public Governance, Performance and
Accountability Rule 2014 (PGPA Rule) and Commonwealth Procurement Rules (CPRs).

Procurement and contract management policies and guidance

2.5 In May 2021 ADHA published procurement policies, guidance and templates on its intranet
under the ‘BuyRight’ framework.?3 The linked policies included: a procurement policy (approved on
2 August 2018 and revised on 13 December 2023); a procurement manual (September 2018)%*; a
procurement complaints handling policy and procedure (September 2020); and other specific
procurement guidance (such as ‘How to develop performance measures’ (August 2022), and ‘How
to achieve value for money’ (August 2022)). BuyRight guidance for contract managers outlined the
steps involved in managing a contract including contract administration, roles and responsibilities,
risk assessments and contract extensions. The coverage of ADHA's contract management guidance
is consistent with the Australian Government Contract Management Guide, except that it does not
provide information about the legislative framework, using advisors and unintentional contract
variations through conduct. In December 2021 ADHA developed a policy and procedure to manage
administrative approvals, financial approvals and board reporting for medium to high-risk
procurement and contracts.

2.6 The August 2018 procurement policy (to be reviewed by 31 May 2019), September 2018
manual (to be reviewed by 31 May 2019), September 2020 complaints handling policy and
procedure (each to be reviewed by 20 September 2021), and December 2021 medium to high-risk
procurement and contract management policy and procedure (to be reviewed by 1 December
2022) were not reviewed in accordance with review requirements, despite changes to the CPRs
during the period. In December 2023 ADHA completed a review of policies which identified that 59
documents had not been reviewed in line with specified review dates.

2.7 ADHA’s contract management guidance provides that ‘generally’ a contract management
plan should be developed for procurements over $10,000. A ‘contract classification guide’ (October
2019) assists ADHA staff to classify contracts to ‘identify a suitable level of contract management
planning’. Contracts are classified as complex/strategic under this framework based on factors
including value (S1 million or more), strategic importance to ADHA and nature of contract
deliverables. A September 2023 internal audit report on contract management practices, which
examined four contracts?®, found that ‘interviewed contract managers generally demonstrated
sufficient level of awareness of the Agency’s contract management requirements’ and made four

23 ‘BuyRight’ is a tool developed by the Department of Finance to assist public servants through procurement
processes to ensure they understand their obligations. An overview is available from:
https://www.finance.gov.au/government/procurement/buyright [accessed 1 February 2024].

24 The procurement manual remained in force until the procurement policy was revised in December 2023. The
procurement manual that was listed on the BuyRight intranet page in 2021 is no longer referenced in the
procurement policy that was revised in December 2023 and as at February 2024 was removed from the
BuyRight intranet page.

25 The My Health Record National Infrastructure Operator contract was not examined.
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Governance framework for procurement

recommendations to improve contract management governance, including to change the threshold
for developing a contract management plan. ADHA agreed with the recommendations and
intended to address them by March 2024. In May 2024 ADHA advised the ANAO that
implementation was ongoing and recommendations would be completed between 30 May 2024
and 30 September 2024.

2.8 There are separate contract management plan templates for routine/transactional
contracts and strategic/complex contracts. For contracts classified as strategic/complex, it is
mandatory for staff to use the relevant contract management plan template. The strategic/complex
template covers: delegates, roles and responsibilities, key stakeholders and stakeholder
communication, conditions of the contract, subcontracting arrangements, payment conditions,
deliverables, milestones, key performance indicators, performance monitoring, supplier’s
obligations, compliance requirements, transition arrangements, reporting requirements, audit
requirements, contract meetings, risk assessment and issues management, contract review, dispute
resolution, contract termination and contract renewal or extension. The template states that,
depending on the nature and complexity of the contract, a probity plan might be attached. The
template does not cover conflict of interest arrangements.

2.9 In March 2022 ADHA developed the ‘Information Technology Support Management
framework’ to support the move to a multi-vendor environment (see paragraph 3.29). The purpose
of the framework was described as being to prioritise resources; empower staff; enhance service
delivery, information sharing and collaboration ‘at the right levels’; facilitate monitoring and
management of service level agreements; clarify roles and responsibilities between ADHA and
service providers; and ensure timely escalation of issues and continuous improvement. The
framework was updated five times between 2 March 2022 and 28 September 2023, including to
reflect ‘audit findings’, with another review scheduled for December 2023. The review did not occur
and in March 2024 ADHA advised the ANAO that the framework will be reviewed before December
2024.

Procurement and contract management training

2.10 ADHA’s procurement area provides non-mandatory training for staff on procurement and
contract management. A training session was held for staff when the BuyRight system was
introduced in May 2021, which 241 staff attended. In June 2023 the procurement area delivered
contract management training, which was attended by 60 ADHA staff. ADHA provided evidence of
staff attendance at other training sessions held in 2023 covering BuyRight, financial literacy and
procurement.

Probity policies
Conflict of interest

2.11 The Australian Public Service (APS) Code of Conduct requires that APS employees take
reasonable steps to avoid any real or apparent conflict of interest.?® Where conflicts cannot be
avoided, the APS Code of Conduct, PGPA Act, and PGPA Rule require that employees must disclose
details of any material personal interest.?’” The APS Commission states that entities may choose to

26 Public Service Act 1999, section 13.
27 ibid., section 13; PGPA Act, section 29; PGPA Rule, sections 12-16D.
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require written declarations of interest of employees at particular risk of conflict of interest, such
as those involved in procurement.?® The CPRs state that officials undertaking a procurement must
recognise and deal with actual, potential and perceived conflicts of interest.?’ Finance guidance on
ethics and probity in procurement states that:

2.12

Persons involved in the tender process, including contractors ... should make a written declaration
of any actual, potential or perceived conflicts of interests prior to taking part in the process. These
persons should also have an ongoing obligation to disclose any conflicts that arise through until
the completion of the tender process.*°

Although ADHA’s procurement policy does not mention conflicts of interest, other

procurement guidance addresses this.

2.13

The procurement manual (which was in force between August 2018 and December 2023)
required officials involved in procurement to recognise and deal with conflicts of interest.
The procurement manual stated that where a conflict of interest was declared, the
person’s manager would decide how it would be managed, which could include divesting
the interest, removal from the procurement process or seeking manager approval to
continue. The procurement manual did not indicate whether ‘nil’ declarations were
required.

As at February 2024 ADHA’s BuyRight framework (which replaced the guidance in the
procurement manual from 13 December 2023) included procurement-specific conflict of
interest obligations in two different tender evaluation plan templates. One of the
templates does not clearly indicate whether ‘nil’ declarations are required from ADHA
employees involved in the procurement.3!

Contract management guidance on BuyRight states that in setting up contract
administration, any conflict of interest declarations are to be provided. It also states that
reminders of these obligations are to be included in meeting agendas if appropriate.
Similar information is not included in the strategic/complex contract management plan
template.

ADHA has had a general conflict of interest policy since June 2019 that is accessible to staff

on its intranet.32 Senior Executive Service (SES) officers must make a declaration (including of nil
interests) on appointment, annually, and if any material change. Non-SES staff must make a
declaration if aware of a ‘real, apparent or potential’ conflict. The conflict of interest policy
specifically deals with procurements, noting that ‘The purchase and disposal of goods and services
across the public sector, including managing tenders and contracts, is considered an area of high
risk for conflict of interest situations.” The conflict of interest policy states:

28 APSC, APS Values and Code of Conduct in Practice, September 2021, pp. 42—43.
29 Department of Finance, Commonwealth Procurement Rules, Finance, 2023, subparagraph 4.5(e)(i).

30 Department of Finance, Ethics and Probity in Procurement, [Internet], Finance, available from
https://www.finance.gov.au/government/procurement/buying-australian-government/ethics-probity-
procurement [accessed December 2023].

31 A ‘nil’ declaration is required from contractors involved in the tender evaluation.
32 The conflict of interest policy was updated once, in March 2023, and is due for review in July 2025.
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Governance framework for procurement

In all cases, the procurement manager, steering group or advisory committee responsible for the
procurement must have a mechanism in place to ensure that conflicts of interests are declared by
all involved with the project's decision-making and assessment processes.

2.14 Tender evaluation panel members are required by the conflict of interest policy to declare
conflicts to the tender evaluation panel chair. Furthermore, the conflict of interest policy states that
a ‘Confidentiality, Privacy and Conflict of Interest Deed Poll’ must be completed and signed by all
delegates, tender evaluation team members and advisors. The Deed Poll requires a ‘nil’ declaration
(that is, the signatory must warrant that no conflict of interest exists or is likely to arise in the
performance of work associated with the procurement, or to detail any potential conflicts). The
conflict of interest policy specifies conflict of interest requirements for contractors and consultants.

Opportunity for improvement

2.15 ADHA could ensure that the procurement policy, procurement guidance, and contract
management guide consistently address the risk of conflicts of interest, and are aligned to its
conflict of interest policy, to ensure there are clear and consistent instructions for officials
involved in a procurement about when and how to declare potential conflicts, including the
requirement for a ‘nil’ declaration at the commencement of a procurement process.

2.16 The conflict of interest policy does not apply to ADHA’s board. The board’s conflict of
interest requirements are set out in the board’s charter.33 Board members are required to make a
declaration of interests upon their appointment and then annually, with declared interests and
management plans recorded in a register. In addition to periodic declarations, board members are
required to give notice to the chair of the board of an interest relating to a meeting agenda, which
are to be recorded in the meeting minutes.

Gifts and benefits

2.17 The CPRs state that officials conducting procurements must act ethically throughout a
procurement, including ‘by not accepting inappropriate gifts or hospitality’.3* Finance guidance
states that: ‘officials must not accept hospitality, gifts or benefits from any potential suppliers’.3>

2.18 The ADHA procurement manual in force until December 2023 stated that as a general rule,
gifts or hospitality should be refused. The procurement policy did not refer to gifts and benefits until
updated in December 2023. The BuyRight framework refers to gifts and benefits in the context of
contract management, where it notes ‘the Contract Manager should avoid accepting gifts or
benefits from the supplier, including substantial hospitality’.

33 Australian Digital Health Agency, Australian Digital Health Agency Board Charter, 2022, p. 18, available from
https://www.digitalhealth.gov.au/sites/default/files/documents/australian-digital-health-agency-board-
charter _board-approved-27-january-2022.pdf [accessed 30 January 2024]

34  Department of Finance, Commonwealth Procurement Rules, Finance, 2023, paragraph 6.6(b).

35 Department of Finance, Ethics and Probity in Procurement [Internet], available from
https://www.finance.gov.au/government/procurement/buying-australian-government/ethics-and-probity-
procurement [accessed December 2023].
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2.19 ADHA has had a general gifts and benefits policy since June 2019.3¢ As at February 2024,
personnel were required to ‘ensure no conflict of interest exists or could be perceived to exist from
the acceptance of a gift or benefit’. The gifts and benefits policy (as at February 2024) required
ADHA officials to declare all gifts which are not an ‘inconsequential gift or benefit’. The policy did
not define ‘inconsequential’, did not specify a timeframe in which declarations should occur, and
did not specify whether unaccepted gifts must be declared. The gifts and benefits policy did not
include procurement-specific requirements but did reference the CPRs, and stated that a branch
manager or division head can apply additional gifts and benefits requirements where a
procurement is being undertaken or a contract being managed. ADHA updated the gifts and
benefits policy in March 2024. In the updated version, the reference to ‘inconsequential’ gift or
benefit has been removed and there is a requirement for publication and maintenance of a register
of gifts and benefits accepted by the agency head or officials that are valued at more than $100.
The March 2024 policy states that the register must be updated within 31 days of receiving a gift or
benefit.

2.20 As at December 2023 ADHA’s internal gifts and benefits register contained a total of
40 entries. The first entry was dated September 2016 and the last entry was dated November 2023.

2.21  APSC guidance®’ states that agency heads must update a public gifts and benefits register
quarterly or within 31 days of receiving a gift or benefit, and include any ‘nil’ declaration on the
register where they have not accepted any gifts during the reporting period. The APSC guidance
required agencies to publish their first register by 31 January 2020.

o In accordance with APSC guidance, ADHA’s gifts and benefits policy requires a public
register for gifts and benefits accepted by the CEO valued at more than $100 to be
published on ADHA website quarterly. The policy did not refer to the 31-day timeframe
for declarations until amended in March 2024.

° As at 1 February 2024, the first register published by ADHA was for April-June 2020, and
the last update was for July—September 2023.38

Opportunity for improvement

2.22 The Australian Digital Health Agency could:
(a) provide clear instructions as to whether unaccepted gifts and benefits must be declared;
and

(b) ensure that the CEO gifts and benefits register is published in accordance with internal
and APSC guidance timelines.

36 The gifts and benefits policy was updated several times, including to align to new reporting requirements.

It was updated in March 2023, and at that point was due for next review in March 2027. It was updated in
March 2024, with the date of next review shown as February 2025. This audit has not examined the
March 2024 version in detail.

37 Australian Public Service Commission, Guidance for Agency Heads — Gifts and Benefits, APSC, 2021, available
from https://www.apsc.gov.au/working-aps/integrity/integrity-resources/guidance-agency-heads-gifts-and-
benefits [accessed 30 January 2024].

38 ADHA subsequently published data on its website for the quarters commencing 1 January 2020 and
1 October 2023.
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Governance framework for procurement

Are there fit-for-purpose oversight arrangements for procurement and
contract management?

Business areas are responsible for procurement and contract management and are supported
by a central procurement area. The board approves contracts above a certain value threshold
and delegates the power to enter into a contract to the CEO for other contracts. There are CEO
authorisation instruments to allow officials to conduct procurements and enter into contracts.
From April 2021 there was regular reporting to the board on complex and high-risk
procurement. The internal audit program has considered contract management but has had
limited coverage of procurement. An Audit and Risk Committee has included procurement
issues in its reporting to the board but has not provided advice about the sufficiency of controls
over procurement risks.

2.23 ADHA has a centralised area for procurement activity, the Procurement and Financial
Governance section, with five staff. The section provides advice, training and support to business
areas, which are responsible for procurement and contract management activities. For the My
Health Record (MHR) National Infrastructure Operator (NIO) contract, the responsible business area
is the Technology Planning and Delivery Branch. The August 2019 and June 2022 NIO procurements
(see paragraph 1.9) were managed by this branch.

2.24 The ADHA board has delegated certain powers, including to enter into a contract through a
procurement, to the CEO through a delegation instrument issued under section 17 of the Public
Governance, Performance and Accountability (Establishing the Australian Digital Health Agency)
Rule 2016 (ADHA Rule). The delegation includes financial limits on the CEQ’s power to enter into
contracts without the board’s approval. The CEO can authorise officials to spend money and enter
into contracts under section 53 of ADHA Rule. Authorisation instruments were in place from March
2017.

2.25 Under section 18 of the ADHA Rule, the board consists of a Chair and at least six, and not
more than 10, other members. The number of board members may fall below seven members for
a period of not more than six months. Between November 2023 and 17 January 2024, the board
was comprised of five members including the Chair. On 18 January 2024 and 26 February 2024, two
new members were appointed, bringing the total number of members to seven as required under
the ADHA Rule. As at February 2024 the board had experience across healthcare professions, health
policy and management. The board has four advisory committees: Clinical and Technical;
Jurisdictional; Consumer; and Privacy and Security.

2.26  The ADHA board must approve procurements above a certain value ($5 million as at
February 2024). ADHA has had a policy since April 2021 requiring complex and high-risk
procurements to be reported to the board every six months. These reports have been provided at
the required frequency and include high-level updates on current contract status and procurement
activity.

2.27  ADHA contracts out its internal audit function to Axiom Associates.3® Recent internal audits
have covered contract management but not procurement. In the three years to 2023-24, contract
management internal audits comprised: NIO operational practices and procedures (2021-22, see

39 AusTender contract notice CN3903803-A1.
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paragraph 3.4); the multi-vendor environment (2022-23); and contract management practices
(2023-24).4° The Joint Committee of Public Accounts and Audit noted in August 2023 that especially
where entities are engaging in significant or complex procurements, audit committees should
provide increased scrutiny of these activities and consider the prioritisation of procurement in the
entity’s program of internal audit.*!

Opportunity for improvement

2.28 The Australian Digital Health Agency Audit and Risk Committee could consider periodically
including procurement on its internal audit work program.

2.29 ADHA’s Audit and Risk Committee (ARC) has three members. The ARC met seven times in
2021-22, eight times in 2022-23 and four times between July and December 2023.#> During this
period, the ARC considered reports on high risk and/or high value contracts and procurement at
five meetings, prior to the submission of these reports to the board. The ARC considered the
internal audit on NIO operational practices and procedures at its meeting on 16 March 2022 and
the internal audit on contract management practices at its meeting on 15 November 2023. The ARC
monitors the status of the implementation of internal audit recommendations. In November 2023
the ARC considered a report on the ‘Strategic Control Review Program’, which assessed the
effectiveness of controls for contract management and procurement.*?

° Contract management was assessed to be ‘largely effective’ based on the outcomes of the
internal audit on contract management practices and a model assessing vendor
performance to be implemented in September/October 2023.44

° Procurement was assessed as ‘partly effective’ based on the currency of the policy
available to staff and the lack of second line assurance activities to ensure ADHA staff are
complying with ADHA’s procurement policy and the CPRs.

2.30 Between 1January 2018 and 30 December 2023 the ADHA board met 60 times and received
an update from the ARC Chair at 27 of these meetings. The updates for eight meetings included
commentary on procurement or contract management issues, including where the ARC had
received briefings on an internal audit or sought more detailed advice from management on lessons
learned from MHR-related procurement activity. The ARC endorsed two reports prepared for the
board on high risk/high value contracts. In the period there was one specific reference to the NIO
procurement for an April 2019 board meeting. The ARC did not report to the board on the adequacy
of controls for procurement risks.

40 Other internal audits in the period were: electronic prescribing; project funding processes; leave practices;
fraud and corruption practices; program implementation review; and third-party cyber security.

41  Joint Committee of Public Accounts and Audit, Parliament of Australia, Report 498: ‘Commitment issues’ - An
inquiry into Commonwealth procurement, August 2023, p. 38, available from
https://parlinfo.aph.gov.au/parlinfo/download/committees/reportjnt/RB000011/toc_pdf/Report498'Commit
mentissues'-AninquiryintoCommonwealthprocurement.pdf [accessed 10 April 2024].

42  ADHA’s annual reports incorrectly stated that the ARC met nine times in 2021-22 and 11 times in 2022-23.

43  The report provides an assessment of the ADHA’s system of internal control.

44  The model assessed Accenture performance in October—December 2023 to be ‘80 per cent’ on average
across 15 performance measures, ranging from 60 per cent for ‘innovation’ and ‘cost optimisation’, to
100 per cent for ‘on time delivery’.
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3. Contract management

Areas examined
This chapter examines whether the Australia Digital Health Agency’s (ADHA) management of the
My Health Record (MHR) National Infrastructure Operator (NIO) contract has been effective.

Conclusion

ADHA's management of the National Infrastructure Operator contract has been partly effective.
The identification and assessment of commercial risk has been limited. The effectiveness of
day-to-day administration of the contract is diminished by contract management planning that is
not fully fit for purpose. Contract variations within the existing contract term have been made
with insufficient assessment of risk, consideration of materiality and justification of value for
money. The management of contract performance has not utilised all available levers under the
contract.

Areas for improvement

The ANAO made six recommendations relating to reviewing procurement and contract
management risks; developing a fit-for-purpose NIO contract management plan; improving
decision-making on contract variations and the exercise of extension options; improving records
management; consistently reviewing contract deliverables; and ensuring system architecture
documentation obligations are clearly specified. The ANAO also suggested that ADHA include
expenditure reconciliations when seeking approvals to expend and commit funds; clarify
guidance on contractor meetings; and update the NIO contract management plan to reflect the
current organisational structure.

3.1 The Commonwealth Procurement Rules (CPRs) state that contract management is
important in achieving the objectives of a procurement.*® The Department of Finance (Finance)
states that good contract management is an essential component in achieving value for money.
Finance defines contract management as: ‘all the activities undertaken by an entity, after the
contract has been signed or commenced, to manage the performance of the contract (including any
corrective action) and to achieve the agreed outcomes’.*® Contract management includes:
day-to-day contract administration (including records management); and performance
management (measuring, monitoring, and assessing against agreed performance measures and
deliverables to enable early warning of, and response to, performance issues).*” The CPRs require
entities to consider risks and their potential impact when making decisions relating to value for
money assessments, approvals of proposals to spend relevant money and the terms of the
contract.*®

3.2 The 2012 NIO contract with Accenture Australia Holdings Pty Ltd (Accenture) (see paragraph
1.9) included general terms and conditions, a statement of requirement, performance standards,
charges and payments, and 12 schedules covering additional requirements.

45 Department of Finance, Commonwealth Procurement Rules, Finance, 2023, paragraph 2.10.

46 Department of Finance, Contract Management Guide, Finance, 2023, pp. 1-2. Finance first published the
Contract Management Guide on 18 April 2019.

47 ibid., p. 2.
48 Department of Finance, Commonwealth Procurement Rules, Finance, 2023, paragraph 8.2.
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Is there effective identification and assessment of National
Infrastructure Operator contract risk?

In addition to a quarterly strategic risk assessment which includes consideration of My Health
Record and the National Infrastructure Operator, risk assessments specifically related to
ADHA’s commercial relationship with Accenture were conducted in 2016, 2019, 2020 and 2022.
The quality of the risk assessments varied. Although a 2021 contract management plan
assessed the overall risk for the National Infrastructure Operator contract as ‘medium’, it
provided no information to justify this overall rating, no indication if this risk assessment
exceeded its risk appetite, and no description of or treatments for specific risks. ADHA did not
re-assess contract risk on five of the six occasions when the contract with Accenture was varied
during an existing contract term between 2018 and February 2024. ADHA assessed risk on two
occasions when the contract with Accenture was varied through a procurement, although the
quality of risk assessment for one procurement was poor. The terms and conditions of the
National Infrastructure Operator contract address a range of commercial and security risks.

33 ADHA’s risk management framework requires risk assessments to be undertaken when
conducting ‘significant procurement activities’. Since September 2023, ADHA’s risk management
toolkit incorporates examples of how to assess procurement risks and establish appropriate
controls including through contract management.

34 A February 2022 internal audit report (see paragraph 2.27) found that ‘while basic elements
of the NIO contract are being effectively managed, they are not adequate, given the scale and
complexity of the NIO contract, and the ongoing allocation of key contract deliverables to new
vendors’. Of the report’s three recommendations, two related to risk management: assess and
document risk-based assurance processes that are coordinated across ADHA to gain independent
assurance over key contract deliverables and emerging risks for the NIO contract; and enhance
processes to specifically assess, control and treat shared risks within a multi-vendor environment.

35 ADHA first conducted a risk assessment relating to the commercial arrangement with
Accenture in July 2016 when the contract was novated to ADHA from the Department of Health.
The ‘Initial Risk Profile’ used a templated risk tool to determine the level of risk associated with the
contract. This found that elements of the contract were potentially high risk including the value,
complexity, technology and reputational consequences. The ‘supplier’ element was rated as low
risk because ‘there are multiple suppliers in the marketplace with the required skills and
experience’. The risk assessment template required content to be added for high-risk elements,
including to indicate that ADHA’s central procurement and contract management area had been
consulted, the central procurement area’s comments, further identified risks, and actions to be
undertaken to address the risks. None of these fields were completed.

3.6 ADHA has assessed strategic risks each quarter since April 2018. Strategic risk assessments
are reviewed by the board, the Audit and Risk Committee and the Senior Executive Committee,
which supports the CEO.*° The strategic risk assessments establish risk owners, sources and
consequences for each strategic risk, likelihood, controls and residual risks. From December 2022,

49 The Senior Executive Committee comprises the CEO, Chief Digital Officer, Chief Program Officer, Chief
Technology Officer, Chief Operating Officer and Chief Clinical Officer.
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ADHA identified four strategic risks: design, data, delivery and agency. MHR and the NIO were
considered at a high level in the analysis of strategic risks.

. Operational risks associated with MHR expansion were considered in the strategic risk
register from 2019.

° Aligning NIO risk management practice with ADHA frameworks was identified as a risk
treatment in the strategic risk report considered by the board in June 2020.

° An ‘Operational Contracting and Procurement Risk Assessment’ (also called an ‘NIO Risk,
Issue and Dependency Register’) was completed in September 2020 by ADHA’s central
procurement area and included in ADHA’s broader strategic risk register. Listed risks (of
which there were 32, including nine ‘very high’ to ‘extreme’) were operational in nature,
with treatments and controls primarily relating to technical IT system features. The
register was not updated after October 2020.

. ADHA and NIO security operations teams monitoring the security of MHR was identified
as a risk treatment in the strategic risk report considered by the board in July 2021.

o Unsuccessful negotiation of an NIO extension beyond June 2022 was identified as a risk in
the strategic risk report considered by the board in April 2022.

3.7 Between 2018 and 2023, five of the six variations (under the existing contract term) to the
conditions and value of the 2012 NIO contract with Accenture (as described in paragraph 1.9 and
Figure 1.2) did not incorporate any analysis of contract risk. Advice to the ADHA CEO for the
variation executed on 12 June 2019 included a risk management plan. The plan identified seven
risks, each of which had a likelihood, consequence and risk rating and treatment. There were five
‘medium’ and two ‘medium to high’ risks. Proposed treatments included contract terms, exercise
of contract terms (such as the termination of advance prepayments and use of audits),
management procedures, stakeholder communications, monitoring and reporting.

3.8 The ADHA board considered risks when approving 2019 and 2022 limited tender
procurements to ‘extend’ the contract with Accenture (see paragraph 1.9). In relation to the 2019
procurement, the board considered a limited risk assessment on 6 December 2018 and 20 June
2019. A more thorough risk assessment was conducted for the 2022 procurement (see paragraphs
4.10 to 4.12 for a discussion of these risk assessments).

3.9 A June 2021 contract management plan noted that the overall residual risk rating for the
NIO contract was ‘medium’. Reference was made to the July 2016 ‘Initial Risk Profile’ and the
September 2020 ‘Operational Contracting and Procurement Risk Assessment’, however no further
risk analysis was completed and no justification was provided for the overall ‘medium’ risk rating.

3.10 The NIO contract management plan notes that the contractor (Accenture) is required to
deliver a ‘Contract Risk and Issue Management Tool’, which defines the approach the contractor
uses to identify risks that may impact on MHR national infrastructure operations, maintenance and
support. The contract management plan states that the tool is required to be reviewed annually.
Since the novation of the contract to ADHA in 2016, the tool has been provided by the contractor
and updated largely as required. The Accenture risk management plan states that ADHA is
responsible for reviewing the identified risks and proposed strategies to manage the risks. ADHA
has not reviewed the risks and treatments as required by the NIO contract management plan.
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Recommendation no. 1

3.11 Australian Digital Health Agency review risks associated with procurement and
management of My Health Record.

Australian Digital Health Agency response: Agreed.

3.12 The Australian Government Contract Management Guide states that contract managers
should consider all aspects of the contract to assess risk exposure, and provides a list of common
sources of contract risk.>® The ANAO examined the most recent version (as at February 2024) of the
NIO contract against a selection of risk sources. The contract variation executed in June 2022
included a range of provisions to manage risks (see Appendix 3).

National Infrastructure Operator security risk management

3.13 Auditor-General Report No.13 2019-20 Implementation of the My Health Record System
found that ADHA had largely appropriate systems to manage cyber security risks to the MHR core
infrastructure, except that its management of shared cyber security risks and oversight processes
should be improved.>! The report included five recommendations (all agreed by ADHA) to improve
risk management and education, including two relevant to the NIO.>> ADHA’s Audit and Risk
Committee closed the recommendations on 30 September 2021.

3.14 The Protective Security Policy Framework (PSPF) sets out the Australian Government’s
protective security policy.>®> The PSPF is generally not mandatory for corporate Commonwealth
entities, however the Intergovernmental Agreement on National Digital Health 2018—-2022 required
ADHA to comply with the Australian Government’s security and design standards, which include the
PSPF.>* The CPRs, which apply to ADHA as a prescribed entity (see paragraph 1.8), state that
‘[r]elevant entities should consider and manage their procurement security risk, including in relation
to cyber security risk, in accordance with the Australian Government’s [PSPF]’.>> This requirement
is included in the ADHA’s Agency Security Plan, dated 5 July 2022.

50 Department of Finance, Contract Management Guide, Finance, 2023, pp. 15-16.
51 Auditor-General Report No.13 2019-20 /Implementation of the My Health Record System, paragraph 18.

52 Recommendation no. 2: ADHA, with the Department of Health and in consultation with the Information
Commissioner, review the adequacy of its approach and procedures for monitoring use of the emergency
access function and notifying the Information Commissioner of potential and actual contraventions.
Recommendation no. 3: ADHA develop an assurance framework for third party software connecting to the My
Health Record system — including clinical software and mobile applications — in accordance with the
Information Security Manual.

53 Department of Home Affairs, Protective Security Policy Framework: Structure of the Protective Security Policy
Framework.

54 Council of Australian Governments, Intergovernmental Agreement on National Digital Health,
21 November 2018, p. 7. The purpose of the Agreement is to assist all Australian governments to develop and
deliver a world-class national digital health capability that will lead to significant improvements in the quality
and delivery of healthcare, the efficiency of the health system, and the health and wellbeing of the population
(p. 2). The Agreement is the mechanism by which ADHA receives funding from the state and territory
governments. The 2023-2027 Intergovernmental Agreement (available from
https://federation.gov.au/sites/default/files/about/agreements/intergovernmental-agreement-national-
digital-health.pdf [accessed 8 February 2024]) no longer includes this requirement.

55 Department of Finance, Commonwealth Procurement Rules, Finance, 2023, paragraph 8.3.
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Contract management

3.15 The PSPF comprises five principles, and 16 core policies across four outcomes (security
governance, information security, personnel security and physical security). The first outcome of
security governance includes seven of the 16 policies: the role of the accountable authority (policy
1), management structures and responsibilities (policy 2), security planning and risk management
(policy 3), security maturity monitoring (policy 4), reporting on security (policy 5), security
governance for contracted goods and service providers (policy 6) and security governance for
internal sharing (policy 7).

3.16 This audit did not examine ADHA’s compliance with the PSPF overall, or with the whole
outcome of security governance, but did examine ADHA’s compliance with two elements of policy
6, as policy 6 is specifically focused on procured goods and services. The core requirement (B.1) of
Policy 6 is that: ‘Each entity is accountable for the security risks arising from procuring goods and
services and must ensure contracted providers comply with relevant PSPF requirements’.”® The
ANAO examined compliance with two supporting requirements (B.2) of Policy 6: consideration of
security risks in procurement activities and consideration of security risks in contract terms (Table
3.1). The ANAO did not examine the other Policy 6 supporting requirements as they were either
beyond the scope of this audit or not relevant, namely: 3(a) (ensuring that security controls included
in the contract are implemented, operated and maintained by the contacted provider and
associated subcontractor); 3(b) (management of any changes to the provision of goods or services,
and reassessment of security risks); and 4 (implementation of appropriate security arrangements
at completion or termination of a contract).

56 Department of Home Affairs, Protective Security Policy Framework: 6 Security governance for contracted
goods and services providers, Home Affairs, v.2018.1, p. 2, available at
https://www.protectivesecurity.gov.au/publications-library/policy-6-security-governance-contracted-goods-
and-service-providers [viewed 25 May 2024].
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Table 3.1:

Compliance of NIO contract with selected supporting requirements of PSPF Policy 6

PSPF Policy 6 supporting requirement

Supporting
requirement
1.

Assessing
and
managing
security
risks of
procurement

When procuring goods or
services, entities must put
in place proportionate
protective security
measures by identifying
and documenting:

a) specific security risks to
its people, information
and assets, and

b) mitigations for identified
risks.

ANAO assessment of compliance

Many ADHA documents outline security risks and mitigations as they relate to the NIO,
including the Operational Contracting and Procurement Risk Assessment developed in 2020
(discussed at paragraph 3.9), Accenture’s regularly updated Risk and Issue Management Plan
(discussed at paragraph 3.10) and other Accenture deliverables, such as the Security Risk
Management Plan and the System Security Plan.

ADHA is rated as partly compliant with Policy 6 supporting requirement 1 because the security
risks of procurement were not specifically and explicitly identified in procurement planning and
advice for the two NIO procurements conducted between 2019 and 2022. ADHA did not
discuss security risks as part of advice to the board in June 2019 when recommending the
extension of the Accenture contract. Security risks were not considered in the procurement
plan established for the 2019 procurement. ADHA identified and proposed mitigations for risks
to MHR operations (including service continuity and reliability) in advice to the ADHA board in
March 2022 when again recommending the extension of the Accenture contract, however this
assessment did not cover security risks.

While the ADHA board and Audit and Risk Committee were provided with regular strategic risk
assessments and advice about the ADHA's security risk posture and security activities
(including three MHR-related Information Security Registered Assessor Program assessments
conducted in 2019, 2021 and 2022), there is no evidence as to how these activities were taken
into account in the 2019 and 2022 NIO procurements.

ADHA advised the ANAO in March 2024 that ‘[ADHA’s] Procurement team is required to refer
all procurement proposals for ICT services or IT products, including software as a service,
through Cyber Security Branch (CSB) to ensure that a cyber risk assessment is completed
prior to engaging new service partners’. Accenture, as an existing service provider, was not
subject to these arrangements in the 2019 and 2022 procurements. ADHA advised the ANAO
in May 2024 that: 'Although these risk assessments were not specifically conducted for each
contract variation, the ongoing operational nature of the engagement and the existing
contractual terms had already identified the risks and had controls in place to manage them.

Rating

Supporting
requirement
2.
Establishing
protective
security
terms and

Entities must ensure that
contracts for goods and
services include relevant
security terms and
conditions for the provider
to:

a) apply appropriate
information, physical

The contract includes a provision that Accenture comply with ADHA security procedures and
requirements and specifies compliance by the contractor and its personnel with the
Commonwealth Data Protection Protocol, the PSPF and the Information Security Manual.

The contract provides that the ADHA may notify the contractor about the level of security or
access clearance required for the contractor’s personnel.




PSPF Policy 6 supporting requirement ANAO assessment of compliance

conditions in and personnel security The contract includes that the provision of equipment by the contractor must comply with
contracts requirements of the applicable Australian or New Zealand standards or, if required, applicable international
PSPF. standards.2
b) manage identified The contract provides that the contractor is ‘responsible for the pro-active, ongoing monitoring
security risks relevant to | of the National Infrastructure, in order to detect potential and/or actual security breaches’..
the procurement, and There is a requirement for monthly security reporting on the ongoing management of security

and identification of security risks, threats and incidents, which forms part of service levels. The
contractor is required to develop an ‘operations plan’ which includes security management
training; release management and upgrade planning; risk management plan that covers
security risk management planning and mitigation; and business continuity and disaster
recovery planning.

¢) implement governance The contract requires the contractor to ‘work closely and collaboratively with all other Providers

arrangements to in the effective operation of the My Health Record System’ and participate in meetings. An
manage ongoing ‘Escalation Process’ is a contract deliverable, and this describes the escalation process
protective security followed in the case of incidents which are being managed by the contractor including the

requirements, including | categorisation of security incidents. The contract includes provisions that require the contractor
to notify the entity of any | to perform the services ‘in accordance with any directions given by the Digital Health Agency
actual or suspected from time to time, provided those directions are not inconsistent with the Contract’.

security incidents and
follow reasonable
direction from the entity
arising from incident
investigations.

Key: @ Compliant ~ Partly compliant m Non-compliant.

Note a: The Australian Signals Directorate (ASD) performs evaluations for products used to protect data classified as SECRET and TOP SECRET. For an organisation seeking
to procure evaluated products, the Common Criteria’s Certified Products List contains a list of products that have been evaluated, certified and recognised. The ASD
Guidelines for Evaluated Products recommend that high assurance evaluations be sought from the Australian Signals Directorate for the provision of equipment used
to protect SECRET data and the Common Criteria’s Certified Products List is considered when ensuring the integrity and authenticity of applications and ICT equipment
provided by the contractor. See ASD, Guidelines for evaluated products, available at https://www.cyber.gov.au/resources-business-and-government/essential-cyber-
security/ism/cyber-security-guidelines/quidelines-evaluated-products [viewed 10 February 2024]. The contract does not address high assurance evaluations. The
ADHA advised the ANAO in February 2024 that as the ADHA'’s data was rated to a maximum of ‘protected’, this was not relevant to the contract.

Source: PSPF Policy 6 and ANAO analysis of ADHA documentation, including the latest variation of the NIO Accenture contract as at February 2024, which is to 30 June 2025.



https://www.cyber.gov.au/resources-business-and-government/essential-cyber-security/ism/cyber-security-guidelines/guidelines-evaluated-products
https://www.cyber.gov.au/resources-business-and-government/essential-cyber-security/ism/cyber-security-guidelines/guidelines-evaluated-products

Has the National Infrastructure Operator contract been administered
effectively?

The effectiveness of contract administration has been diminished by the following.

° There is a National Infrastructure Operator contract management plan. The plan has not
been reviewed as required and does not contain some of the required information.
There are no instructions to officials about how and when to assess contract risk.

° The National Infrastructure Operator contract with Accenture was amended eight times
between January 2018 and February 2024 largely to fund My Health Record system
enhancements, including six amendments (valued at $54 million) executed during the
term of the existing contract. For the six contract amendments, ADHA did not document
value for money considerations.

° ADHA did not review the contractor’s performance when it exercised an option to
extend the contract.

° ADHA held strategic and operational meetings with the contractor, but these were not
always at the specified frequency. Not all specified meeting types took place and some
meeting types took place that were not specified.

° Officials managing the National Infrastructure Operator contract did not adhere to the
ADHA’s records management policies.

Contract management planning

3.17 A contract management plan for the NIO contract was first established in 2016 and last
amended in June 2021. The 2021 NIO contract management plan was required to be reviewed by
30 June 2022 or at the next contract variation. The NIO contract was varied on 26 June 2022,
however as at February 2024 the 2021 contract management plan had not been reviewed.

3.18 As described at paragraph 2.8, the contract management plan template includes a list of
required content. The 2021 NIO contract management plan includes a range of information
consistent with this template including governance arrangements for contract management;
deliverables; standards; performance monitoring arrangements; and payments. However, the 2021
contract management plan content does not fully align with the template.

° While the NIO contract management plan specifies the reporting deliverables that will be
used for the performance assessment against service levels, it does not list the clauses of
the NIO contract relating to performance obligations or what actions are to be taken if
there is underperformance.

° The NIO contract management plan specifies that ADHA has the power to conduct audits
under the contract but does not elaborate on when or how these are to occur.

° The NIO contract management plan refers to termination/step-in clauses, but does not
include any detail on any processes to be followed including notice periods, show cause
notices and any other invitations to remedy defects.

. The NIO contract management plan refers to a register of variations and extensions
executed from 1 July 2016 and includes a flow chart of the ADHA’s approach to managing
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3.19

Contract management

variations, but does not list the contract requirements for implementing a variation or
contract closure.

The contract management plan should include a link to the risk management plan and
details of risk identification, analysis and management. As noted at paragraph 3.9, the
2021 NIO contract management plan included a link to 2016 and 2020 risk assessments,
which were out of date and lacking in detail, and the contract management plan did not
provide justification for the overall ‘medium’ risk rating. No specific guidance or
instructions about how to assess and manage risk are addressed in the contract
management plan.

The NIO contract management plan does not refer to, or provide instructions for, several

key contract provisions:

undertaking ‘benchmarking’ of the standards of delivery and costs of services®’;
arrangements relating to subcontractors and subcontracting;
dispute resolution; or

the contractor contributing to an annual review undertaken by ADHA of contractor
performance, complaints, issues and incidents that may contribute to ADHA'’s
consideration of options that may be exercised under the contract.

(a)
(b)

(c)

(d)

Recommendation no. 2

3.20 Australian Digital Health Agency update its National Infrastructure Operator contract
management plan:

Australian Digital Health Agency response: Agreed.

annually, in accordance with review requirements;

to provide sufficient guidance on key contract management elements such as
termination and step-in, issues management and escalation;

to incorporate guidance on key contract provisions such as dispute resolution,
subcontracting, benchmarking and annual review of contractor performance; and

to provide guidance and instructions to officials on how and when to identify, assess
and manage National Infrastructure Operator contract risks.

Management of contract variations

3.21

The Australian Government Contract Management Guide states that:

An entity should not seek or allow a contract variation where it would amount to a significant
change to the contract or significantly vary the scope of the contract if it could reasonably be
determined that: a. other potential suppliers may have responded differently to the amended
contract scope in the tendering process which may have produced a different value for the money

57

The 2012 NIO contract states at paragraph 28.1 that ‘From time to time during the Term, but not within

12 months of the Commencement Date, [the Department of Health and Ageing] may undertake
benchmarking to measure the standards of delivery and cost of the Services in part or in the aggregate to
determine if the performance of the Contractor matches and the Charges are competitive with, then current
market prices and standards of delivery for Similar Items’.
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outcome, or b. the variation may compromise the original procurement’s value for money
assessment. Entities may allow minor contract variations, where these do not negatively affect the
achievement of value for money in the contract.®

3.22 The guide notes that the need for a variation may arise due to unexpected events (including
delays in delivery); changes in technology; changes in legislation or policy; minor changes to the
organisation’s requirements; changes in key personnel; changes in delivery method or location;
changes to milestone delivery dates; fluctuation in demand for the goods or services; and other
factors that affect contract delivery. Entities should document decision making to ensure the
contract still presents value for money and the decision is defensible.>®

3.23 Asnoted at paragraph 1.9, as at December 2023 the NIO contract had been amended eight
times since January 2018, of which six amendments were executed during the term of an existing
contract largely to provide for additional funding for MHR system enhancements (Table 3.2).
Although advice was provided to the ADHA board or CEO about the reason for the expenditure,
ADHA did not document its consideration of whether the contract still presented value for money,
or whether the changes involved were sufficiently ‘minor’ to warrant not returning to market.

Table 3.2: NIO contract variations under existing term, January 2018-December 20232

Advice to board/CEO about
reasons for additional
expenditure

Execution date Change to

contract value

Other changes

12 June 2019° + $24.4 million Systems improvement Amended selected schedules
additional work 2018-19, and | including to withhold
operations, maintenance and | payments, update handover
support adjustments. arrangements and references

to selected providers and
sub-contractors.

28 September + $4 million Upgrade software products, Nil

2020¢ pathology reporting, update
of National Infrastructure
Documentation.d

1 December 2020 | + $4.4 million Enhanced use of Nil
immunisation data, consumer
privacy and access controls
and support adjustments.

18 December 2020f | + $6.6 million Systems improvement, Nil
MyGov integration and
condition specific dashboard.

8 April 20219 + $2.4 million Software upgrades and Amended liability cap period
notification and contact and the installation of
verification. additional storage capacity.

2 July 2021h + $11.5 million Software upgrades, Introduction of service levels
immunisation certificates and | and service indicators relating
aged care continuity of care. | to ‘record delete’ functionality.

58 Department of Finance, Contract Management Guide, Finance, 2023, p. 40.

59  ibid., p. 40.
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Note a: Two NIO contract variations following on from procurement processes, and which altered the term of the
contract, are considered separately in Chapter 4.

Note b: AusTender contract notice CN3612552.

Note c: Not reported on AusTender.

Note d: National Infrastructure Documentation is explained further at paragraph 3.49.
Note e: Not reported on AusTender.

Note f:  AusTender contract notice CN3612552-A2.

Note g: AusTender contract notice CN3612552-A3.

Note h: AusTender contract notice CN3612552-A4.

Source: ANAO analysis of contract variations.

3.24  Each of the six variations were formalised through a deed of variation that was executed by
the ADHA CEO and Accenture, and which incorporated amended schedules as required. At the time,
the ADHA board had delegated to the CEO authority to enter into contracts up to $3.5 million, and
for variations of the NIO contract up to $15 million provided the varied amount was within the
expenditure previously approved by the board (see paragraph 2.24). Documentation provided to
the CEO recommending the execution of each contract variation referenced earlier board approvals
of additional contract expenditure.®® Committed expenditure, whilst remaining within the total
expenditure approved by the board, exceeded the approved expenditure on two occasions®! by a
total of $10.9 million when broken down by financial year. Advice to the board seeking approval for
the additional expenditure and to the CEO for contract execution did not include reconciliations of
previously approved and actual expenditure.

3.25 Asa corporate Commonwealth entity, ADHA was ‘encouraged’ to adhere to the Australian
Government’s Digital Sourcing Contract Limits and Reviews Policy from 1 February 2020. The policy
requires a contractor’s performance and deliverables to be reviewed prior to the exercise of an
extension option.®? As noted in Figure 1.2, ADHA exercised an extension option on the NIO contract
with Accenture once after 1 February 2020: on 26 February 2021 (to 30 June 2022). The advice to
the CEO to exercise the extension option did not refer to a review of the contractor’s performance
and deliverables.

Recommendation no. 3
3.26  Australian Digital Health Agency ensure that:

(a) decisions to expend money through a contract variation document whether the
variation represents a ‘minor’ change, and the value for money of the variation; and
(b) it reviews performance and deliverables prior to exercising a contract extension option.

Australian Digital Health Agency response: Agreed.

60 Board meetings 11 April 2019 ($25 million), 20 June 2019 ($88 million), 18 March 2021 ($9.2 million) and
22 April 2021 ($24.5 million). Documentation provided to the CEO did not include reference to a board
approval on 13 November 2020 for $3 million nor an out of session approval on 1 April 2021 of $2.6 million in
executing later contract variations.

61 Including one occasion that followed a procurement process, and which is discussed separately in Chapter 4.

62 Digital Transformation Agency (DTA), Digital Sourcing Contract Limits and Reviews Policy [Internet], DTA,
Australia 2020, available from https://architecture.digital.gov.au/digital-sourcing-contract-limits-and-reviews-
policy [viewed 12 February 2024].
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Opportunity for improvement

3.27 The Australian Digital Health Agency Audit could consider including reconciliation of
contract commitments to previous expenditure approvals in advice to the board and Chief
Executive Officer when seeking further approvals.

Meetings with the contractor

3.28 The Australian Government Contract Management Guide notes that a contract
management plan may contain a schedule of meetings.®®> ADHA’s contract management plan
template for strategic/complex contracts requires a schedule of contract meetings to be detailed,
including meeting attendees.

3.29 ADHA has established regular meetings with the NIO contractor through the NIO contract
and contract management plans.

° The NIO contract includes provisions that require the contractor to participate in certain
meetings including weekly operational meetings, quarterly contract meetings and other
meetings as identified by ADHA from time to time, or as requested by the contractor.

. The 2021 NIO contract management plan specifies 12 different types of meetings, their
purpose, attendees and frequency. The plan does not include requirements about how
meetings are administered such as recording minutes and actions.

° The ‘Information Technology Support Management framework’ (IT Support Management
framework) implemented in March 2022 (see paragraph 2.9) specifies strategic, tactical
and operational-level meetings, each with a mandated frequency. The framework
incorporates similar types of meetings to those in the 2021 NIO contract management
plan, but also includes six ‘multi-vendor’ meetings involving the NIO. Of the 13 meeting
types, the framework establishes terms of reference for 10 and requires minutes and
actions to be recorded for three. It establishes secretariat arrangements for each meeting
type.

3.30 Meeting records have been inconsistently maintained, and there are limited meeting
records for meetings held between September 2021 and September 2022. Of the 13 meeting types
specified in the March 2022 IT Support Management framework: one of three that required
meeting minutes maintained meeting records; and three of 10 that did not require meeting minutes
were held. Of the remaining meeting types, there is no evidence that they were held. Meeting
records relating to the NIO contract since the implementation of the IT Support Management
framework show that some meetings have not been held at the required frequency. One meeting
that is held is not captured in the framework.

3.31 In February 2024 ADHA advised the ANAO that it was holding eight types of meetings with
Accenture at regular intervals (weekly, fortnightly and monthly) and two types of meetings involving
Accenture and other vendors. Of these 10 meeting types, four were specified in the IT Support
Management framework. As at February 2024 the framework was last updated on 11 November
2023.

63 Department of Finance, Australian Government Contract Guide, Finance, 2023, p. 17.
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Opportunity for improvement

3.32 The contract management plan and IT Support Management framework could be
updated to reflect relevant contract management practices.

Records management

3.33 ADHA’s ‘Chief Transformation Officer’ approved an information governance framework in
November 2018. A key part of the framework is a records management policy (November 2018).
ADHA implemented the Agency Records Management System (ARMS) on 30 September 2021. The
records management policy was amended on 12 August 2022 to specify that the ‘default’ electronic
document and records management system is ARMS and that ‘all business areas must use ARMS to
store their documents’, unless an exception has been appropriately agreed. ADHA training in 2023
notes that ‘use of ARMS for all record keeping purposes is a mandatory obligation for all staff’.

3.34 The ANAO observed that while ADHA contract management staff maintained records
related to the contract, some records were contained within the ‘Collaborate’ system (see
paragraph 3.41) and on the ADHA’s ‘Sharepoint’ system, rather than in ARMS.

Recommendation no. 4

3.35 The Australian Digital Health Agency ensure that records created as part of the National
Infrastructure Operator contract are stored in accordance with its information governance
framework.

Australian Digital Health Agency response: Agreed.

Has contract performance been managed effectively?

Although there is evidence of ADHA conducting reviews and requiring some National
Infrastructure Operator deliverables to be resubmitted, ADHA has not reviewed contract
reporting deliverables as required. Contract and contract management plan provisions to
support performance management have rarely or never been used (benchmarking, annual
performance reviews and audits) or have not been used as planned (issues monitoring). A
request for updated My Health Record system architecture in August 2019 in preparation for
approaching the market for the National Infrastructure Operator in June 2020 coincided with
the commencement of a dispute between ADHA and Accenture about system architecture
documentation. The dispute was not resolved until March 2023. The practice of advance
payment for services before delivery weakens ADHA’s leverage in managing performance.
ADHA has invoked contract provisions that penalise the contractor for failing to meet certain
service levels.

3.36 Therole of a contract manager is to ensure the supplier is meeting its obligations under the
contract — including that goods or services are received on time, within budget and in compliance
with contract specifications. Performance management should take place throughout the life of the
contract and be based on the performance framework included in the contract.®* The 2021 NIO

64 Department of Finance, Contract Management Guide, Finance, 2023, p. 29.
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contract management plan notes that performance management involves: performance
monitoring; conducting audits; monitoring of issues, incidents and problems; escalation process;
and termination/step-in.

Performance monitoring

3.37 The 2021 contract management plan states that the ADHA contract manager is responsible
for performance monitoring, with performance assessed against service level agreements as
determined by three monthly MHR NIO reports: operations report®®; participation report®®; and
security monitoring and diagnostics report.6’ The contract management plan states that people in
certain positions (e.g. the ‘contract manager’) are to validate each report, however two positions
are not aligned to a position in ADHA's organisational structure.

Opportunity for improvement

3.38 Specifications regarding report validation in the NIO contract management plan could be
updated to reflect current positions and titles.

3.39 Between 2018 and 2023 Accenture provided all monthly operations, participation and
security and diagnostics reports as required.

3.40 Inaddition to the monthly reports, ADHA receives other deliverables under the NIO contract
and contract management plan. The 2021 NIO contract management plan specifies 34 deliverables
that are to be reviewed by ADHA, of which 10 are to be reviewed annually, 19 are to be reviewed
'as required' and four are to be reviewed if part of a release report.®®

° Annual and other deliverables — These include handover plans, resourcing plans, system
security plans, backup and recovery plans and intellectual property registers.

° Release reports — These are provided after enhancements to the MHR system.

3.41 Accenture uploads (and ADHA reviews) reports and other deliverables in a project
management tool (Collaborate). Depending on the report or deliverable, specified business areas
within ADHA are ‘responsible for’, ‘accountable for’ or ‘informed of’ the report.®® The NIO contract
management team is responsible for identifying relevant business areas and adjusting the
workflows in Collaborate accordingly. Reviews in Collaborate generate an auditable workflow. As
at March 2024, while ADHA provided general information on its staff intranet about the purpose

65 Provides a summary of performance against contractual service levels and indicators for the reporting period
including: system availability; responsiveness; monitoring, usability and clinical safety; incident management,
service request management; failover services, software, currency, configuration and capacity management;
and problem management and security reporting;

66 Provides a summary of how and to what degree users are interacting with the MHR system including:
registration trends and demographics; usage; and provider registrations.

67 Provides a summary of security activities and issues including a ‘security posture’ dashboard, changes to risk
register and progress on completing security improvements.

68 The relevance of one deliverable was being reviewed.

69 Under a ‘RACI’ framework one business area — usually the contract management area, is ‘responsible’ for
reviewing the report, including providing feedback if required prior to approving the report. Specified
business areas may be ‘accountable’ for reviewing and providing feedback or are required to be ‘informed’
about the report.
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and access to Collaborate, standard operating procedures for the use of Collaborate were not
documented.

3.42 The proportion of reviews of monthly reports that were conducted as required in 2022 and
2023 ranged from 45 per cent to 100 per cent, depending on the report, and whether the review
was required to be done by the NIO contract management team or a different business area (Table
3.3). Of the annual and ‘as required’ contract deliverables listed in Collaborate, the contract
management team reviewed none (of three) in 2022 and six (of 11) in 2023. There is a lack of
controls to assure that reviews are being undertaken.

Table 3.3: Review of monthly and annual reporting deliverables, 2022 and 2023
Year/reports received and Monthly Monthly Monthly Annual and
reviewed/informed operations | participation security and ‘as required’

report report diagnostics deliverables

report?

2022
Number of reports 12 12 12 3v
Per cent reviewed by contract 100% 92% Not required 0%
management team
Per cen't of specified business areas 96% 92% 92% Not required
that reviewed®
Per cent qf specmedd business areas 14% 14% Not required Not required
that were informed
2023
Number of reports 12 12 12 11e
Per cent reviewed by contract 100% 67% Not required 5506
management team
Per cent of specified business areas 0 0 ouf 0
that reviewed® 55% 45% 58% 90%
Per cent qf specmedd business areas 29% 24% Not required Not required
that were informed

Note a: Prior to November 2023, the monthly Security and Diagnostics reports were submitted and accepted by
ADHA's Cyber Security Operations team. In November and December 2023, the reports were submitted to the
contract management team.

Note b: Annual and ‘as required’ deliverables stored in Collaborate in 2022 comprised the Continuous Improvement
Register, Register of Assets and Capacity Plan.

Note c: More than one business area may be required to review a report.
Note d: More than one business area may be required to be informed about a report.

Note e: Annual and ‘as required’ deliverables stored in Collaborate in 2023 comprised the Continuous Improvement
Register, NIO Handover Plan, Annual Configuration Report, NIO Security Operating Processes SOP Manual,
Resourcing Plan, Backup and Recovery Plan, Register of Assets, Backup and Recovery Plan, Capacity Plan,
System Security Plan and IP Register.

Note f: ADHA advised the ANAO in May 2024 that although there was no formal record that reports relating to June,
July, August, September and October 2023 had been reviewed, these reports were discussed in the monthly
meetings with Accenture and were a standing item on the agenda. No meeting minutes were taken, and there
was no other evidence of review.

Source: ANAO analysis of ADHA review of monthly and annual reporting deliverables.

3.43 ADHA’s review of release reports has improved since 2022 (Table 3.4).

Auditor-General Report N0.36 2023-24
Procurement of My Health Record

45



Table 3.4: Review of release reports, 2022 and 2023, as at February 2024

Release reports Number of release Reviewed by Reviewed by Reports
provided reports submitted contract specified accepted by
for review management team business areas ADHA

August 2022 9 X No business area Not
review specified applicable?

March, June and 9 X No business area Not

December 2022 review specified applicable

June 2022 17 X No business area Not
review specified applicable

March 2023 16 X No business area 0
review specified

July and August 7 v v 5

2023

August and 2 v No business area 1°

September 2023 review specified

October and 10 v v 10

November 2023

November and 7 v v 7

December 2023

Key: v Reviewed
x Not reviewed.
Note a: ‘Acceptance’ of a release report was not required until March 2023.
Note b: One of the two reports did not include a requirement to accept the report.
Source: ANAO analysis of ADHA review of release reports as at February 2024.

3.44 ADHA may require Accenture to resubmit reports before they are accepted. For the reports
submitted between January 2022 and December 2023:

° of the 24 monthly operations reports, four were requested to be resubmitted prior to
being accepted;

. of the 24 monthly participation reports, two were resubmitted prior to being accepted;

. of the 14 annual deliverables, five were resubmitted prior to being accepted; and

. of the 26 release reports submitted since July 2023, 14 were resubmitted prior to being
accepted.

3.45 The February 2022 internal audit report (see paragraph 3.4) recommended that ADHA
prioritise and monitor contract deliverables across business areas in an integrated manner.

Auditor-General Report No.36 2023-24
Procurement of My Health Record

46



Contract management

3.46

Recommendation no. 5

deliverables, put in place arrangements to ensure that it reviews National Infrastructure Operator
contract reports and deliverables as required, and establish appropriate controls to provide
assurance that reviews are occurring.

Australian Digital Health Agency response: Agreed.

The Australian Digital Health Agency document its approach to reviewing and reporting

3.47

3.48

Service levels are established against:

user experience (business service availability, transaction responsiveness, monitoring and
reliability, usability, clinical safety, incident management, service request management,
and defect resolution);

hosting infrastructure (failover services, software and equipment currency, configuration
management, and capacity management); and

operational service levels (problem management, security monitoring and diagnostics,
and reporting).

Monthly operations reports indicated that Accenture met all required service levels’® in 40

of the 60 months between January 2019 and December 2023 (Figure 3.1). During this period
Accenture met production availability in 55 of the 60 months and system availability was 99.97 per
cent over the 60-month period.

Figure 3.1:  Accenture monthly service level performance? January 2019 to December

Per cent service levels achieved

Note a:

Source:
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Per cent of service levels achieved is calculated by dividing the number of service levels met by the total
number of service levels met and not met. In September 2022 and January 2023, Accenture did not meet
100 per cent of service levels, however because the cause was external to the NIO they were not classified as
a breach of service level.

ANAO analysis of monthly operations reports.

70 There are up to 50 contracted service levels across 15 categories including platform availability, transaction
responsiveness, incident response times, reporting accuracy and reporting timeliness.
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3.49 As noted at paragraph 3.19, the NIO contract contains several provisions that relate to
performance management that are not referred to in the NIO contract management plan. These
provisions have been never or rarely used.

. Benchmarking’! — ADHA has not used these provisions at all in the timeframe examined
by the ANAO (2018 to 2023).
° Annual review — A proposal for an annual review was considered by ADHA in April 2020.

The annual review was not progressed.
. Dispute resolution clause — A ‘dispute’ is defined in the 2022 NIO contract as:

any disagreement or difference of opinion regarding an issue, incident or event concerning or
adversely affecting, or that is reasonably likely in the opinion of a party to concern or adversely
affect, the performance of the Contract.

The NIO contract includes formal provisions relating to the resolution of disputes between
ADHA and the contractor. The formal dispute resolution provisions have been used once.
The dispute, which was raised in June 2019, was not resolved until March 2023.(see Box
1)'72

Box 1: National Infrastructure Documentation dispute

Under the NIO contract, Accenture has been required since 2012 to update and maintain
‘National Infrastructure Documentation’ (NID). NID is IT solution architecture documentation
for the MHR system that allows other potential suppliers besides Accenture to understand and
submit viable responses to an approach to market and to operate the MHR system on behalf
of the agency. NID comprises system architecture, system specifications, interface
specifications, transition plan and technical infrastructure configuration. The contract requires
the contractor to verify the currency of NID no later than two weeks following the deployment
of any minor or major system changes. Accenture advised the ANAO in May 2024 that it had
provided ADHA with ‘continuous access to the NID in its various forms since 2012’.

ADHA established a ‘Go to Market’ program in late 2017 to develop its sourcing plan for service
design and structure ahead of the 30 June 2020 expiry date of the 2012 Accenture NIO contract.
In early August 2018 ADHA prepared a list of items that it believed needed to be sourced from
Accenture ‘to put us in a position where we have an accurate representation of the current
platform and services’.

On 10 August 2018 ADHA wrote to Accenture requesting, within 20 business days, copies of all
contract deliverables and all documents that ‘constitute Customer Supplied Items, which
Accenture (as the [NIO]), are required to comply with and maintain’.

71 Under Schedule 11 of the contract, ADHA and the contractor may each initiate an exercise to examine relative
performance. This is to be undertaken by an appropriately skilled and experienced independent third party
and the ADHA and contractor would equally share the fees for this exercise.

72 While the formal dispute resolution provisions under the contract were not invoked on other occasions, other
issues of disagreement between the parties since 2018 have included charging for certain reports, application
of service credits and the application of the cost-of-living index.
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Box 1: National Infrastructure Documentation dispute

On 29 March 2019 Accenture provided ADHA with what it described in correspondence as a
‘NID — single set’. On 15 April 2019 Accenture provided an initial ‘walk though’ of the document
set to ADHA.

As part of a contract variation executed on 12 June 2019 (see Table 3.2), the terms and
conditions were amended to provide that ADHA could withhold disputed portions of invoices
where the contractor had not, in ADHA’s opinion, provided documentation that contained
sufficient information about the national infrastructure. The terms and conditions of the NIO
contract variation included that the contractor must, following a request from ADHA, provide
‘accurate, complete and up-to-date information relating to the Services and the National
Infrastructure, including [NID]’.

On 21 June 2019 ADHA advised Accenture that it was withholding payment for several invoices
as it had not been provided with NID for several MHR system changes. On 25 June 2019 ADHA
wrote to Accenture noting that ‘the Agency has significant ongoing concerns in relation to the
NID, including that it does not contain sufficient information to enable the Agency and other
providers to be able to fully use, operate and maintain the National Infrastructure’. On the same
day, Accenture issued a dispute notice responding to ADHA’s 21 June 2019 letter in relation to
the withheld payments, which stated that it had complied with the terms of the contract.

These events coincided with procurement planning for the June 2020 conclusion of the 2012
NIO contract, as all three extension options available in the original contract had been
exhausted. A procurement plan endorsed by the Chief Financial Officer on 16 August 2019
referred to ADHA not having been able to obtain in time NID that established the ‘MHR baseline
to describe the current and future NIO environments in sufficient detail [that would] ensure
that another provider could reasonably take over provision of the MHR System with continuity
of contract transition, service and function’. Although the procurement plan was finalised in
August 2019, the plan stated that: ‘Accenture have been engaged to provide the current
environment baseline which they have advised is not available until April 2019’. The
procurement plan proposed a non-competitive direct source limited tender with Accenture.

In March 2020 ADHA informed Accenture that it had not accepted NID associated with a later
MHR system change, and noted that it reserved ‘the right to withhold disputed invoice amounts
related to the supply of accurate, complete and up-to-date NID’.

On 12 May 2020 a dispute resolution plan was agreed that set out the framework for NID to be
completed and payment arrangements for the withheld payments. Planned milestones for
delivery of certain documents and payment were established for 30 June 2020, 30 August 2020
and 24 September 2020. These milestones were not achieved as planned, and withheld
payments were gradually made to Accenture between July 2020 and 30 March 2023.

These events coincided with planning for the June 2022 conclusion of the extended 2012
contract. The 2012 contract with Accenture was again extended, for an additional three years
to 30 June 2025, on a direct source limited tender basis.

On 9 March 2023 ADHA advised Accenture that the dispute resolution plan was closed.
ADHA advised the ANAO in December 2023 that:
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ADHA reached agreement with Accenture that the essential items requiring remediation in the
NID has been updated to the satisfaction of ADHA and that further items requiring update were
in process of being updated as part of each release. As part of each change or release of the
system, the governance process requires relevant NID documents to be updated and meet
Agency requirements prior to Agency approval and the change or release being actioned. This
process has been in place and working for some time and makes sure the documentation is up
to date prior to each release or change, making sure it is accurate and removing the likelihood
of a dispute or the NID not being retained to required standard.

Recommendation no. 6

3.50 The Australian Digital Health Agency ensure that National Infrastructure Operator
contract arrangements that follow the expiry of the existing contract in June 2025 clearly specify
the maintenance and provision of system architecture documentation and provide appropriate
assurance arrangements for their timely provision.

Australian Digital Health Agency response: Agreed.

Audits

3.51 The 2021 NIO contract management plan states that ADHA may access the contractor’s
premises to conduct audits in accordance with the contract. ADHA used these provisions to access
Accenture’s premises on one occasion in 2019.

Monitoring of issues, incidents and problems

3.52 The 2021 NIO contract management plan states that ADHA maintains an issues register
which ‘documents and tracks all issues through to resolution’. The issues register is linked into the
contract management plan and is stored in a shared drive. The issues register is not regularly
updated. As at February 2024 the register included six issues, five of which were raised or escalated
in June and July 2020 and one which had ‘not yet been raised’. From October 2022, issues were
tracked and closed using a different register.

Use of escalation process

3.53 The 2021 NIO contract management plan refers to a contract deliverable (‘MHR NIO
Escalation Process’) and a link is provided to a shared drive folder. The escalation process describes
the processes to be followed by the contractor to respond to different types of incidents (for
example, MHR system outages) and the impact, duration or functionality associated with the
incident.

Termination/step-in provisions

3.54 The 2021 NIO contract management plan states that two clauses within the NIO contract
cover step-in (clause 46) and termination (clause 52) but does not include any detail on any
processes to be followed (see paragraph 3.18). Under these clauses the ADHA can, subject to certain
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conditions, take control of the provision of services or terminate the contract. These clauses have
not been utilised by ADHA.

Payments

3.55 Entities can limit financial risks by structuring payments so that they become due after the
completion of services, delivery of goods or completion of activities.”> By contrast, advance
payments are amounts paid before a good or service is provided or delivered. Advance payment
increases financial risk. In a 2022 procurement process for NIO services, one of four risks highlighted
prior to a decision to conduct a sole source limited tender was ‘repudiation of the contract, with
possible consequences including potential financial loss due to advance payment of contract fees’
(see paragraph 4.11).

3.56 ADHA has made advance payments to Accenture (in July of each year) since the contract
was novated to ADHA in 2016-17.7% In exchange for advance payment, Accenture agreed to a
service level of 99.9 per cent system availability (compared to a previous agreed level of
99.5 per cent) and reduced charges. The variation still allowed charges to be invoiced in arrears but
with a reversion to the previous service level of 99.5 per cent.

3.57 Figure 3.2 shows the proportion of advance payments made to Accenture for the NIO
contract between 2018-19 and February 2024. The total amount of advance payments declined
from $67 million in 2018-19 to $24 million in 2023-24. The proportion of payments that were
advance payments declined from over 90 per cent in 2018-19 and 2019-20, to 81 per cent in
2020-21 and approximately 60 per cent in 2021-22, 2022-23 and 2023-24.

Figure 3.2:  National Infrastructure Operator contract payments, 2018-19 to 2023-242
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$60,000,000
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m Advance payments Expenditure other than advance payments

Note a: Expenditure to 9 February 2024.
Source: ANAO analysis of NIO contract invoices and ADHA reported NIO contract expenditure.

73 Australian Government Solicitor, Legal briefing - Managing government contracts through financial distress
[Internet], AGS, November 2018, available from https://www.ags.gov.au/publications/legal-briefing/Ib-
20181119 [accessed 5 February 2024].

74  Advance payments commenced from March 2016 following a contract variation executed by the Department
of Health in February 2016.
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3.58 In 2023 advice requested by the CEO as to why prepayments were being made to Accenture,
officials noted that the original rationale for advance payment was to ‘give Accenture sufficient
resources to cover ongoing work’ for monthly operations, maintenance and support charges; and
to achieve higher system reliability.”> While the advance payment of monthly operational,
maintenance and support charges was considered in contract negotiations with Accenture in 2022,
the arrangement was retained following Accenture’s advice to ADHA that ‘[a]ll discounts have been
subject to annual prepayment. Removing those terms will require re calculation and approval of the
proposed discounts’.

3.59 Advance payment creates the risk of weaker leverage to enforce performance
requirements. This risk is partly mitigated through the ability of ADHA to claim, at its sole discretion,
‘service credits’ against payments that are paid in arrears should Accenture fail to meet certain
service levels. The value of service credits (the ‘service credit pool’) is the maximum amount that
can be claimed by ADHA each month for underperformance. The leverage achieved through service
credits is limited by the service credit pool being capped at 12 per cent of monthly support charges,
and a requirement that no more than 20 per cent of the service credit pool can be assigned to each
of 23 service level categories. Since January 2018 ADHA has claimed all applicable service credits for
underperformance. Service credits have been claimed on 25 occasions and totalled $1.04 million to
December 2023.

75 In 2016, ADHA also considered the advance payment as being in recognition of additional costs and risks for
Accenture in managing a sub-contractor’s IT infrastructure changes at that time. At this time Accenture’s
subcontractor for infrastructure hosting (Telstra) was retiring its Oracle cloud platform and the MHR needed
to migrate off the platform by 1 July 2016. The 2016 IT infrastructure changes were a one-off issue.
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4. Procurement processes

Areas examined
This chapter examines whether the Australia Digital Health Agency (ADHA) has conducted
procurements of the My Health Record (MHR) National Infrastructure Operator (NIO) effectively.

Conclusion

ADHA has not conducted procurements of the National Infrastructure Operator contract
effectively. ADHA’s planning and decisions about how to approach the market for the contract in
2019 and 2022 were deficient. For both sole source limited tender procurements, ADHA’s
conduct of limited tender processes under Division 1 of the Commonwealth Procurement Rules
(including demonstrating value for money, managing probity and public procurement reporting)
was also deficient.

Areas for improvement

The ANAO made seven recommendations aimed at improving ADHA's: procurement planning;
assessment of value for money in procurements; decisions in relation to limited tender
procurements; development and application of probity policy in procurement; and reporting on
AusTender.

41 As noted at paragraph 1.9, the 2012 NIO contract between ADHA and Accenture Australia
Holdings Pty Ltd (Accenture) has been amended twice since January 2018 following limited tender
procurement processes: in 2019 and 2022 (Box 2).

Box 2: NIO procurements, 2019 and 2022

2019 — All extension options under the 2012 NIO contract with Accenture were exercised and
the contract was due to expire on 30 June 2020. The ADHA board agreed to ‘extend’ the NIO
contract with Accenture on a direct source basis, at a cost of $85 million, for up to 24 months.
Two 12-month extension options were added. The board decided that there would be no
further extensions to the contract beyond mid-2022. Both 12-month extension options were
exercised.

2022 — The ‘extended’ contract with Accenture was due to expire on 30 June 2022. The ADHA
board approved a three-year ‘extension’ of the 2012 NIO contract at a cost of $104.5 million.
The contract with Accenture is due to expire on 30 June 2025.

4.2 Achieving value for money in procurements is the core rule of the Commonwealth
Procurement Rules (CPRs). The CPRs include specific requirements for: planning (including defining
goals, estimating value and managing procurement risks); approaching the market in open tenders
except in specific circumstances; conducting tender processes; acting with probity; and public
reporting.
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Has Australian Digital Health Agency conducted effective planning
and approaches to market?

Planning and approach to market processes for the 2019 and 2022 procurements of the
National Infrastructure Operator were deficient.

. Procurement plans were not approved before procurement decisions were made.

° Risk associated with a direct source limited tender was not well assessed for the 2019
procurement but was assessed for the 2022 procurement.

. For the 2019 and 2022 procurements, ADHA justified not going to open market using
limited tender conditions listed in the Commonwealth Procurement Rules, however
there were weaknesses in how conditions were justified, approved, implemented and
reported. In particular, the use of paragraph 10.3b of the CPRs (‘when, for reasons of
extreme urgency brought about by events unforeseen by the relevant entity, the goods
and services could not be obtained in time under open tender’) was inappropriate.

° In making procurement planning decisions, relevant information (including
performance issues) was not appropriately considered by the decision-maker.

Procurement planning

4.3 Table 4.1 depicts ADHA’s compliance with the CPRs and ADHA procurement manual (see
paragraph 2.5) requirements relating to planning.

Table 4.1: Assessment of procurement planning

Requirement Source of requirement 2019 procurement ‘ 2022 procurement ‘

When a business requirement | CPRs, paragraph 4.2 . ‘
arises, consider whether or not
conducting a procurement will
deliver best value for money

Prepare a procurement plan CPRs, paragraphs 7.8 .
and 7.9

ADHA procurement
manual, p. 11

Define goals and estimate CPRs, paragraphs 4.1
value and 9.2
Manage risk CPRs, paragraphs 4.4 O
and 8.2
Key: @ Compliant 4 Partly compliant m Non-compliant

Source: CPRs, ADHA procurement manual and ANAO analysis of ADHA procurement documentation.
Consideration of value for money of procurement

4.4 ADHA did not consider whether outsourcing the NIO through a procurement process in 2019
represented value for money. In relation to the 2022 procurement process, ADHA considered
options for future delivery of the NIO contract, including in-sourcing, in August 2019 and February
2020.
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Procurement plans

4.5 In the 2017-18 Budget the Australian Government allocated $137.96 million to ADHA for
‘My Health Record — continuation and expansion’ and the government was informed that an
approach to market to re-contest the NIO services was required to be completed by May 2019. The
CPRs state that entities ‘must maintain on AusTender a current procurement plan containing a short
strategic procurement outlook’ in order to ‘draw the market’s early attention to potential
procurement opportunities’. It should include the subject matter of any ‘significant planned
procurement and the estimated publication date of the approach to market’. Entities should update
their plans regularly throughout the year. ADHA published some planned procurements on
AusTender between 2018 and 2023, but these did not include the NIO.

4.6 The ADHA procurement manual in force until December 2023 required procurement plans
to be completed for individual procurements. Where a limited tender was conducted’®, a limited
tender procurement plan was to be completed and cleared by the director of ADHA’s central
procurement area prior to being submitted for ‘process approval’ by the relevant senior executive
and final approval by the relevant financial delegate. For the 2019 procurement, ADHA prepared a
limited tender procurement plan, however approval of the plan was not obtained in accordance
with the procurement manual’’ and was approved at the same time the procurement was finalised.
ADHA did not prepare a 2022 procurement plan.

Defining goals and estimating value

4.7 The CPRs state that a thorough consideration of value for money begins by officials clearly
understanding and expressing the goals and purpose of the procurement, and estimating the value
of the procurement before a decision on the procurement method is made. The intent of this
requirement is to ensure that the chosen procurement method is allowable and represents value
for money. ADHA complied with the requirement to define goals and estimate value prior to
conducting the limited tender procurement through advice to the board in 2019 and through advice
to the Senior Executive Committee in 2022. However in 2022 the description of goals and estimation
of value (‘$100 million+’) were provided approximately four months before the extension of the
NIO contract with Accenture was executed, and did not inform the decision about the procurement
method, which had already been decided. As at February 2024 ADHA did not have an internal
procurement plan relating to the future of the NIO contract, due to expire on 30 June 2025.

76  Australian Government procurement is conducted by open tender or limited tender. Open tender ‘involves
publishing an open approach to market and inviting submissions. This includes multi-stage procurements,
provided the first stage is an open approach to market.” A limited tender involves ‘a relevant entity
approaching one or more potential suppliers to make submissions, when the process does not meet the rules
for open tender.” (CPRs, paragraphs 9.8 and 9.9).

77 The procurement plan was signed by the Director of the procurement area on 9 August 2019 and given
‘process’ approval by the Chief Financial Officer. There is an undated signature by the Chief Executive Officer.
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4.8

(a)

(b)

Recommendation no. 7

2025, Australian Digital Health Agency:

Australian Digital Health Agency response: Agreed.

In anticipation of the expiry of the National Infrastructure Operator contract on 30 June

publish a procurement plan on AusTender that provides reasonable notice to the
market about the expiry of the contract; and

prepare and endorse an internal procurement plan.

Risk management

4.9

The CPRs state that procurements should ‘encourage appropriate engagement with risk’’8,

and that entities must establish processes to identify, analyse, allocate and treat risk when
conducting a procurement, including when making decisions.”®

4.10

411

For the 2019 procurement, assessment of risks was limited.

A 6 December 2018 board paper assessed the risks of going to market for the NIO as
medium to very high. An extension of the contract with Accenture was considered to
mitigate these risks to allow ‘for operations, maintenance and support services to
continue for MHR, and for ADHA to obtain the handover plan, detailed data collection and
due diligence activities for the approach to market’. The board paper did not consider the
risks related to a limited tender or extension of the contract with Accenture.

A 20 June 2019 board paper seeking approval of an NIO contract ‘extension’” with
Accenture, assessed the risk of extending the existing contract as low because: current
service provided by Accenture was performed at a satisfactory level; termination clauses
were included within the contract; and the Government had made a policy commitment
to the ongoing support of the MHR. There was a short table with mitigation strategies for
three risk categories: commercial, technology and integrity. The NID dispute (see Box 1)
was not mentioned in the board paper.

The 16 August 2019 procurement plan included a risk assessment, which only considered
risks related to a contractual liability cap. A CEO approval cover sheet for the procurement
plan and deed of variation did not include any discussion of risk.2°

For the 2022 procurement, a 24 March 2022 board paper included a more thorough risk

assessment than in 2019. The risk assessment listed four ‘high’ or ‘very high’ risks, all of which
exceeded the risk appetite and none of which were accepted:

Risk 1 (‘very high’) — Expiry of the NIO contract and the contractor ceasing to provide the
services, with possible consequences including legislative non-compliance, interruptions
to the MHR system, and a requirement to engage a new provider ‘likely at significant
financial cost’.

78
79

Department of Finance, Commonwealth Procurement Rules, Finance, 2023, paragraph 4.4.
ibid., paragraph 8.2.

80 The CEO attended the December 2018 and June 2019 board meetings.
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° Risk 2 (‘high’) — The ‘process of extension of the NIO contract’ with possible consequences
including non-compliance with the PGPA Act, reputational damage, increased external
scrutiny and increased financial cost for the MHR system ‘as a consequence of the
Contractor’s negotiating position’.

° Risk 3 (‘high’) — Repudiation of the contract, with possible consequences including
potential financial loss due to advance payment of contract fees, reputational damage due
to service disruptions, and loss of oversight of sub-contractor deliverables.

° Risk 4 (‘high’) — (Loss of) service continuity, with possible consequences including service
availability and system reliability issues, and reputational damage.

412 The 2022 risk management plan included, for each listed risk, the possible consequences, a
likelihood and consequence rating, the risk appetite, existing controls, control effectiveness ratings,
and control and treatment owners. The controls and treatments included ‘running a procurement
process’, obtaining legal advice, a stakeholder communications plan, contract negotiations with
Accenture, and exercising existing contractual performance standards and other contract clauses.
Although the Accenture contract was re-negotiated at this time, no new contract conditions were
proposed as risk treatments.

Approach to market processes

413 The CPRs state that for procurements at or above the relevant procurement threshold,
limited tender can only be conducted in accordance with conditions listed in paragraph 10.3 or
exemptions listed in Appendix A of the CPRs.8! The relevant procurement threshold is $80,000 for
non-construction contracts.®? Table 4.2 shows the overall level of compliance by ADHA with the CPR
requirement for limited tenders to meet certain conditions or exemptions.

Table 4.2: Assessment of approach to market processes

Requirement Source of requirement = 2019 procurement | 2022 procurement

Comply with CPR conditions CPRs, paragraph 10.3 .
(exemptions) for limited tender

Reporting of CPR conditions CPRs, paragraph 9.11 [ |
(exemptions) for limited tender

Key: @ Fully compliant 4 Partly compliant m Non-compliant

Source: CPRs and ANAO analysis of ADHA procurement documentation.

4,14 ADHA decided to use a direct source limited tender for the NIO services in 2019 and 2022,
in both instances considering only the incumbent provider (Accenture). On both occasions, the
estimated value ($140 million in 2019 and ‘$100 million+ in 2022) far exceeded the relevant
procurement threshold for limited tender. ADHA was therefore required to justify the limited
tender under one of the conditions listed in paragraph 10.3 or exemptions listed in Appendix A of
the CPRs. The NIO services did not fall under the kinds of services listed in Appendix A.

2019 procurement

4.15 As noted at paragraph 4.5, in April 2017 ADHA had informed the Australian Government
that an approach to market to re-contest the NIO services was required to be completed by May

81 Department of Finance, Commonwealth Procurement Rules, Finance, 2023, paragraph 9.10.
82 ibid., paragraph 3.7.
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2019. However, on 19 November 2018 ADHA asked the Minister for Health to ‘agree that ADHA will
not approach the market to retender in early 2019, as previously noted’ and to ‘Note that the ADHA
will extend the current contract with the [NIO provider] for a period of up to one year (with an
additional one-year option)’. The submission stated that ADHA planned to conduct an ‘open design’
process in 2019.283 The ministerial submission was marked ‘[No Further Action]’ by the Minister
through the Minister’s office.

4.16 The ADHA board was informed in December 2018 that agreement was being sought from
the Minister for Health not to approach the market in early 2019. The board also was informed that:

consultation with the Department of Finance (Finance) has confirmed that an extension [of the
2012 NIO contract with Accenture] would be considered reasonable in the circumstances and an
available option to ADHA under the [CPRs] ...The current advice (both from Finance as well as
external legal advice ... ) is that an extension is preferred as the current rights and obligations will
be retained. Given the original market approach was open tender, an extension accommodates a
previously open competitive bid process.®*

4,17 On 6 December 2018 the board agreed to ‘extend’ the 2012 NIO contract with Accenture
for up to 24 months. The board noted that this was ‘ ... consistent with Commonwealth
Procurement Rules as confirmed by the Department of Finance’.

4,18 Other than a paper supporting the 6 December 2018 board decision that mentions
paragraph 10.3b8 as a condition for limited tender, documented decisions about the procurement
between October 2018 and June 2019 did not refer to any paragraph 10.3 condition that permitted
a limited tender.

4.19 The use of the paragraph 10.3b to justify a limited tender was inappropriate. As noted in at
paragraph 4.15, consideration of a procurement process in preparation for the conclusion of the
2012 NIO contract was discussed with government as early as April 2017. The situation was not one
of extreme urgency and the events were foreseeable. The justification to use direct source limited
tender because a previous procurement process had been competitive was inappropriate and not
consistent with the CPRs. Given that a contract variation needed to be negotiated with Accenture,
it was not necessarily the case that the rights and obligations under the 2012 contract would be
retained.

4.20 ADHA’s request for the external legal advice cited in the paper provided to the board on 6
December 2018 stated:

83 The ministerial submission referred to plans to conduct an ‘open design process with the technology industry
and broader community throughout the course of 2019, to ensure the design of the [MHR] takes full
advantage of advances in technology and is informed by the use of the system by consumers and healthcare
providers’.

84 There are no records of Department of Finance advice referred to in the 6 December 2018 board paper.

85 There was no explanation in the 6 December 2018 board paper of what the condition under paragraph 10.3b
covered. Department of Finance, Commonwealth Procurement Rules, Finance, 2023, paragraph 10.3b sets out
the following condition in which a limited tender is permitted: ‘when, for reasons of extreme urgency brought
about by events unforeseen by the relevant entity, the goods and services could not be obtained in time
under open tender’. Although it did not set out the detail of the proposed condition, the paper stated that the
use of this condition to justify a limited tender ‘may be perceived in a negative light by others that the
procurement does not encourage competition.’
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There is a significant deficiency of present system details, including architecture requirements for
how [MHR] currently operates, which will preclude other vendors in the marketplace submitting
a competitive proposal and reasonably being able to operate MHR ...

However, there was no reference to the National Infrastructure Documentation (NID) dispute with
Accenture (see paragraph 3.49 and Box 1) in the 6 December 2018 board paper, or its impact on
procurement options.8® The board was told that the contract ‘extension’ ‘will give ... until 2022 to
complete the procurement process and ensure a full and open dialogue with the community and
industry on the future technology to support My Health Record’.

421 On 20 June 2019 the board again approved the ‘extension’ of the NIO contact with
Accenture for up to 24 months. The paper seeking board approval did not reference a condition
justifying limited tender. The paper stated that: ‘Consultation with Finance has confirmed that an
extension to the current NIO Contract would be considered reasonable in the circumstances and an
available option to the Agency under the [CPRs]’.8” The 20 June 2019 board paper justified the direct
source limited tender by stating that negotiating with the existing supplier involved ‘cost
efficiencies’ and that a future MHR delivery model would be ‘very different’ and would ‘provide
opportunity to market test and review alternate models to deliver cost efficiencies’.88

4.22 The 16 August 2019 limited tender procurement plan noted the following three CPR
conditions to justify limited tender.

° 10.3b — ‘when, for reasons of extreme urgency brought about by events unforeseen by
the relevant entity, the goods and services could not be obtained in time under open
tender’.

° 10.3.d.iii — ‘when the goods and services can be supplied only by a particular business

and there is no reasonable alternative or substitute for one of the following reasons ... due
to an absence of competition for technical reasons’.

° 10.3.e — ‘for additional deliveries of goods and services by the original supplier or
authorised representative that are intended either as replacement parts, extensions, or
continuing services for existing equipment, software, services or installations, when a
change of supplier would compel the relevant entity to procure goods and services that
do not meet requirements for compatibility with existing equipment or services'.

4.23 The paragraph 10.3.d.iii and 10.3.e conditions for limited tender were documented and
approved in the procurement plan in August 2019, which was well after the limited tender process
had commenced. The conditions were never considered by the accountable authority. Although
paragraphs 10.3.d.iii and 10.3.e refer to circumstances that could have applied to the MHR NIO
context, no evidence to support the assertions were documented. The August 2019 procurement
plan referred to ADHA not having been able to obtain NID reflecting the MHR baseline from
Accenture in time to support a competitive procurement process (see Box 1). This was given as a
reason for the direct source limited tender approach.

86 The board paper mentioned an opportunity to improve ‘handover obligations’.

87 There are no records of Department of Finance advice referred to in the 20 June 2019 board paper.

88 The board had been informed on 6 December 2018 that: ‘It is highly likely that the future MHR system design
will be very different to the model today ... ADHA plans to undertake an open design process with the sector
through the course of 2019 ... With this proposed updated timeline, ADHA intends to extend the current
contract with Accenture.’
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In recent months, ADHA team has been attempting to establish the MHR baseline to describe the
current and future NIO environments in sufficient detail. The purpose of this has been to ensure
that another provider could reasonably take over provision of the MHR System with continuity ...
Accenture have been engaged to provide the current environment baseline which they have
advised is not available until April 2019. To facilitate the additional time needed and address the
risk that another vendor cannot successfully take over the MHR services, a deed of variation to
extend the NIO contract is proposed with Accenture.

4.24 The CEO approval cover sheet for the August 2019 procurement plan gave the following
explanation for the limited tender direct source approach:

ADHA has established a program of work ([National Infrastructure Modernisation] Program) ... it
has been identified that continuation of the services to run My Health Record are required and
service continuity must be maintained in parallel with the [NIM] Program activities. As a result, we
will seek to vary the current NIO contact ... with Accenture ...

4.25 When conducting a limited tender above the relevant threshold, the relevant limited tender
condition must be reported on AusTender.8° ADHA did not report it.

2022 procurement

4.26 Following the 2019 direct source limited tender procurement, the ‘extended’ contract with
Accenture was due to conclude on 30 June 2022 if all extension options were utilised. On 18 June
2020 the board approved discussions with Accenture about another possible contract ‘extension’
to mid-2023. On 18 February 2021 the board approved ‘the potential extension’ of the NIO contract
‘on a limited tender (direct source) basis’ for a period of up to 12 months through to 30 June 2024.
On 13 October 2021 the board was provided with an update on contract negotiation goals. None of
these board discussions included consideration of the justification for a limited tender approach in
2022.

4.27 On 22 December 2021 ADHA sought external legal advice regarding ‘extending’ the 2012
Accenture contract. The legal advice, which was provided on 17 March 2022, referenced ADHA
being unable to obtain accurate and up to date MHR system architecture documentation resulting
in delays to the National Infrastructure Program.

4.28 On 24 February 2022 the board was provided with an update on the negotiations with
Accenture, which noted an intention to ‘extend’ the contract. The board discussion included no
consideration of the justification for a limited tender approach or mention of the NID dispute and
its ongoing ramifications for a competitive procurement process. The board was told that ADHA
‘currently is dependent on Accenture and the contract is in Accenture’s favour in terms of
intellectual property’.

4.29 On 24 March 2022 the board was advised that advice on the legal risks of the limited tender
approach had been sought, and that limited tender was an option as long as it was appropriately
justified under the CPRs. The board considered two conditions as justification for a direct source
limited tender. CPR paragraph numbers were not cited, however the conditions were those under
paragraphs 10.3b (extreme urgency) and 10.3d.iii (no reasonable alternative).

4.30 The 24 March 2022 board paper does not mention the legal advice regarding the impact of
the NID dispute with Accenture on the ability to go to open tender in 2022. The reasons given in the

89 Department of Finance, Commonwealth Procurement Rules, Finance, 2023, paragraph 9.11.
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board paper for a limited tender process were: ‘the uncertainty surrounding funding for future NIM
modernisation activities, including the upcoming Federal election’ and ‘Delays in the
implementation of the NIM Program [which] extend the Agency’s reliance on the technology and
system expertise that NIO provides under its current contract with the Agency.” The paper
concluded:

Given these issues and the centrality of the NIO contract for the continued secure and reliable
operation of the MHR, the Agency is seeking to extend the current NIO contract through a limited
tender process consistent with the [CPRs] ... in the circumstances there is no reasonable
alternative.

4.31 The minutes of the 24 March 2022 board meeting show the board was told ‘the option of
going to market would involve significant time and resources and the intellectual property is with
Accenture’. The NIO contract does not appear to create an intellectual property obstacle as it
provides for a perpetual licence to ADHA to use software. The minutes do not record the board
guestioning the assertion that the intellectual property was with Accenture, or the flawed reasoning
of minimising time and resources on a procurement process. The board minutes state that ‘ADHA
is in the process of building a new environment with new vendors and it is understandable that the
legacy vendors and architecture will need to be in place for a few more years’ and ‘ADHA is a small
part of the total Commonwealth Accenture spend’.

4.32 Unlike the 2019 procurement (which involved two extension options of one year each for
an aggregate additional contract period of two years), in 2022 a single three-year ‘extension’” was
recommended to the board for approval. The board was told that annual renewals were
undesirable due to the time and resources involved; potential negative impacts on Accenture
providing ‘optimum services or resources’; Accenture using the one year renewals as an opportunity
to ‘renegotiate rates each renewal’; and an Accenture commitment to ‘efficiency gains and
improvements on the basis of a three year contract’.

4.33  On 3 June 2022 a briefing paper sought the CEQ’s signature on the deed of variation to the
NIO contract with Accenture to increase the contract value by $105,320,195 (inc. GST), with a
three-year ‘extension’ to 30 June 2025. While the board minutes were attached, the CEO briefing
paper does not set out the reason for limited tender.

4.34 The limited tender condition reported on AusTender for the 2022 procurement was
paragraph 10.3e. This particular condition was never presented to, or approved by, the accountable
authority of ADHA for the 2022 procurement.

Recommendation no. 8

435 The Australian Digital Health Agency implement controls to ensure that, in making
procurement decisions, relevant information (including legal advice, and any past and ongoing
disputes and performance issues with a supplier) is incorporated into the value for money
assessment.

Australian Digital Health Agency response: Agreed.

436 Both the 24 March 2022 board and the 3 June 2022 CEO decisions to approve a limited
tender in 2022 occurred after the limited tender process with Accenture had begun.

Auditor-General Report N0.36 2023-24
Procurement of My Health Record

61



Recommendation no. 9

4.37 The Australian Digital Health Agency ensure limited tender processes do not commence
before the limited tender procurement approach has been approved by the relevant
decision-maker, including (if applicable) consideration by the decision-maker of the specific
conditions justifying limited tender.

Australian Digital Health Agency response: Agreed.

Recommendation no. 10

4.38 For the procurement of a National Infrastructure Operator following the expiry of the
National Infrastructure Operator contract on 30 June 2025, Australian Digital Health Agency
conduct an open tender in accordance with the Commonwealth Procurement Rules.

Australian Digital Health Agency response: Agreed in principle.

4.39 Agreed in Principle, noting the Accountable Authority is responsible for these decisions.

Has Australian Digital Health Agency conducted effective limited
tender processes?

Cost and other factors, including Accenture’s experience as the National Infrastructure
Operator, were considered in the decision to award a contract ‘extension’ to Accenture in 2019
and 2022. However, the accountable authority made the decision without fully considering
Accenture’s performance history and ADHA did not document a clear value for money
assessment for either procurement. Approvals were given by officials with appropriate
authority and were appropriately documented. The approach to declaring potential conflicts of
interest did not comply with ADHA policy and program-specific probity obligations were
unclear. ADHA partly complied with AusTender reporting requirements.

Limited tender processes

4.40 Procurements that are below a value threshold or meet one of the exemptions from open
tender are not required to meet the requirements of Division 2 of the CPRs.?® However, Division 1
of the CPRs applies to all procurements, including limited tenders. Division 1 of the CPRs states that
procurement documentation should include the requirement, the process, how value for money
was considered and achieved, relevant approvals, and the basis for relevant decisions.® Ethical

90 Department of Finance, Commonwealth Procurement Rules, Finance, 2023, paragraph 9.7. Division 2 relates
to procurements that are at or above the relevant procurement threshold and is concerned with tender
request documentation, tender evaluation criteria, time limits for tender submission, receipt and opening of
tender submissions, and awarding contracts.

91 Department of Finance, Commonwealth Procurement Rules, Finance, 2023, paragraph 7.3.
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behaviour as it relates to a procurement is outlined in Division 1.°2 Table 4.3 shows ADHA’s level of
compliance with key CPR requirements for limited tender processes.

Table 4.3: Assessment of tender processes

Requirement Source of requirement 2019 procurement = 2022 procurement

Demonstrate value for money | CPRs, paragraph 4.4

Appropriate approval and CPRs, paragraph 7.3 . .

contracting processes Contract Management
Guide, paragraph 2.13

Manage probity CPRs, paragraphs 6.5—
6.8
Key: @ Fully compliant 4 Partly compliant m Non-compliant

Source: CPRs, Australian Government Contract Management Guide and ANAO analysis of ADHA procurement
documentation.

Demonstration of value for money

4.41 Division 1 of the CPRs states that ‘officials responsible for a procurement must be satisfied,
after reasonable enquiries, that the procurement achieves a value for money outcome’.? As the
NIO procurement was a direct source limited tender, there was no competitive pressure in 2019 or
2022, increasing the risk that value for money would not be achieved. In these circumstances,
robust negotiations and benchmarking price can help to achieve and demonstrate value for money.

4.42 Both procurements involved contract negotiations with Accenture, although negotiation
planning was stronger in 2022.

° 2019 procurement — There was a negotiation process with Accenture from 4 October
2018, however ADHA had no finalised negotiation strategy, tender request or tender
response.

° 2022 procurement —There was a negotiation process with Accenture following 18 June

2020 board approval to begin discussions with Accenture about another possible
‘extension’ of the NIO contract to mid-2023 (see paragraph 4.26). ADHA began drafting a
negotiation strategy in January 2021 and wrote to Accenture on 23 February 2021.
Contract negotiation goals were considered by the board on 13 October 2021. In 2022
ADHA engaged a consultant to assist with the negotiations.’* Between December 2021
and March 2022 ADHA had several discussions with Accenture about a possible ‘extension’
term. ADHA had planned to seek two single year options to extend, or a two-year
extension (both would end June 2024). Accenture proposed two options: a one-year
extension followed by two additional one-year extension options (option 1); or a single
three-year extension (option 2) (both would end June 2025). On 16 March 2022 Accenture
provided ADHA with a ‘limited tender response’ that outlined the two options. Only option
2 included a commitment to improve NID. As noted at paragraph 4.32, ADHA accepted
option 2.

92 Department of Finance, Commonwealth Procurement Rules, Finance, 2023, paragraph 6.6.
93 ibid., paragraph 4.4.
94 AusTender contract notice CN3526434, RPV Consultants.

Auditor-General Report N0.36 2023-24
Procurement of My Health Record

63



4.43 ADHA did not benchmark price for the 2019 procurement. Accenture’s 2022 limited tender
response provided a rate card for systems improvements and operational management services,
which it stated would be based on the Skills Framework for the Information Age (SFIA).>> Accenture
provided ADHA with a table showing previous Accenture rates (for 2021) and SFIA rates. For 57 per
cent of roles, the 2021 Accenture rates were higher than the SFIA rates, and on average rates were
23 per cent higher. ADHA performed analysis on but did not negotiate the rates.

4.44 When assessing whether a procurement represents value for money, the CPRs state that
price is not the sole factor. Officials ‘must consider the relevant financial and non-financial costs and
benefits of each submission including but not limited to the ... potential supplier’s relevant
experience and performance history.””® As noted at paragraphs 4.15 to 4.34, many other factors
besides cost, including Accenture’s experience as the NIO, were considered in the decision to award
a contract ‘extension’ to Accenture in 2019 and 2022. However, as noted at paragraph 4.20 (for the
2019 procurement) and paragraph 4.28 (for the 2022 procurement), factors relating to Accenture’s
performance history (the NID dispute) were not communicated to the board.

4.45 Advice provided to the board and CEO largely did not include a clear overarching assessment
of value for money, and neither the board nor the CEO requested a value for money assessment
prior to making their decisions. However, elements of a value for money assessment were provided.

° 2019 procurement — The papers supporting the 20 June 2019 board approval of the NIO
contract ‘extension’ with Accenture (see paragraph 4.21) noted a negotiated annual
saving of $8.2 million and a ‘satisfactory level’ of current service performance by
Accenture. There was no value for money discussion in the cover sheet supporting the 16
August 2019 CEO approval of the deed of variation, however the attached limited tender
procurement plan discussed value for money of a limited tender method of
procurement.’” The plan did not specifically discuss the value for money of the contract
variation with Accenture.

. 2022 procurement — The board paper supporting the 24 March 2022 board approval of
the NIO contract ‘extension’ with Accenture (see paragraph 4.29) compared the relative
merits, savings and administrative benefits of the two contract term options. The paper
supporting the 3 June 2022 CEQ’s approval of the deed of variation (see paragraph 4.33)
stated that as part of the contract negotiations ADHA had gained ‘concession’ (benefits)
in relation to the contract. This included a new charging rate card for systems
improvement work allowing comparison of market rates. The paper said this would give
savings of approximately 17 per cent, although that would be partly lost through allowing
Accenture to recover certain travel costs.

95 The Skills Framework for the Information Age (SFIA) is a global standard that defines digital and other ICT
related skills and divides them into seven levels of responsibility. SFIA can provide a ‘rate card licence’ based
on these levels for a fee. Australian Government, Skills framework for the information age [Internet], available
from https://www.digitalprofession.gov.au/guides-and-resources/skills-framework-information-age [accessed
11 February 2024].

96 Department of Finance, Commonwealth Procurement Rules, Finance, 2023, paragraph 4.5.

97 The August 2019 procurement plan said a limited tender would achieve the best value for money outcome for
the following reasons: leveraging existing terms and conditions that are already agreed between the parties;
avoiding unnecessary use of public resources; providing sufficient time to address current ‘opt-out’ initiative
and avoids wastage due to rework or competing priorities; and providing ongoing assurance of the MHR
services for continued delivery of MHR.
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Recommendation no. 11

4.46 The Australian Digital Health Agency, in approving expenditure through a procurement,
ensure that decisions are supported by a clear value for money assessment, which considers the
financial and non-financial costs and benefits of the procurement.

Australian Digital Health Agency response: Agreed.

Approval and contracting processes

447 In the 2019 and 2022 procurements, the accountable authority (the ADHA board)
authorised the contract with Accenture being ‘extended’ and approved the expenditure. Under this
authorisation the CEO signed and executed the variations to the NIO contact with Accenture. The
approvals, and the basis for decisions, were undertaken by the official with appropriate authority
and appropriately documented.

448 As noted at paragraph 1.9, the 2012 NIO contract with Accenture was amended following
the 2019 and 2022 procurements using a deed of variation. The Australian Government Contract
Management Guide states that:

You can only extend a contract if all of the following conditions are met:
1. the contract contains an (unused) option to extend 2. It is value for money to extend the contract
and 3. the contract has not yet expired ... If you do not meet the conditions for contract extension,
seek legal advice. You may have the option to ... Put in place a short-term contract to cover the
period until you complete a new procurement process and establish a new contract ... Extend a
contract by variation before the contract end date for a short period of time where: a. the
procurement process for a replacement contract is still ongoing and continuity of the supply of
goods or services is essential or b. the scope and value of the contract remains largely the same.
This can allow for finalisation of the contract when experiencing minor delays.?®

449 In December 2018 ADHA received external legal advice recommending the existing contract
be varied rather than a new contract be negotiated because it would be likely to: consume less time
and resources; reduce the possibility of the contractor raising new issues; and minimise the
possibility of inconsistency or overlap.

450 In relation to the 2022 procurement, on 27 April 2022 ADHA sought advice from the
Department of Finance about the potential further extension of the NIO contract under limited
tender. On 4 May 2022 the Department of Finance responded that:

Contracts should not be extended by variation due to a failure to appropriately plan procurement
needs, to continue supplier relations, or with the intention of discriminating against a supplier,
avoiding competition, or to avoid obligations under the [CPRs]. Section 2.12 of the [CM Guide]
provides guidance on managing contract variations. The purpose of the conditions under 10.2 of
the CPRs is to allow a relevant entity to conduct a new procurement at or above the relevant
procurement threshold through limited tender. They are not for the purpose of varying existing
contracts ...

451 On the same day a central procurement area officer advised their director that: ‘The key
piece of advice here is that an existing contract established via open tender cannot be extended

98 Department of Finance, Contract Management Guide, Finance, 2023, paragraph 2.13 (as applicable since
April 2019), p. 41.
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through variation using a limited tender condition.’ This advice was sought and received after the
board decision on 24 March 2022 but before the CEO was asked to sign the contract variation on 3
June 2022. The briefing to the CEO does not mention the Department of Finance advice, and the
board was not advised of it.

Management of probity

4.52 The CPRs state that procurements should be ethical.>® Ethical procurement includes dealing
with conflicts of interest; complying with all directions in relation to gifts and hospitality; and
handling complaints effectively.1®

Probity plans, advisors and briefings
4.53 The Department of Finance guidance on ethics and probity in procurement states that:

A 'probity adviser' would typically advise on probity issues as they arise during a tender process,
possibly in accordance with a probity plan that provides guidance on how probity is to be
addressed during the procurement.!%!

4.54 ADHA did not have a probity plan specifically for the 2019 and 2022 NIO procurements.
However, it had a probity framework for the NIM Program from September 2019 (NIM probity
framework). The NIM probity framework covered procurements for the APl Gateway and Cloud
storage/hosting services and the 2022 NIO procurement. It did not cover the 2019 NIO procurement
(which was concluded by 21 August 2019).

455 In addition to the NIM probity framework, Accenture developed an NIO probity plan
(Accenture probity plan) in consultation with ADHA in 2018. The Accenture probity plan outlined
how Accenture would manage any potential conflicts of interest arising from Accenture’s role as
the NIO during NIM Program procurement processes. This included a separation between the
Accenture’s NIO contract project team and NIM project team and a probity ‘screening process’t0?
conducted by Accenture. In August 2020 ADHA required Accenture to implement the probity
controls in the Accenture probity plan. ADHA extended the Accenture probity plan in 2021.

456 Inrelation to the 2019 NIO procurement, an external probity adviser was appointed for the
period 18 May 2018 to 30 June 2020.1%3 The probity adviser provided advice on NIO matters,
including the Accenture probity plan and probity arrangements. There is no evidence that the
probity adviser provided advice specifically about the 2019 sole source limited tender NIO
procurement. The same external probity adviser was appointed for the period of the 2022
procurement and provided probity advice relating to the NIM Program. The NIM probity framework

99 Department of Finance, Commonwealth Procurement Rules, Finance, 2023, paragraphs 6.5 and 7.12.

100 ibid., paragraphs 6.6 and 6.8.

101 Department of Finance, Ethics and probity in procurement [Internet], Finance, 2021, available from
https://www.finance.gov.au/government/procurement/buying-australian-government/ethics-and-probity-
procurement [accessed 8 February 2024].

102 The screening process involved Accenture project managers vetting personnel commencing work on the NIO
contract or a NIO procurement process to assess whether it creates an actual or potential conflict of interest.

103 AusTender contract notice CN3529738, O’Connor Marsden and Associates, maximum contract value of
$155,857 (GST inclusive).
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states that a probity adviser was responsible for monitoring the probity framework’s
implementation as well as providing guidance and advice on the NIM Program.

457 The NIM probity framework states ‘The Probity Adviser shall provide a briefing to all
personnel involved in the [NIM] Program on their responsibilities in relation to their obligations
under the Framework and other requirements when necessary.” The procurement manager is
responsible for maintaining a register of those who have attended a probity briefing. The NIM
conflict register (see paragraph 4.61) notes the date staff were invited to attend a probity briefing
and the date of attendance. Of the ADHA staff listed on the NIM conflict register, 74 (out of 319)
had not attended a probity briefing as at October 2023.

Conflicts of interest

4.58 The NIM probity framework includes a flowchart of the required forms; a conflict of interest
declaration template; and a checklist to assist staff to identify whether they have potential
conflicted interests. The NIM probity framework requires all individuals involved in the
procurement processes to declare existing or potential interests to the procurement manager. The
flowchart attached to the framework states that a ‘conflict of interest form’ must be completed by
staff. The conflict of interest declaration attached to the framework requires a positive declaration
about whether or not a conflict of interest exists. The NIM probity framework does not refer to the
ADHA June 2019 conflict of interest policy (which applied to both NIO procurements), which
requires a conflict of interest deed poll to be completed and signed by all procurement delegates,
tender evaluation team members and advisors (see paragraph 2.13).

4.59 Inrelation to the 2019 NIO procurement, the procurement plan stated that there was:

no conflict of interest between staff members of the Strategic Service Design and Delivery Branch
or the Delegate and Accenture Australia Holdings Pty Ltd with regard to any part of this Limited
Tender procurement process.

There are no records to support this statement. ADHA did not comply with the conflict of interest
policy in the 2019 or 2022 NIO procurements; ‘confidentiality, privacy and conflict of interest’ deed
polls were not completed by relevant staff members. ADHA did not fully comply with the NIM
probity framework requirements in 2022; the conflict of interest declaration was not completed by
all staff working on the 2022 limited tender procurement.

Recommendation no. 12

4.60 Australian Digital Health Agency:

(a) ensure program-specific probity frameworks are consistent with other agency policies;
and

(b) establish assurance processes over the declaration of interests in procurements to
ensure that positive declarations are made as required under Australian Digital Health
Agency’s conflict of interest policy and National Infrastructure Modernisation probity
framework.

Australian Digital Health Agency response: Agreed.

461 InSeptember 2019 a register was established (NIM conflict register) under the NIM probity
framework. The NIM conflict register covered the 2022 NIO procurement (and the 2021
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procurements for the APl Gateway and cloud storage services). It is unclear which declarations in
the NIM conflict register related to the 2022 NIO procurement as the register was used for other
activities. Between September 2019 and September 2022, 74 conflicts were recorded in the
register, of which 28 related to Accenture. The interests declared were related to personal and
professional relationships, and previous employment with Accenture. There were no declarations
by four ADHA officials who were involved in the procurement and contract management of MHR
— the Chief Financial Officer, the General Counsel, the Chief Operating Officer and a key staff
member from the Technology Planning and Delivery branch.

4.62 The external probity adviser reviewed declarations relating to Accenture between March
2020 and August 2022. Nineteen ADHA staff were reminded of their obligations and provided copies
of a probity briefing presentation and a guidance document. The external probity advisor
recommended management action for nine other ADHA staff'%4, however management plans were
not developed.

4.63 Board meetings included declarations of interests as an agenda item for all meetings from
April 2016 to September 2023. As required by the board charter, board meeting minutes detail the
interests. Between 2016 and 2023 two board members declared interests related to the NIM
Program. The first declarations were made at a June 2020 meeting and appropriate actions were
taken. These same board members raised their interests in subsequent meetings and recused
themselves for related agenda items, including discussions on the NIO contract cost.

Gifts and benefits

4.64 ADHA’s public gifts and benefits register for CEO declarations (see paragraph 2.21) has no
entries relating to Accenture.% The internal gifts and benefits register for other agency personnel
also has no entries relating to Accenture.

Procurement complaints handling

4.65 On 24 March 2022 the ADHA board was advised that the proposed contract ‘extension’ by
limited tender may result in public criticism and noted that legal advice would be sought on issuing
a Public Interest Certificate.’%® ADHA officials determined that a Public Interest Certificate was
unnecessary, legal advice was not sought, and the matter was not brought back to the board. The
ANAO found no evidence of complaints relating to the 2019 and 2022 NIO procurements.

Procurement reporting

4.66 ADHA must report all contracts and amendments on AusTender within 42 days of entering
into or amending a contract for any non-construction services contracts valued at or above

104 Recommended management actions were: review declarations based on involvement in upcoming
procurements; refrain from personal meetings or interactions with certain contacts should an individual be
involved in a procurement; report contact from vendors; report any changes to an individual’s role; monitor
associations; and not work on the NIM Program.

105 DXC and Deloitte were contracted to provide the cloud storage and APl Gateway aspects of the MHR National
Infrastructure, respectively, in 2021.

106 A Public Interest Certificate is issued under section 22 of the Government Procurement (Judicial Review) Act
2018 (Cth) by an Australian Government entity in relation to a specific procurement process, stating it is not in
the public interest for the procurement to be suspended while any complaints or injunctions are being
considered.
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$80,000.1%7 Entities are responsible for the completeness, accuracy and timeliness of notices
published on AusTender.

4.67 As noted at paragraph 1.9, between January 2018 and December 2023, ADHA executed
eight contract variations with Accenture above the reporting threshold of $10,000. Seven of these
were required to be reported on AusTender within 42 days.'®® ADHA was non-compliant with
AusTender reporting requirements, with some contract variations not separately reported,
reporting occurring outside of the 42-day period and incorrect reporting of limited tender
procurement conditions except in relation to the June 2019 variation (Table 4.4).

Table 4.4: AusTender reporting of National Infrastructure Operator contract variations

Execution Increase in Timeliness and accuracy of
date contract reporting
value
12 June Variation $25 million « Reported 40 days after execution. <
20192
30 August Variation after | $43 million e Reported 41 days after exercising
2019 procurement option.
J:ezatetriillszwoefd e Amount reported relates to value of
further the first year of option
) ($42.7 million).
extension
option to June e Reported incorrectly as ‘open
2021p tender’.
28 Variation $4 million e Not separately reported.© [ |
September
2020
1 Variation $4.4 million e Not separately reported.© [ |
December
2020
18 Variation $6.6 million ¢ Reported 202 days after execution.
zDgé:ggnber e Amount combined with contract
variations executed 28 September
2020 and 1 December 2020.
e Reported incorrectly as ‘open
tender’.
26 Exercise $40 million o Not separately reported.® [ |
February extension
2021 option to June
2022b

107 Department of Finance, Commonwealth Procurement Rules, Finance, 2023, paragraphs 3.7 and 7.18.

108 One of the variations (2019 variation after a procurement) was not required to be reported because at the
time of execution it only added extension options rather than value. Those extension options were required
to be reported within 42 days of being exercised.
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Execution Increase in Timeliness and accuracy of

date contract reporting

value
8 April Variation $2.4 million ¢ Reported 92 days after execution.
2021f

¢ Amendment start date (14 April
2021) incorrect.

e Amount reported ($43 million)
incorporates option to 30 June
2022 (exercised 26 February 2021).

2 July Variation $11.5 million e Reported 75 days after execution.

20218 e Reported incorrectly as ‘open

tender’.

26 June Variation after | $105 million ¢ Reported as two separate contracts
2022" procurement with amounts separated for

— lengthened 2021-22 ($5.1 million) and for July
term from July 2022 to June 2025 ($100 million).
2022 to June

2025 e ‘First’ contract reported 40 days

after execution. ‘Second’ contract
reported 78 days after execution.

e ‘First’ contract reported incorrectly
as ‘open tender’.

e ‘Second’ contract reported in
August 2022 as ‘limited tender’
under condition 10.3.e., which was
amended to 10.3.diii (in line with
advice to the accountable authority)
in 2024.

Key: @ Fully compliant 4 Partly compliant m Non-compliant
Note a: AusTender contract notice CN3612552.

Note b: The AusTender reporting obligation arose when the extension options were exercised rather than when the
variation allowing for the extension options was executed.

Note c: Combined with variation executed on 18 December 2020.

Note d: AusTender contract notice CN3612552-A2.

Note e: Combined with variation executed on 8 April 2021.

Note f:  AusTender contract notice CN3612552-A3.

Note g: AusTender contract notice CN3612552-A4.

Note h: AusTender contract notices CN3612552-A5 and CN3902911.

Source: CPRs and ANAO analysis of AusTender reporting and executed NIO contracts.

4.68 For each contract awarded through limited tender, an official must prepare and
appropriately file a written report that includes the value, a statement indicating the circumstance
and conditions that justifies the use of limited tender, and a record demonstrating how the
procurement represented value for money in the circumstances.'® ADHA did not prepare these
written reports for the 2019 and 2022 NIO procurements.

109 Department of Finance, Commonwealth Procurement Rules, Finance, 2023, paragraph 10.5.
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Recommendation no. 13
4.69 The Australian Digital Health Agency establish controls to ensure that:

(a) all contracts and contract variations are reported accurately on AusTender within the
required timeframes; and

(b) in accordance with the Commonwealth Procurement Rules, for each contract awarded
through limited tender, a written report is prepared that includes the value, a statement
indicating the circumstance and conditions that justified the use of limited tender, and
a demonstration of how the procurement represented value for money in the
circumstances.

Australian Digital Health Agency response: Agreed.

St et

Rona Mellor PSM Canberra ACT
Acting Auditor-General 12 June 2024
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Appendix 1  Entity responses

. Australian Government

Australian Digital Health Agency

24 May 2024

Ms Rona Mellor PSM

Acting Auditor-General
Australian National Audit Office
GPO Box 707

Canberra ACT 2601

Dear Ms Mellor

Thank-you for your letter of 18 April 2024 seeking the Australian Digital Health Agency’s (the Agency)
response to the report prepared pursuant to section 19 of the Auditor-General Act 1997, Procurement of
My Health Record (the Report).

We welcome the Report as a further opportunity to improve the effectiveness of our procurement and
contract management approaches. The recommendations will assist us as we continue the significant and
complex work required to diversify and modernise national digital health infrastructure.

While the Agency agrees with the observation in the Report that large public-facing IT systems involve
elevated risk, the My Health Record has been operating successfully for more than a decade as a large
scale, clinical IT system.

The national significance and success of My Health Record is demonstrated by the number of Australian
healthcare consumers and clinicians using the system, enabling them to access vital health information
when and where they need it. As of January 2024, more than 23.7 million consumers had a My Health
Record. Over 23 million of these records contain health information.

Since 2010-11, there has been an investment of $2.9 billion in national digital health systems and services,
including funding for the operating costs of the Agency, which until the 2023-24 Budget, were generally
provided on a year-by-year basis. Of this, 5746 million is directly related to the My Health Record national
infrastructure operator.

The strategic intent behind the 2019 procurement was to enable the Agency to embark on a modernisation
program. Following this procurement, the Agency engaged with the market in 2019 (through a request for
information). Subsequently the Agency has, through a planned and methodical approach involving
competitive procurements over 2020 and 2021, moved from reliance on one vendor to a multivendor
environment, while ensuring the stability of the system and the security of Australians” health information
throughout the transition. This approach has progressed and for 2023-2024, Accenture’s proportion of the
Agency’s operating budget for national infrastructure vendors is approximately one third of the total value.

The My Health Record system was never more important than when Australia faced the COVID-19
pandemic. Through the delivery of a stable and reliable My Health Record system, the Agency supported

Australian Digital Health Agency ABN 84 425 496 912, Level 25, 175 Liverpool Street, Sydney, NSW 2000
Phone +61 2 8298 2600
www digitalhealth.gov.au
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the national effort to minimise the impacts of the pandemic on Australians and to enable freedom of
movement. Five of the six contract variations outlined in the Report were executed in response to the
COVID-19 pandemic.

During the national pandemic emergency, the value of the system was clearly demonstrated, with
enhancements made to display COVID-19 test results and vaccination records. The exigencies of the
pandemic necessitated active management of competing priorities and risks, balancing contract
management and procurement considerations with the need for swift delivery to support the Government
response and the health of Australians over 2020 to 2022.

Concurrently, the Agency embarked on the first phase of modernisation of the My Health Record system.
This included a new Health APl Gateway Service, procured through an open tender approach in 2021 and
going live in December 2022, to modernise connections to the system and the migration of My Health
Record data from ‘on premise’ storage to modern, secure public cloud infrastructure.

The focus of the Report centres largely on this time period, and the Agency welcomes and agrees the
recommendations in the report, with one recommendation agreed in principle.

The Agency agrees in principle to the recommendation that an open tender approach is undertaken at the
expiry of the current National Infrastructure Operator contract, noting that the Agency accountable
authority has responsibility for this decision making.

The Agency welcomes the conclusion that our governance framework for procurement and contract
management is largely fit-for-purpose. The Agency has already taken steps towards implementing the
Report’s recommendations. There is work underway, for example, to ensure our policies, processes and
record keeping can demonstrate compliance with the Commonwealth Procurement Rules and we have
initiated a two-stage assurance process, including independent oversight, to assess and achieve value for
money from procurement activities.

Furthermore, over the last two years the Agency has made significant improvements to our systems of
internal control. The Agency’s approach to risk management has been enhanced, with increased
traceability from operational to strategic risks and assessment of the effectiveness of internal controls.

The Agency’s Enterprise Portfolio Management Office was established in late 2021 and has matured to

support a disciplined approach to program and project management, an electronic record management
system has been introduced and the Agency has implemented the Department of Finance best practice
BuyRight tool to support procurement and contract management.

Recently, the Agency has been planning procurements to support a further modernised My Health Record
capability that can securely share health information in near real-time across the health ecosystem. The
current phase of modernisation supports current health reforms to deliver multidisciplinary care to
Australians. It also involves the development of a national Health Information Exchange (HIE) capability to
more readily facilitate access to and retrieval of clinical data and provide safe, timely and equitable patient-
centred care across the entire health system.

The Agency will also be procuring a new national repository that will improve the capabilities of national
infrastructure, including My Health Record, to enable the storage of health-related information using the
internationally recognised FHIR standard (Fast Healthcare Interoperability Resources standard, enabling
better data quality across different systems and platforms and supporting more connected health care.
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As the Agency moves to deliver this next phase of modernisation, we will continue to take a continuous
improvement approach to program, end to end procurement and contract and financial management.

Since the commencement of the Audit the Agency has:
e updated the conflict-of-interest policy;

¢ updated the Gifts and Benefits Policy;
e updated the Corporate Policy Development Process; and
¢ updated procurements published on AusTender.
In conclusion, the Agency welcomes the Report. We are committed to implementing the recommendations

and continuing to drive digital health solutions to empower Australian healthcare consumers, connect the
health system and support clinicians to provide high quality care for Australians.

Yours sincerely

Lyn McGrath, GAICD
Board Chair, Australian Digital Health Agency
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Accenture Australia Holdings Pty Ltd.
ABM 61 096 995 649
65 Canberra Ave, Griffith, ACT 2603

>
acce nt ure Tel: +612 6217 3000

accenture.com

17" May 2024

Ms Rona Mellor

Acting Auditor-General for Australia
Australian National Audit Office

38 Sydney Avenue

Forrest ACT 2603

Dear Ms Mellor,

RE: PROCUREMENT OF MY HEALTH RECORD — EXTRACT FOR ACCENTURE AUSTRALIA
HOLDINGS PTY LTD (ACCENTURE)

Thank you for giving us the opportunity to comment on a limited extract of the Australian
National Audit Office’s (ANAQ) proposed report on the Procurement of the My Health Record
(Report).

The Report covers procurement processes conducted by the Australian Digital Health Agency
(Agency) in relation to the My Health Record platform.

We respect the integrity of Commonwealth Procurement processes, and act in accordance with
the rules, as well as Agency directions, applicable to any procurement activity with the
Commonwealth.

While Accenture does not have any specific comments on the extract provided, we have been
fortunate to partner with the Commonwealth Department of Health and Ageing, and now the
Agency to design, build and operate the My Health Record platform.

We are proud of the work that we have delivered in support of a more connected healthcare
system that is accessible, progressive and secure.

Yours sincerely,
Meeese W{%‘{
3

Louise May

Senior Managing Director

Health & Public Service Lead
Accenture Australia Holdings Pty Ltd

Accenture Australia Holdings Pty Lid. ABN 61 096 995 64%incorporated in Sydney, Australia
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Appendix 2  Improvements observed by the ANAO

1. The existence of independent external audit, and the accompanying potential for scrutiny
improves performance. Improvements in administrative and management practices usually
occur: in anticipation of ANAO audit activity; during an audit engagement; as interim findings are
made; and/or after the audit has been completed and formal findings are communicated.

2. The Joint Committee of Public Accounts and Audit (JCPAA) has encouraged the ANAO to
consider ways in which the ANAO could capture and describe some of these impacts. The ANAQO’s
Corporate Plan states that the ANAO’ s annual performance statements will provide a narrative
that will consider, amongst other matters, analysis of key improvements made by entities during
a performance audit process based on information included in tabled performance audit reports.

3. Performance audits involve close engagement between the ANAO and the audited entity
as well as other stakeholders involved in the program or activity being audited. Throughout the
audit engagement, the ANAO outlines to the entity the preliminary audit findings, conclusions
and potential audit recommendations. This ensures that final recommendations are appropriately
targeted and encourages entities to take early remedial action on any identified matters during
the course of an audit. Remedial actions entities may take during the audit include:

. strengthening governance arrangements;

° introducing or revising policies, strategies, guidelines or administrative processes; and

° initiating reviews or investigations.

4. In this context, the below actions were observed by the ANAO during the course of the

audit. It is not clear whether these actions and/or the timing of these actions were planned in
response to proposed or actual audit activity. The ANAO has not sought to obtain assurance over
the source of these actions or whether they have been appropriately implemented.

Table A.1: Improvements observed by the ANAO

. . . Report
Actions observed during the course of the audit paragraphs

The Australian Digital Health Agency (ADHA) removed its procurement manual
from its intranet procurement guidance following an update to its procurement policy | Paragraph 2.5
in December 2023.

ADHA updated its procurement policy in December 2023. Paragraph 2.5

ADHA completed a review of its ‘Policy and Framework’ register in December 2023. | Paragraph 2.6

ADHA received an internal audit on 27 September 2023 on its contract

management practices. Paragraph 2.7

Contract management training was delivered to staff in June 2023. Other training
sessions covering BuyRight, financial literacy and procurement were also provided Paragraph 2.10
in 2023.

ADHA updated its gifts and benefits policy in March 2024, clarifying timeframes and

thresholds for declarations. Paragraph 2.19

ADHA published up-to-date and complete Chief Executive Officer gifts and benefits | Footnote to
declarations on its website. paragraph 2.21

Two new board members were appointed in January and February 2024. Paragraph 2.25
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Appendix 2

Report
paragraphs

Actions observed during the course of the audit

In November 2023, the Audit and Risk Committee considered a report on the

‘Strategic Control Review Program’. Paragraph 2.29

ADHA's risk management toolkit was revised and approved on 25 September 2023. | Paragraph 3.3

ADHA's review of deliverables associated with the release of MHR system Paragraphs 3.41
enhancements and annual deliverables has improved since 2022. and 3.43

In March 2024 ADHA corrected its AusTender reporting regarding the limited tender
condition used for the procurement process for the National Infrastructure Operator | Table 4.4
contract in 2022.
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Appendix 3

Risk sources?

Roles and
responsibilities

Examples of risk

Unclear and/or misunderstood roles and
responsibilities for aspects of contract management

National Infrastructure Operator contract provisions to manage risks

Selection of contract provisions

Contractor and agency representatives for notices
Obligations of parties
Governance obligations and administration

Supplier performance

Failure to provide contract deliverables on time, to
the agreed quality standards; failure to comply with
all contract provisions, for example, privacy, security,
recordkeeping; fraud and/or unethical conduct by the
supplier

Obligation to maintain insurance
Performance standards

Maintenance of system documentation
Maintenance of records

Reporting

Audit and access

Dispute resolution

Conflicts of interest

Step-in arrangements for substantial non-performance or gross
mismanagement

Termination
Handover arrangements

Changes in
circumstances or
requirements

Contract changes not formalised as contract
variations; supplier not prepared to agree to contract
variations to accommodate changes in entity
requirements; changes in circumstances not
managed in a timely manner

Extension of time
Changes to service scope
Process for varying the contract




Risk sources? Examples of risk Selection of contract provisions

Payments Failure to pay supplier invoices in a timely manner; e Milestones and payments
failure of the supplier to provide correctly rendered

invoices; submission by the supplier of an invoice for * Reduction in charges (service credits)

unforeseen or unapproved additional cost e Benchmarking standards of delivery and costs of services
Information and Failure to have appropriate security controls and ¢ Compliance with Australian Digital Health Agency (ADHA) security
cybersecurity risks measures in place to protect Commonwealth data procedures and requirements

such as the failure of the supplier to meet the
requirements of the Protective Security Policy
Framework (PSPF) and Information Security Manual | ® Disclosure of confidential information
(ISM); failure to prevent, mitigate and manage cyber | o sypcontracting conditions

security incidents, such as attempts by malicious
cyber actors to breach ICT systems of service
providers

e Security clearances

Note a: Risk sources and examples are drawn from Department of Finance, Contract Management Guide, Finance, 2023, pp. 14-15.
Source: ANAO analysis of National Infrastructure Operator contract executed 26 June 2022.
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